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Abstract—As we move into a new decade, the global realm of Intelligent Infrastructure (II) services integrated in the Internet of Things
(IoT) at the forefront. With billions of connected devices spanning continents through interconnected networks, security and privacy
protection techniques for the emerging Intelligent Infrastructure (II) services integrated in the Internet of Things (IoT) environments
become a paramount concern. In this paper, an up-to-date privacy method mapping along with their current use case survey is
provided for II/IoT services. Moreover, we present a focus on post-quantum cryptography techniques that maybe used in the future
through concrete products, pilots and projects and including the latest developments. The topics presented in this paper are of utmost
importance as (1) several recent regulations such as GDPR have given privacy a significant place in the digital society, and (2) the
increase of II/IoT applications and digital services with growing data collection are introducing new threats and risks on privacy
leakages. This in-depth survey begins with an overview of security and privacy threats in II/IoT. Next, we introduce some
Privacy-Enhancing Technologies (PETs) suitable for the II/IoT services having certain privacy requirements, and map recent PETs
schemes based on post-quantum cryptography constructions that can withstand quantum computing attacks. This paper also
overviews how PETs can be deployed in practical use cases integrated in IIs and maps some current projects, pilots and products that
deal with PETs. Finally, a practical case study on Internet of Vehicles is presented to demonstrate how PETs can enhance security and
privacy. The purpose of the survey is to shed some light on current state of PETs with an emphasis on their implementation in II/IoT
even in post quantum era.

Index Terms—Authentication, Cryptography, Internet of Things, Intelligent Infrastructures, Post-Quantum Cryptography, Privacy,
Privacy-Enhancing Technologies, Security, Threats.
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1 INTRODUCTION

INTELLIGENT Infrastructures (IIs) interconnect various In-
ternet of Things (IoT) applications and services in order

to capture and analyse data as well as invoke autonomic
responses. IIs based on IoT bring new benefits to society,
customers and to the environment. Nonetheless, highly-
connected electronic objects and digital systems around
people’s lives form a large intelligent network that can cause
personal data leakages.

In theory, incoming IIs and IoT applications should
already include privacy protection during the design and
application stages. Security engineers and practitioners may
use various privacy protection principles, technologies or
Privacy by Design (PbD) strategies. PbD involves various
technological and organizational components, implement-
ing privacy as well as data protection principles. Hoepman
[1] proposed eight privacy design strategies that are defined
as follows:

1) Minimize: processed personal data should be con-
fined to the minimal amount.

2) Hide: personal data and their interrelationships
(linkability) should be protected or not public.

3) Separate: personal data should be processed in a
distributed way.

4) Aggregate: limit as much as possible the detail in
which personal data is processed, aggregating data
in the highest level.

5) Inform: data subjects should be notified whenever
their personal data are processed.

6) Control: data subjects should have control over the
processing of their personal data.

7) Enforce: processing personal data should be com-
mitted in a privacy-friendly way, and should be
adequately enforced.

8) Demonstrate: the system should be able to demon-
strate compliance with the privacy policy and any
applicable legal requirements.

Privacy protection techniques better known as Privacy-
Enhancing Technologies (PETs) can implement these PbD



IEEE COMMUNICATIONS SURVEYS & TUTORIALS, VOL. X, NO. X, AUGUST 2020 2

strategies. PETs are usually based on the principles of
data minimization, anonymization, pseudonymization, and
data protection that allow users to protect their Person-
ally Identifiable Information (PII). The European Union
Agency for Network and Information Security (ENISA)
defines PETs as the broader range of technologies that are
designed for supporting privacy and data protection. In the
well known ENISA report [2], a fundamental inventory of
the existing approaches and privacy design strategies were
provided. The report distinguishes the privacy enabling
techniques such as authentication, attribute-based cre-
dentials, secure private communications, communications
anonymity/pseudonymity, privacy in databases, storage
privacy, privacy-preserving computations, transparency-
enhancing techniques, and intervenability-enhancing tech-
niques.

Privacy protection is already an important part of many
regulations and international standards. In 2011, the ISO or-
ganization released the ISO/IEC 29100:2011 Privacy Frame-
work Standard1 which aimed at protecting PII based on
11 distinct principles, from data collection, data usage, data
storage to data destruction. Furthermore, the general data
protection regulation (GDPR) replaced the Data Protection
Directive 95/46/EC in 2018 [3]. The GDPR is comprised of
the most basic data security and privacy principles by Arti-
cle 5 that include lawfulness, fairness, transparency, purpose
limitation, data minimization, accuracy, storage limitation,
integrity/confidentiality, and accountability. Moreover, the
GDPR enhances various privacy aspects such as consent,
right to be forgotten and privacy (data protection) by design
that is mentioned in Article 25. Thus, privacy-preserving
protection for IIs and IoT services are in the scope of the
aforementioned regulations. In this paper, a map of the
current PETs and their practical deployment in II/IoT is
presented in an in-depth and well organized manner to
assist the article’s readership to navigate this complex and
ever-evolving area of research.

Many PETs are based on traditional cryptographic prim-
itives such as Public-Key Cryptography (PKC) algorithms.
Nonetheless, most of current PKC schemes are theoretically
vulnerable to potential attacks run by quantum computers.
Post-Quantum Cryptography (PQC) offers the solutions
against those attacks. Hence, privacy-enhancing technolo-
gies based on post-quantum cryptographic primitives are
the natural next step evolution of PETs. As such, preparation
for the future should begin now and the design of some
IoT/II services to be resistant to potential future threats
should commence - such as attacks run by quantum com-
puters. This paper also maps the current state of the art of
PETs that are already designed as for quantum resistance.

1.1 Privacy in Intelligent Infrastructures Applications
The use cases in both IoT and IIs are plentiful. Since both
types of systems rely on mobile connectivity and data
sharing, privacy issues are common. Added to the fact that
these devices are often constrained, leads to a deadly mix
for security and privacy.

The goal of both IoT and IIs is higher convenience for
mankind. But with those promises have come security and

1. https://www.iso.org/standard/45123.html

privacy concerns. Since many of these IoT and II systems are
built on the backbone of low power consuming computa-
tionally constrained devices, these devices lack the ability to
run high powered security algorithms and methodologies.
Hence, we see definitive vulnerabilities present that can
easily be exposed by malicious minds. In this section, we
explore a collection of use cases over the past few years that
are specific to IoTs and IIs where users have been shown to
experience security and privacy related issues.

In 2015, researchers at the University of Arizona shows
that more than 70, 000 medical devices had been exposed
online. Moreover, of that number 20% belonged to a sin-
gular health organization. [4]. It is evident in today’s IoT
world that still many devices connect to the Internet through
dated Operating Systems which is the main concern to
privacy breaches as these Operating systems often lack the
needed security for today’s advanced attacks. This study
alone showed that a majority of the exposed devices ran
Windows XP, an OS that has not been serviced in almost
a decade with any sort of security patches and built on a
32-bit word size. Nevertheless, Windows XP still finds itself
at the backbone of many legacy systems across the globe
adding to the potential future privacy breaches that may
occur as time passes on. Devices are easily found online
through services like Shodan, a service that promotes itself
as the "world’s first search engine for devices"2. Devices as
those found on Shodan running Windows XP with dated
security are often easy to crack using Brute Force attacks that
modern chipsets can easily manage. During the research
at the University of Arizona, the researchers found that
pacemakers, anesthesia equipment, infusion systems, cardi-
ology devices, nuclear medical systems, magnetic resonance
imaging (MRI) scanners can all be easily found using simple
Shodan searches. Although it has never been actually re-
ported, as many hackers motivations lie outside of medical
equipment hacks, changing settings of medical equipment
can prove detrimental to any patient connecting to devices
such as the ones mentioned earlier.

In the realm of Smart Home IoT, a very hot commercial
area in today’s society with many household appliances
gaining accessibility to the Internet, a well-known attack
was the FATS attack, short for Fingerprint and Timing
based Snooping (FATS) which was first presented in [5]
by Srinivasan. FATS involved room classification, activity
recognition, and activity detection by analyzing WiFi traffic
from a given sensor network that has been deployed in
a Smart Home. The attack itself relies heavily on packet
sniffing techniques of WiFi activity instead of through last
mile ISP (Internet Service Provider) or through adversaries
located somewhere in a WAN (Wide Area Network). The
attack itself shows that simple WiFi packet sniffing tech-
niques that have been successful for over a decade now can
still give malicious entities an advantage in modern Smart
Homes to aid in privacy breaches.

In a recent article featured in Forbes magazine, the
research of Rotem et al. who work for vpnMentor, showed
how easily an IoT management platform run by an Asian
company Orvibo was easily accessible over an HTTP con-
nection. Through a simple Internet Protocol connection

2. https://www.shodan.io/

https://www.iso.org/standard/45123.html
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to the database they were able to gain access to over 3
billion records which included a slew of personal private
information such as usernames, account codes for reset,
payment information, and user passwords. Moreover, for
some accounts, even some digital camera recordings from
“smart cameras" were available The following data was
available through this now well-known breach:

• Passwords
• Email addresses
• IP Address
• Account reset codes
• Family name
• Precise Geolocation
• Usernames

This breach of Orvibo highlights the different types of
data that may be accessible once a system is compromised in
an unsecured IoT or II network. Moreover, it also highlights
the damage that can be easily caused over well known
everyday use protocols like HTTP and IP.

Assisted living is defined as a living situation where
senior citizens (elderly) who still enjoy living alone take the
aid of IoT/II devices to ease some of their daily tasks as
well as using devices with Internet connectivity to monitor
their movements to ensure their safety. In [6], Henze et al.
showed that unobtrusive sensors used to monitor senior
citizens vital signs may be an area of concern for privacy
breaches. These sensors will read vitals from patients and
the upload this information to the cloud giving medical
practitioners fast access to the information as needed. The
authors pinpointed two levels of privacy issues, one with
personal data and the other focusing on medical informa-
tion. The medical information of patients and other persona
private data may be vulnerable during transmission to the
cloud. Since sensor devices are often constrained and unable
to run high complexity security protocols, they can easily
compromise an entire system. The main issue raised by the
authors was how to properly integrate high computational
services like cloud storage with constrained devices like
sensors. This is an ongoing issue and an extremely hot
research topic for our current decade.

Social challenges come from the need to mould Smart
City service as delivered to the specific profiles of every
person [7]. As such, a given service that is available in
a Smart city may in fact have a slew of configurable op-
tions. The more customizable a service is usually dictates
how successful that service may become. However, these
custom user profiles within deployed applications may
pose a security and privacy concern for the specific user
the profile is connected to. So the main societal challenge
becomes ensuring the privacy and security of the user’s
that use specific services. The vital integration of privacy
and security mechanisms within Smart City applications is
an important direction of current and future research. The
priority is and will continue to be ensuring user confidence
in new technologies, as without user confidence services are
not used and investments and infrastructure are wasted.

Autonomous vehicle technology is a hot area of research
and will become a commonplace service in the future [8],
[9]. Currently, IoV, short for the Internet of Vehicles is an on-
going service connecting a large set of sensors, controllers,

and devices that are attached to either vehicles or vehicle
infrastructure to allow for ease of autonomous control. It is
quite an undertaking to be able to design effective privacy
mechanisms which in turn can make sure collection of the
IoV Big Data is both trusted as well as not tampered with.
There is massive risk involved with the injection of mali-
cious or fraudulent message into IoV by malicious vehicles.
This process can endanger the entire traffic system(s). More-
over, an entire network once compromised may endanger
the lives of any persons involved in the network.

Solanas present the ideas of S-Health (Smart Health) as a
synergistic effort connection smart cities and mobile health
[10]. Even though S-Health as an entity may be able to
prevent many health issues, it in turn gathers large amounts
of information directly related to citizens, their personal
private information, as well as their medical information.
From information that is gathers, many personal traits can
be inferred since the data points towards habits, religion,
as well as possibly social status. The result of combining
health information with personal information as a privacy
concern is a ticking time bomb. S-Health sheds light as well
on smart systems used as protective equipment (glasses,
helmets, hazmat suits) that are constantly being traced and
monitored.

Listed areas of IoT and II are summarized giving privacy
concerns as well as some applications being used in Table
1. In [11], Finn et al. suggest 7 privacy concerns given as
follows:

• Privacy of person: right to keep both body charac-
teristics and functions private.

• Privacy of behaviour and action: right to keep
personal sensitive issues (sexual, political, religions)
private.

• Privacy of communication: right to keep your pri-
vate communication (e-mails, telephone, cell phone,
wireless communication etc) private.

• Privacy of data and image: right to keep personal
data, including images, private.

• Privacy of thoughts and feelings. right t keep
thoughts and feelings private.

• Privacy of location and space: right to move freely
in public without being identified (keep location
private).

• Privacy of association: right to associate with others
freely without monitoring.

1.2 Related Work
There are several interesting studies and survey papers
focusing on security and privacy in IoT [12], [13], [14],
[15], [16], [17]. Furthermore, there are surveys and research
papers that focus solely on privacy in IoT and in IIs. Some
examples are given in [18], [19], [20], [21], [22], [23], [24],
[25], [26].

For instance, Porambage et al. [18] provide a holistic view
of the privacy challenges in IoT. The authors discuss topics
in IoT privacy, solutions and future research directions.
Next, Dwork [19] outlines 5 scientific challenges regarding
privacy in intelligent infrastructures, as follows:

1) privacy for streaming IoT-data



IEEE COMMUNICATIONS SURVEYS & TUTORIALS, VOL. X, NO. X, AUGUST 2020 4

TABLE 1
IoT Areas with Application Example and Privacy Concerns [11]

IoT Area Privacy Concerns Application
Internet of Vehicles Action, Image RideLogic
Healthcare IoT Data, Person Geniatech, Cycore
IoT Blockchain Implementations Personal, Data Helium
Smart Home Data, Location Orvibo
Internet of Underwater Things Communication WFS Tech
Smart Cities Communication, Location Data Cisco

building and home 
automation

28%

e-healthcare
13%

smart cities
13%

wearable
9%

automotive
8%

smart manufacturing
2%

general oriented
27%

Fig. 1. The focus of research papers in various IoT applications [21].

2) privacy at the IoT-edge
3) decentralized Private Computation
4) Variable privacy
5) Event-based privacy

Cha et al. [21] aim to identify the current state of devel-
opment of the PETs in various fields of IoT applications. The
paper also examines whether the existing PETs comply with
the latest legal principles and privacy standards. The survey
explores 120 papers focusing on the solutions of PETs in
IoT. Authors categorize PETs in IoT into 7 research domains:

• Control Over Data
• Enforcement
• Anonymization or Pseudonymization
• Personal Data Protection
• Anonymous Authorization
• Partial Data Disclosure
• Holistic Privacy Preservation

The authors work conducts 15 privacy principles from
GDPR and ISO/IEC 29100:2011. Furthermore, their work
links the principles with PETs papers and presents some
future directions of advanced technologies. Figure 1 depicts
the focus of 120 privacy-oriented IoT papers in various
fields.

Seliem et al. review existing research and propose solu-
tions to rising privacy concerns from multiple viewpoints to
identify the risks and mitigation in [22]. The paper provides

an evaluation of privacy issues and concerns in IoT systems
due to resource constraints. The authors also describe IoT
solutions that embrace a variety of privacy concerns such
as identification, tracking, monitoring, and profiling. Sen et
al. deal with differences between privacy and security in
[23]. The authors present 11 general approaches and tech-
niques that are being used to fulfill privacy requirements.
Nevertheless, their analysis and classification models are not
overly deep. Curzon et al. [25] aim to show how privacy of
individuals could be exposed in various Smart City applica-
tions and how this exposure could be mitigated using multi-
ple privacy enhancing technologies. This survey also shortly
presents various PETs. Recently, Hassan et al. [26] survey
differential privacy techniques for cyber physical systems
including industrial Internet of things. The authors present
open issues, challenges, and future research direction for
differential privacy techniques in cyber physical systems.
Nevertheless, their study do not explore other PETs and
their quantum resistant variants.

There are several review papers focusing on post-
quantum cryptography such as [27], [28], [29], [30], [31],
[32], [33], [34]. Bernstein and Lange [31] explain the dam-
age of classic cryptography done by quantum comput-
ing and describe some candidates for post-quantum cryp-
tography. Tan and Zhou [32] review post-quantum (PQ)
digital signature algorithms and analyze the suitability
of PQ signatures in various general applications such as
TLS, Bitcoin, GSM eSIM and so on. Nejatollahi et al. [33]
provide a comprehensive survey focused on lattice-based
cryptography (LBC) and its use in computer security in-
cluding implementation challenges in software and hard-
ware. The authors solely focus on LBC schemes and do
not consider post-quantum privacy-enhancing cryptogra-
phy schemes. Recently, Fernandez-Carames [35] surveys
quantum-resistant cryptosystems and schemes for IoT. The
author maps post-quantum security projects and results of
post-quantum schemes applied on various devices from
resource-constrained microcontrollers, FPGA cards to cloud
servers. Furthermore, the implementation aspects of PQC
on constrained devices are also studied in other papers such
as [36], [37].

To the best of our knowledge, there is a lack of studies
that connect essential topics in both privacy protection
and post-quantum cryptography as well as those that re-
view quantum-based privacy-enhancing schemes and its
adoption for IoT/IIs services. In our study, we categorize
and present concrete privacy-enhancing technologies based
on traditional cryptography as well as on emerging post-
quantum cryptography constructions. Furthermore, we also
map privacy-required IoT applications, privacy threats in
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IoT, and PETs deployed in concrete projects/products. In
Table 2 we present all acronyms and notations that are used
throughout the paper.

TABLE 2
List of Acronyms and Notations

AA Anonymous Authentication
ABC Attribute-Based Credentials
ABE Attribute-Based Encryption

APEA Anonymous and Pseudonymous Entity Authentication
BS Blind Signatures

CBC Code-Based Cryptography
CP-ABE Ciphertext-Policy Attribute-Based Encryption

DP Differential Privacy algorithms
DS Data Splitting

DTLS Datagram Transport Layer Security
FHE Fully Homomorphic Encryption
GPS Global Positioning System
GS Group Signatures

HBC Hash-Based Cryptography
HE Homomorphic Encryption
IBC Isogeny-Based Cryptography
II(s) Intelligent Infrastructure(s)
IoT Internet of Things
IoV Internet of Vehicles
ITS Intelligent Transportation System

KEM Key Encapsulation Mechanism
KP-ABE Key-Policy Attribute-Based Encryption

LBC Lattice-Based Cryptography
MVC Multivariate-Based Cryptography

PET(s) Privacy-Enhancing Technology(ies)
PHE Partially Homomorphic Encryption

PLT(s) Parking Lot Terminal (s)
PSP Parking Service Provider
PQ Post-Quantum

PQC Post-Quantum Cryptography
QC Quantum Computer
QR Quantum Resistant
RS Ring Signatures
SR Searchable Encryption

SMC Secure Multi-party Computations
SDC Statistical Disclosure Control

U User
TLS Transport Layer Security
TTP Trusted Third Party

V Vehicle
ZKP Zero-Knowledge Proof

1.3 Contribution
This paper addresses the privacy issues related to intelli-
gent infrastructures and the IoT environment. It maps the
recent technical-based PETs, and surveys the post-quantum
resistant PETs. The readiness of PQ PETs in IoT and IIs is
also discussed. The contribution of this review paper can be
summarized as follows:

• Identification of privacy threats and leakages in IIs,
even for post-quantum era.

• Description of current PETs and some recent quan-
tum resistant PET schemes.

• An inventory of practical deployments of PETs in
ICT including list of current projects and products
and various IoT/II use cases where PETs can be
deployed.

• An illustrative case study for demonstrating a
privacy-preserving II service useful for the Internet
of Vehicle (IoV) and smart city and for presenting
some options for a secure design in post-quantum
era.

1.4 Paper Organization

The rest of the paper is organized as follows. Section 2
presents the privacy issues relative to IoT/IIs. Section 3
deals with the categorization and assessment of PETs in
IoT/IIs. Section 4 surveys emerging security and privacy
solutions and technologies that are suitable in IoT/IIs for
post-quantum era. Section 5 shows practical deployment of
PETs in ICT and IoT/IIs, and Section 6 presents a chosen
case study of PETs deployed in the selected II service of IoV.

Lastly, some concluding remarks are given in Section 7.

2 SECURITY THREATS AND PRIVACY LEAKAGES
IN INTELLIGENT INFRASTRUCTURES

2.1 Basic Privacy and Security Threats

An intelligent infrastructure, based on the Internet of things
paradigm, utilizes cooperative sensing and networking ca-
pabilities. Most IoT systems consist of (i) systems that collect
data about the state of the scenarios, (ii) systems which
transmit collected data and (iii) systems which provide the
data to end-users following a predefined process [38]. The
vehicular subsystem considers the interaction of systems
within the Intelligent Transportation System (ITS) as it con-
cerns vehicles and its agents (e.g., vehicle, infrastructure and
users such as drivers, passengers, pedestrians). II is a type
of the IoT system as it encompasses cooperative interactions
with a variety of things or objects, to reach a common
goal [39]. IoT systems consist of three architectural layers
[40], [41], [42], [43], [44], [45]:

• Perception: The perception layer contains software
components and hardware devices (sensors, actua-
tors, visioning, and positioning devices), carrying out
basic functions of collection, controlling, and storing
data.

• Network: The network layer facilitates wired or
wireless transmission (in-vehicle, vehicle to vehicle,
and vehicle to infrastructure) of collected data from
the perception layer.

• Application: In the application layer, the network
layer meets the end-user, services, processes, com-
puting, and storage, allowing high-level intelligent
processing of the sensed, generated and transmitted
data.

A risk is defined as an event where the vulnerability of a
system asset is exploited by an attacker (threat) leading to
some impact – a negation of the criteria of the business asset
in a system [46], [47]. Table 3 summarizes the threats at the
different architectural layers. The threats are categorized
following the STRIDE threat model based on the first
impact experienced [48].

Perception layer threats attack the sensing, vision, po-
sitioning and actuating components. Following [48] Ta-
ble 3 includes 24 threats. Network layer threats affect the
system assets’ ability to transmit the necessary data for
an IoT function. Data is typically transmitted through
local/internal network, device-to-device, and device-to-
infrastructure communication technologies. To illustrate the
network layer threats, Table 3 assembles 47 threats [48].
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Application layer threats involve attacks to disrupt or corrupt
high level IoT processes and services. To illustrate them,
Table 3 includes 12 threats.

2.2 Privacy Threats in Intelligent Infrastructures
Privacy, in the era of IoT, can be affected by activities includ-
ing personal information collection, processing, sharing, and
invasion/leakage [49]. Information collection, processing,
and sharing activities are fundamental in running these co-
operative IoT/II systems. Personal information is collected
including:

1) user identity in general
2) geolocation in transportation
3) health conditions in healthcare
4) lifestyle habits inferred from intelligent surveillance,

smart energy, and home

Service providers process the provided as well as the
disseminated data to query required functions and data us-
ing cloud servers to provide personalised or group/crowd-
sourced services. As data in IoT/II systems becomes abun-
dant for its use in intelligent applications (i.e., assisted
or autonomous driving [50], healthcare services in Smart
Cities [51], Smart Homes), the implication of privacy inva-
sion/leakage is increasingly becoming a major concern.

The following privacy threats and attacks that can be
observed in IoT/II environments:

• Data over-collection threat: Unaware and/or super-
abundant collection of personal data.

• Linkage threat: Creating some unforeseen data re-
sults by different systems can lead to linkage of
personal data by data correlation.

• Identification threat: Associating personal data, e.g.,
name, address, gender, physical signatures (voice,
face) with a concrete user identity.

• Lifecycle transitions leakage: Obtaining personal
information from devices in their certain stage of
their lifecycle when the devices are not under owner
(user) control.

• Privacy-violating interactions and presentation
leakage: Unwanted presenting user’s data through a
medium component (voice, video screens) placed in
public. This can lead to disclosure of user sensitive
information.

• Localization leakage: Undesirable leakage of a
user’s location by Global Positioning System (GPS)
coordinates, IP addresses, latency, or cell phone loca-
tion.

• Behavioral leakage: Unwanted determining and
recording a user’s behavior in certain time and place.

• Tracking attack: An attacker is able to trace and
record person’s movement through time and space
(based on localization or behavioral leakages and
user identification).

• Profiling attack: An attacker is able to create profiles
in order to analyze information about users and
infer their personal interests by correlation with their
profiles and data.

• Inventory attack: An attacker is able to send cer-
tain query requests to the object and analyze the

related responses to determine interests of users, e.g.,
unauthorized detection of health issues, industrial
espionage.

• Identity-theft attack: An attacker can steal user iden-
tity (credentials) to misuse his/her services or harm
user’s reputation.

Privacy leakages can occur as a result of the character-
istics of perception, network and application architecture
layers. In the following subsections we illustrate a few key
examples.

2.2.1 Privacy Leakages through IIs Perception Devices
Privacy leakages in the perception layer can occur during
data sensing and storage. IoT/II devices are especially vul-
nerable to privacy leakage and information inference by
attackers.

Privacy leakages can occur in Smart Home applications
by analyzing the physical characteristics of smart devices
[52]. Close monitoring and inference of smart meter “ap-
pliances’ ON/OFF status at different times" can reflect the
usage patterns of energy consumers. Adversaries can obtain
meter readings and with background knowledge of com-
mon appliances’ consumption rates, estimate what devices
are possibly switched ON, to infer a higher probability
looking at the reading time (i.e., microwave at 6:30 pm or TV
at 8:00 pm). Besides the consumption rate/time, an inference
can be made by appliances’ unique signatures on the length
of usage (i.e., washer running continuously for at least 30
minutes in general) [53].

Intelligent surveillance, although designed for monitor-
ing criminal behaviors, may also capture smart city resi-
dents’ daily life habits and behaviors, and such data, even
being unconsciously disclosed to un-trusted entities, may
become prejudicial to the residents’ privacy [54].

In vehicular IIs where integrating mobile Inertial Mea-
surement Unit (IMU) sensors with the vehicle can, on the
one hand, lead to the development of numerous beneficial
applocations. Still, on the other hand, collection of IMU data,
which is available on various devices such as smartphones,
Original Equipment Manufacturer (OEM)-authorized OBD-
II dongles, and wearables, can leak driver privacy [50]. As
an example, in usage-based automotive insurance plans to
have restrictions enforced using the insurance company’s
application may provide evidence against insurance claims
[50]. It can also reflect the driver’s risk level [55] with
driving IMU data gathered from the application as an Event
Data Recorder. Although the purpose of the application was
not for driver fingerprinting, this can be used to do just that
[55], [50], [56].

Research has suggested the application of off-the-
shelf privacy and security techniques, such as encryption,
anonymity, and access control, to preserve privacy leakage
during data sensing [54].

2.2.2 Privacy Leakages through IIs Network
Privacy leakages in the network layer can occur during data
transmission. In vehicular IIs, privacy leakage attacks hap-
pen as vehicles periodically broadcast beacons that contain
information about the vehicle. This information can include
speed, vehicle identity, current vehicle location, position,
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TABLE 3
Summary of Security Threats, adapted from [48]

System Asset Threats
S T R I D E

Perception layer Spoofing, Node
Impersonation,
Illusion, Replay,
Sending
deceptive
messages,
Masquerading

Forgery, Data ma-
nipulation, Tamper-
ing, Falsification of
readings, Message In-
jection

Bogus message Stored attacks,
Eavesdropping

Message
saturation,
Jamming, DoS,
Disruption of
system

Backdoor,
Unauthorised
access, Malware,
Elevation of
privilege, Remote
update of ECU

Network layer Sybil, Spoofing
(GPS), Replay
attack, Mas-
querading, RF
Fingerprinting,
Wormhole,
Camouflage
attack, Imper-
sonation attack,
Illusion attack,
Key/Certificate
Replication,
Tunneling,
Position Faking

Timing attacks,
Injection (message,
command, code,
packet), Manipula-
tion/Alteration/
Fabrica-
tion/Modification,
Routing modifica-
tion/manipulation,
Tampering
(broadcast, message
transaction,
hardware), Forgery,
Malicious update
(software/firmware)

Bogus messages,
Rogue
Repudiation,
Loss of event
trace-ability

Eavesdropping,
Man-in-the-
middle, ID
disclosure,
Location
tracking, Data
sniffing, Message
interception,
Information
disclosure,
Traffic analysis,
Information
gathering, TPMS
tracking, Secrecy
attacks

DoS/DDoS,
Spam, Jamming,
Flooding,
Message
suppression,
Channel
interference,
Black hole.

Malware, Brute
Force, Gaining
control, Social
engineering,
Logical attacks,
Unauthorised
access, Session
Hijack

Application layer Spoofing, Sybil, Il-
lusion attack

Malicious Update Eavesdropping,
Location tracking,
Privacy leakage

DoS Jail-breaking OS,
Social engineering,
Rogue Data-center,
Malware

and acceleration [57], [58]. Risk impact includes the loss of
confidentiality of sensitive information contained in the bea-
cons following an eavesdropping attack to trace the vehicle
which is acheived by linking the location data together [57],
[58]. The infotainment system in vehicular IIs, which is an
amalgamation of in vehicle entertainment and information,
can be connected to various external networks which may
lead to leakage of personal information such as user location
and private call recordings stored directly on the info-
tainment system. In Smart Home network infrastructures,
privacy leakages can be leveraged to infer sensitive informa-
tion on the occupants by the pre-processing, classification,
and matching of traffic data [59]. Wireless communication
technologies when used, are prone to privacy leakages, so,
an attacker can monitor encrypted network traffic of smart
home devices to infer sensitive information of occupants
without using any advanced technique [60].

Besides encryption, research has suggested the injection
of noisy data flows in communication among smart devices
and the Internet [59], as well as the application of straight-
forward solutions such as VPN or Tor-like Tools, signal
attenuation, and traffic shaping to preserve privacy leakage
during data communication [60].

2.2.3 Privacy Leakages through IIs Applications
Privacy leakages in the application layer can occur dur-
ing data processing and storage. Combining multiple data
sources from different data holders, perception devices,
and applications increases the risk of sensitive data leaks
through correlation [61].

The vehicular II application layer collects all data from
fog nodes, environmental sensors, and vehicular GPS sen-
sors over a long period of time. Data can be leaked by
exposing the raw pre-processed data about a given person
such as health status by a vehicle safety application, etc.,
to undeclared/unwanted entities [62]. The frequency of the
sent health status information can determine the type of

health issue a driver is facing by detecting a pattern in
the received data. For instance, if a driver is a smoker and
his/her blood pressure and sugar level readings are being
uploaded to the application for some period of time, this
information can describe any ongoing disease the driver
may suffer from [62]. Collected location data can be used
to track a vehicle even when the vehicle is not sharing its
location information. With the recording of the vehicles’
most visited places, it is possible to predict where the user
will be on a specific day and time by employing machine
learning techniques on available big data [62].

In smart home applications, where the application is per-
mitted to collect the events of the occupant, this application
can learn behavioral patterns in a variety of ways that are
not readily noticeable [52]. Research has suggested [63], [64]
the use of trusted remote data stores, and broker for access
control to centralized storage, as well as a combination
of different cryptographic techniques, to preserve privacy
leakages in the application layer.

2.3 Threats in Intelligent Infrastructures in Post-
Quantum Era
Many current cryptography-based solutions providing in-
formation security and user privacy use asymmetric cryp-
tography schemes that are usually based on the integer
factorization problem, the discrete logarithm problem and
other versions of these security problems. In post-quantum
era, Quantum Computer (QC)-based attacks are able to
jeopardize these security assumptions.

The quantum computer-based threats can be divided as
follows:

• QC-based threat using the Shor’s algorithm: The
Shor’s algorithm running on a functional quantum
computer with a sufficient number of qubits is able
to solve the current security assumptions of asym-
metric cryptosystems (i.e. discrete logarithm prob-
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lem and factorization problem, and other versions
of these problems). For example, Shor’s algorithm
running on functional QC needs about 4000 logical
qubits to break 2048-bit RSA keys [65]. To be noted
that current quantum computers (QCs) are capable
to run Shor’s algorithm and already have about tens
of logical qubits and physical qubits. To prevent the
attack by Shor’s algorithm, vulnerable asymmetric
cryptography schemes should be substituted by PQC
schemes.

• QC-based threat using the Grover’s algorithm:
Grover’s algorithm streamlines the collision or sym-
metric key brute force search on O(

√
N), where

N is the domain size of the function. This threat
mainly jeopardizes symmetric cryptography with
short parameters, i.e. ciphers with short key sizes,
hash functions producing short hashes and MAC
functions with short parameters. To prevent the at-
tack by Grover’s algorithm, symmetric cryptography
schemes should increase the sizes of keys and other
essential parameters.

Future quantum computers may retroactively affect cur-
rent ICT systems, their security and privacy of their users.
These threats are crucial especially from long term security
and privacy perspectives, and therefore, they should be
averted, already nowadays, by deployment of PQC solu-
tions.

• Long term digital signatures: To prevent threats, Post-
quantum (PQ) resistant digital signatures should be
employed. Current documents digitally signed with
conventional cryptographic algorithms, such as RSA,
ECDSA, etc., will be in the post-quantum era consid-
ered as un-trusted. In the context of electronic doc-
uments, it causes signing information pertaining to
signed documents to come into question. It can have
significant impact for authenticity of current official
and legislative documents, contracts, certificates, etc.

• Long term data security: To prevent threats, the PQ
resistant encryption algorithms should be employed.
Long-term data security can be required by legis-
lation and national or international law. In some
countries, like Germany, it is stipulated that medical
and legal data must remain confidential from third
parties even after death of a patient or client. It can
cause problem to some confidential data archives
which have usually lifetimes longer than the time
it takes for new computer paradigms to threaten
conventional cryptographic algorithms.

3 PRIVACY-ENHANCING TECHNOLOGIES

This section presents our analysis of privacy-enhancing
technologies and their readiness as well as suitability for
IoT/IIs. We mainly focus on PETs that can be implemented
in end-devices, used as applications (user-side), as well as
applied in any of the folliowing:

• networks
• data storage
• cloud
• backend servers.

TABLE 4
Categories of Privacy-Enhancing (PE) Technologies

Privacy-Enhancing (PE) category Technology name
Blind signatures
Group signaturesPE digital signatures
Ring signatures
Attribute-based credentialsPE user authentication Anonymous and pseudonymous en-
tity authentication
Mix-networks and proxies
Privacy preserving techniques for
wireless access networkPE communication systems
Onion routing
Attribute-based encryption
Homomorphic encryptionPE encryption technologies
Searchable encryption
Secure multi-party computationsPE computations and data storing Data splitting
Statistical disclosure controlGeneral anonymization technologies Differential privacy algorithms

PETs often provide some or all of the following basic
privacy features:

• anonymity: a user cannot be recognized as the source
of data.

• data privacy: stored data do not leak undesired prop-
erties, e.g. identities, user’s vital data etc.

• pseudonymity: a user can be identified only to cer-
tain system parties (issuers). There is balance be-
tween anonymity and accountability.

• unlinkability: the same user’s actions cannot be
linked together (sessions are mutually unlinkable).

• untraceability: user’s credentials, identities or ac-
tions cannot be tracked by unauthorized parties (e.g.
verifiers).

In addition, PETs usually combine privacy features with
common security features that can be defined as follows:

• accountability: a user has specific responsibilities
and access to services.

• authentication: a user can validly prove his/her
possession, claim, access or identity.

• availability: the connectivity of smart thing or ser-
vice/application persists.

• data confidentiality: data are secured against expos-
ing by encryption methods.

• data authenticity and integrity: data are secured
against their tampering or removing by the unau-
thorized parties.

• non-repudiation: a user (a signer) cannot deny
his/her signature.

• revocation: a trusted system entity is able to re-
move/revoke a chosen user (his/her credential) from
a system.

PETs and security technologies are usually combined
together in order to reach most of the above privacy and
security features.

Table 4 categorizes the most essential PETs, which are
described in the following subsections. Note that the pro-
vided examples are limited and do not cover all privacy-
preserving schemes.
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3.1 Privacy-enhancing Digital Signatures

3.1.1 Group Signatures

A Group signature (GS) is a digital signature providing
group-based authentication. GS provides privacy for signers
against verifiers. GS schemes allow any group member (a
user) to anonymously sign a message on behalf of the group.
Users can also authenticate themselves on behalf of the
group, without using standard digital certificates (used in
current public key infrastructures PKI) or user identities.
The signature on the message is created by using a group
member secret key. The signed message is verified by one
group public key that is spread in the group of users. The
basic principle of group signatures is depicted in Figure 2.

User group

users

Anonymous signer
 Signing phase

Group manager

Signed message

Revocation Referee

users

message accept

message reject
Verifier

Anonymous routing

Join phase

Verification phase

Revocation

Fig. 2. The basic principle of GS schemes.

In the two past decades, extensive research has focused
on group signature schemes (> 5.4K papers in Scopus).

There are many variants of GS schemes providing
various features. In general, GS can be used as a basic
layer/cryptographic primitive in privacy-preserving ICT
services, mainly for proving membership in a group and/or
within signing a data on behalf of the group. Moreover,
several group signature schemes are included in the stan-
dard ISO/IEC 20008-2:2013 [66] and several public libraries
including GS schemes are released in public repositories.
There are many well established group signature schemes,
e.g. [67], [68], [69], [70], [71], [72], [73] and several schemes,
e.g. [74] and [75] are also orientated on computational
efficiency in order to be applicable on constrained devices.
Several papers focusing on group signatures in IoT have
been published recently, e.g. [76], [77], [78].

Nevertheless, there is still ongoing work on the design
of efficient group signatures with immediate revocation
features appropriate for constrained devices and on the
design of new GS schemes based on quantum-resistant
assumptions.

3.1.2 Ring Signatures

A ring signature (RS) is a digital signature providing group-
based authentication in order to achieve privacy of users
against verifiers. Any user (member) of a group (ring)

can sign a message on behalf of a group (ring). The user
signs a message with his/her private key and then he/she
publishes a set of public keys merged with his/her public
key, i.e., multiple public keys. RS schemes are similar to
GS schemes and some studies call them as ad-hoc group
signatures. Nevertheless, RS schemes remove the central
point of a group manager and RS do not need centralized
initial setup (i.e. a join phase between a user and a manager).
Users easily adhere to ring signatures by using prescribed
cryptographic parameters and create non-closed groups. RS
schemes usually provide a perfect privacy (untraceability)
because there is no authority that can revoke the anonymity
of signers. The basic principle of ring signatures is depicted
in Figure 3.

Anonymous signer
PKS,SKS Signed message

Message accept

Message reject

Verifier
Anonymous routing/
publish on bulletin Verification phase

M,Q=sig(M,PK1,...,PKS,...PKN, SKS)

UserN
PKN,SKN

User1
PK1,SK1

Signing phase

PKN

PK1

Public parameters,
Public keys P1 ....PN

Fig. 3. The basic principle of RS schemes.

Ring signature schemes have been studied since 2001
(> 1.2K papers in Scopus). There are several variants of
RS schemes providing various features. In general, RS can
be used as a basic layer/cryptographic primitive in ICT
services with strong privacy-preserving requirements, e.g.
e-voting and e-cash. There are several well-established ring
signature schemes such as [79], [80], [81]. Nowadays, RS
are employed in several cryptocurrencies and altcoins such
as Monero, CryptoNote, TokenPay, etc. Nevertheless, RS
produce sized signatures by adding multiple public keys
and requires several expensive asymmetric cryptographic
operations depending on the ring size. Overall, RS offer
stronger privacy features than group signatures with a
manager, but the performances of phases and the size of
ring signature are more challenging for memory, bandwidth,
and computational resources than with using GS schemes.
Therefore, RS schemes are more appropriate for desktop
applications and web services that run on non-constrained
nodes.

Several papers focusing on the implementation of RS
in IoT have been published recently, e.g. [82], [83], [84],
[85], [86], [87]. Nevertheless, there is still ongoing work on
the design of efficient and logarithmic-sized ring signatures
appropriate for constrained devices and on the design of
new RS schemes based on quantum-resistant assumptions.

3.1.3 Blind Signatures
Blind signatures (BS) are a form of digital signatures which
hide (blind) the content of a message to signers. How-
ever, the resulting blind signature can be publicly verifiable
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against the original (un-blinded) message in the manner of a
standard digital signature. The technology is used especially
in privacy-enhanced protocols where the message owner
and signer are different entities. Blind signatures are often
used in other cryptographic constructions such as group
signature, anonymous credentials and in use cases such as
e-cash schemes and e-voting systems. The general construc-
tion of BS is usually based on standard digital signature
algorithms such as RSA, Schnorr or DSA algorithms. The
basic principle of blind signatures is depicted in Figure 4.

Blind 
Signature

Signature

VerifierUser

Signer

SK PK

PK

Message

?

Blind
Message

�� = �(�������)

�� = �(�(�������))

��������� = �(�(�������))

��������� = �(�������)

Message

Fig. 4. The basic principle of BS schemes.

Generally, we can consider BS mature and ready to be
used in digital systems, Scopus records > 1.6K papers.
Many BS, e.g. [88], [89], [90], [91] are based on standard sig-
nature schemes which are widely applied in many security
systems. These standard digital signatures have hardware
support also on many constrained IoT devices such as smart
cards. BS are mostly used in payment systems such as Pay-
Cash. Officially there is no standard which deals with BS,
however, BS are based on standard digital signatures, hence
we can consider their standardization. The main goal of
the current proposals is to build efficient and post-quantum
resistant schemes, e.g. [92], [93].

3.2 Privacy-enhancing User Authentication

3.2.1 Attribute-Based Credentials

Attribute-Based Credential (ABC), sometimes called anony-
mous credential or private certificate, is a core technol-
ogy used in privacy-friendly authentication systems. The
authentication is based on personal characteristics instead
of user identity (i.e. full name, unique identifier, digital
certificate X.509), which is widely used in current systems.
In ABC context, the digital identity is considered to be
a set of characteristics (personal attributes) that describe
certain person. The attributes are grouped into credentials
(cryptographic containers) and can be shown selectively,
anonymously and without anyone’s ability to trace or link
the showing transactions. Actually, credentials are very
similar to traditional digital certificates. Both structures can
contain attributes such as age, citizenship, gender, social
security number, credit card number, etc. The fundamental

difference between credentials and certificates is that cre-
dentials are never shown to other parties. A user is able to
select only a subset of the attributes, included in the creden-
tial, to be disclosed (shown) while others remain hidden.
Furthermore, each showing transaction is randomized, i.e.
all proofs are anonymous and mutually unlinkable. This
approach prevents the verifier from impersonating user or
steal his identity, profile users and track their movement
and behaviour. The basic principle of ABC authentication
approach is depicted in Figure 5.

Many research articles focused on ABC technology are
published, e.g., [94], [95], [96], [97], [98], [99], [100] (>
0.6K papers in Scopus). This technology can be considered
mature and ready to use in current ICT systems. In fact,
there is already a running IRMA (I Reveal My Attributes)
pilot project with the IRMA card and mobile application
product for privacy-friendly authentication. Furthermore,
current ABC schemes are efficient enough to run, even
on IoT constrained devices. For example, the article [101]
presents an anonymous scheme that runs the show protocol
in less than 500 ms (in case of 3 stored attributes) on current
smart cards. The necessity of this technology in authenti-
cation/identification systems have also been demanded by
the U.S. and E.U. institutions. The main known drawback
of the technology remains the revocation, which has been
solved in recent years, for example in the paper [102].
Nevertheless, there is still ongoing work on the design of
new ABC schemes. Other directions in future research are
to provide decentralized ABC system in order to increase
privacy and security and/or to transform ABC schemes to
quantum resistant forms.

3.2.2 Anonymous and Pseudonymous Entity Authentica-
tion

Anonymous Authentication (AA) preserves user privacy. In
an AA system, a user can get an access to a service without
disclosing his/her identifier. This method prevents a verifier
to track and profile them. However, the verifier can still
reliably determine whenever the user is authentic or not.
The authenticated user only provides a proof of knowledge
of the secret for some chosen claims, e.g. a user belongs
to the group with specific privileges. Basic AA systems are
based on zero-knowledge proof (ZKP) protocols as in [103].
More advanced schemes enable trusted third parties (TTPs),
called openers, to open the proofs and learn the user’s iden-
tity. The TTP is able to disclose user identity, revoke session
unlinkability or revoke a user from a system. If such TTP
exists, the system is called partially anonymous or partially
unlinkable, see ISO/IEC 29191:2012 [104]. The most of the
current AA and PA schemes are formed by group signatures
(ISO/IEC 20009-2 [105]), blind signatures (ISO/IEC 20009-3
[106]) or identity escrow schemes, see [107] for more details.
AA or PA can be applied in a range of applications and
use cases including electronic voting, electronic identities,
social networks or mobile payments. The basic principle
of anonymous and pseudonymous entity authentication
mechanisms is depicted in Figure 6. Scopus records more
than 2.2K papers focused on AA and PA schemes.
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Fig. 5. The basic principle of ABC schemes.
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Fig. 6. The basic principle of anonymous and pseudonymous schemes.

3.3 Privacy-enhancing Communication Systems

3.3.1 Mix-networks and Proxies

Mix networks (Mixnets) represent a basic privacy tech-
nology that is used for privacy-preserving communication
via public networks the most common being the Internet.
Mixnets enable users to create an anonymous communi-
cation network that is protected against traffic analysis.
Users (senders) can communicate with destinations without
revealing their identity or location. Mixnets usually employ
mix nodes (proxy servers, mixes, relays) that gather mes-
sages from multiple transmitters in order to disrupt the
relation between incoming and ongoing traffic. Messages
are collected (up to threshold - batch), mixed (reordered)
and resent (flushed) with a certain delay from a mix node
to the next node (a mix, a recipient). Some schemes add
dummy messages to make tracing more difficult. Mixnets
can employ simple one-tier architecture (one proxy) or a
chain of proxies (mixes shuffle messages and resent them
to other mixes via multi-tiered architecture). Using only one

central proxy server could be weak against various attacks
(denial of service, local eavesdroppers, the maliciousness
of the central node, compulsion), therefore, robust Mixnets
protocols and schemes usually employ more servers in a
chain (a cascade) or in multi-path topologies. The equal-size
messages with the address of an addressee (or a bulletin)
are usually encrypted by public key cryptography (e.g. by
public keys of proxy servers). Mixnets protocols usually
employ re-randomizable encryption schemes such as the
ElGamal encryption scheme. The basic principle of mix
networks is depicted in Figure 7 (E denotes an encryption
function using various public keys).

Mix A

c1=Epk_A(r1,Epk_P1(r2,m1))

c2=Epk_A(r'1,Epk_P2(r'2,m2))

c3=Epk_A(r''1,Epk_P3(r''2,m3))

Sender
Addressee P2

Epk_P2(r'2,m2)

Epk_P3(r''2,m3)

Epk_P1(r2,m1)

Sender

Sender

Addressee P3

Addressee P1

Fig. 7. The basic principle of mix networks.

Mixnets, that were frist introduced in 1981, have been
actively studied since the year 2000 (> 1.7K papers in
Scopus). There are several variants and strategies of Mixnets
protocols. The pioneer and most established schemes are
[108], [109], [110], [111], [112], [113], [114], [115], [116].

In general, Mixnets provide anonymous communication
which could be used as basic primitive for many use cases,
e.g. anonymous email services, web browsing, message
exchange and e-voting. Nowadays, Mixnets are offered
to users via several open source tools and web projects.
Mixnets support user privacy but at the price of some
service delays, and are based on the strong assumption
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that mixes nodes/servers and service providers are trusted,
which might hurt privacy. Mixnets usually rely on public
key cryptography in order to protect messages against traffic
analysis.

Mixnets technology has been studied primarily for clas-
sic networks, nevertheless, there are few papers focusing
on the implementation of Mixnets solutions on constrained
devices (and IoT), e.g., [117], [118]. For example, Chaum
et al. [117] presented cMix: Mixing with minimal real-time
asymmetric cryptographic operations in 2017. The cMix
protocol uses a pre-computation to eliminate all expensive
real-time public-key operations at the senders, recipients
and mixnodes. The real-time phase needs only a few fast
modular multiplications. cMix is considered to be the first
mixing suitable for low latency chat for lightweight devices.

3.3.2 Onion Routing
Onion routing is an anonymous communication technique
used in computer networks. Onion networks employ an
onion encryption approach where a sender establishes a sin-
gle encryption layer with each network node along the path,
which is called an onion router. The data are encapsulated
by the sender in several layers of encryption, analogous to
onion layers. Each onion router decrypts its onion layer and
relays data to the next onion router. When the final layer is
decrypted, the data reach the destination (e.g. web server).
The basic principle of onion encryption in onion routing is
depicted in Fig. 8.

Router A Router B Router CSource Destination 
(web server)

encrypted session to A
encrypted session 

to B encrypted session 
to C

session

key S_A

key S_B

key S_C

session

Fig. 8. The basic principle of onion encryption in onion routing.

Onion routing was developed in the mid-1990s at the
U.S. Naval Research Laboratory by employees Syverson,
Reed and Goldschlag. Their papers [119], [120] describe
anonymous connections and their implementation using
onion routing. These papers also describe several applica-
tion proxies for onion routing, as well as configurations of
onion routing networks. The most mature project is Tor
(The onion router). Tor [121] is based on a circuit-based
low-latency anonymous communication service and onion
routing. Further information about Tor is available at the
ToR website3.

Other applications and projects employ the onion rout-
ing principle or are inspired by Tor (> 0.3K papers in

3. https://www.torproject.org/

Scopus). Tribler [122] is an open source decentralized Bit-
Torrent client which provides anonymous peer-to-peer com-
munication by onion routing. In 2014, with the release of
version 6.3.1, a custom built-in onion routing network was
introduced as part of Tribler4. Tox5 is a peer-to-peer instant-
messaging and video-calling protocol that offers end-to-end
encryption. As some metadata leaks were raised in Tox, de-
velopers then introduced the Onion routing implementation
for the friend-finding process. Works such as [123], [124]
deal with the deployment of DTLS (Datagram Transport
Layer Security) in onion routing and its efficiency. The paper
[124] employs DTLS in order to tailor onion routing to IoT
and presents the practical evaluation of the tailored solution
in IoT.

3.3.3 Privacy-enhancing Communication Systems for
Wireless Access Network

In general, data transferred over wireless access networks
are usually encrypted, e.g., by WPA in IEEE 802.11 Wi-Fi
networks. Nonetheless, the management frames (headers
and data) are not protected and can be exposed to eaves-
droppers which can cause serious privacy issues. Moreover,
the current massive adoption of portable devices and wire-
less networks may raise those privacy and security threats.

Historically, two types of problems have been identified
[125], [126], [127], [128]: The first problem concerns the
scan for nearby Wi-Fi access points actively sending probe
requests. The probe requests may include the name (SSID)
of the network which the device used in the previous
connections. Those SSIDs emitted by devices may reveal a
lot of personal data, e.g., travel history and identity. Based
on these data, the eavesdroppers are able to infer social links
between users. Furthermore, 802.11 frames use the device
MAC address that are globally unique identifiers tied to
devices. Using such identifiers, one can detect the presence
of people and trace them.

The use of wireless access technologies, e.g. Wi-Fi, Blue-
Tooth, in mobile equipment raises privacy concerns. The
feasibility of tracking wireless access network devices in the
wild has been identified by several research works (> 0.03K
papers in Scopus), namely [127], [128], [?], [126]. Research
has demonstrated these technologies are the source of sev-
eral privacy leaks. Informed of such problems, the manu-
facturers and the standards developing organizations have
improved the practices (e.g., by banishing SSID disclosure in
Wi-Fi access point active search mechanisms) and have de-
signed privacy extensions, in particular the use of random-
ized MAC addresses during several modes of operation.
However research has shown that this is not sufficient to
fully prevent privacy risks (e.g., re-identifying an equipment
that uses MAC address randomization is often possible).
And application protocols relying on those technologies, in
wide use, are also creating additional problems that make
several attacks (e.g., inventory attacks) feasible. To conclude,
if PETs do exist in the domain of wireless access networks, a
lot remains to be done to reduce the privacy risks, the main
complexity lying in the implementation and usage details.

4. https://www.tribler.org/
5. https://tox.chat/

https://www.torproject.org/
https://www.tribler.org/
https://tox.chat/
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3.4 Privacy-enhancing Encryption Technologies
3.4.1 Homomorphic Encryption
Homomorphic encryption (HE) is a special form of en-
cryption technique providing data security. In contrast to
standard encryption methods, HE allows an evaluator (third
party) to apply specific functions (computations) on en-
crypted data. However, both data and result remain en-
crypted and inaccessible to the evaluator throughout the
whole process. Only the data owner, who holds a decryption
key (a secret key), is able to access data and reveal the result
through ciphertext decryption. Similarly to traditional en-
cryption, also HE offers symmetric and asymmetric scheme
variants. Furthermore, HE can be of three main types:

1) partially homomorphic encryption (PHE)
2) somewhat homomorphic encryption (SHE)
3) fully homomorphic encryption (FHE)

PHE schemes support only one operation (addition "+"
or multiplication "×") to be applied on encrypted data.
This operation can be performed an unlimited number of
times. Examples of PHE are Paillier cryptosystem [129]
(additive scheme), RSA [130] and ElGamal [131] (multi-
plicative schemes) schemes. SHE schemes are limited by
the number of homomorphic operations that can be per-
formed on ciphertext, however they can use both oper-
ations ("+", "×") on encrypted data. FHE schemes, e.g.
[132], [133], [134], [135], support an unbounded number
of homomorphic operations and therefore they allow to
compute any function on encrypted data. The applications
of HE found place especially in privacy-friendly outsourced
computations in a cloud. In fact, cloud providers can process
users’ data without knowing their content and the result of
computations. This approach is impossible with traditional
encryption methods, as cloud providers must first get access
to unencrypted data before performing operations on it. The
basic principle of homomorphic encryption is depicted in
Figure 9.
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Fig. 9. The basic principle of HE schemes.

Especially FHE technology has become more interesting
research area in the last decade. This increase is caused
mostly by the growing of cloud services and outsourced
computations. Currently, there are around 1K papers deal-
ing with FHE technology and around 3k papers focused on
HE technology. There are several proposed FHE schemes
targeting shortcomings of existing solutions. HE can be

used wherever the computations on encrypted data are
required. Nowadays, there is no official standardization
of this technology. The pioneer standardization document
is the document [136] created by the consortium of in-
ternational industries, government and academia sectors.
Furthermore, several public FHE libraries are released in
public repositories. We did not find any papers which deal
with FHE on IoT devices since the technology is too complex
to be implementable on constrained devices. The main goal
of current proposals is to reduce schemes’ complexity to
minimum and to make schemes as fast as possible.

3.4.2 Searchable Encryption

When outsourcing sensitive data to some remote cloud
storage servers, data owners first need to encrypt the data
so that any unauthorized entity including the cloud service
provider cannot gain knowledge of any information about
the actual data. However, data encryption removes the data
search capability from the users including the owner of
the data. To enable the owner to search the desired data
over the encrypted data, a trivial approach is to download
the whole encrypted database, decrypt it locally, and then
search for the desired plaintext data. Clearly, this is not
a practical approach. Another solution is to let the cloud
service provider decrypt the encrypted database to perform
a search query over the decrypted database, and sends only
the desired result back to the user. However, this approach
violates data privacy and confidentiality.

Searchable Encryption (SE) is a cryptographic technique
which enables performing search operations using some
keywords over encrypted data without disclosing any use-
ful information about the actual content of the encrypted
data and the searched keywords [137]. Using SE, any user,
having proper credentials, can delegate the search capabil-
ities to the cloud service provider without disclosing any
useful information. The basic architecture of SE is shown in
Figure 10.

Fig. 10. Basic Architecture of an asymmetric SE Scheme.

SE has already become a promising privacy-preserving
technology. In the last two decades, many schemes (> 1.4K
papers in Scopus) have been proposed to address various
security issues and to provide different functionalities. The
pioneer and established schemes, e.g., [138], [139], [140],
[141] are usually based on either symmetric key encryption
or asymmetric key encryption. There are also several novel
schemes that deal with the application of SE in IoT applica-
tions, e.g., [142], [143], [144].
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In SE, it is very important to find and retrieve the
requested data as quickly as possible. It still remains as
a challenge to design a computationally inexpensive SE
mechanism. There is still much work to do to improve its
efficiency while keeping strong security to adopt SE widely
in IoT based applications.

3.4.3 Attribute-Based Encryption
Attribute-Based Encryption (ABE), introduced in [145], is
a one-to-many public encryption mechanism, i.e., the same
data can be shared with several users. ABE is categorized
into two groups, namely, Key-Policy ABE (KP-ABE) [146]
and Ciphertext-Policy ABE (CP-ABE) [147]. In KP-ABE, at-
tributes are used to encrypt data and access policies, which
are defined on some attributes, are used to compute the
decryption keys for the users. As such, a user can decrypt
encrypted data if and only if attributes associated with the
encrypted data satisfy the access policy of the decryption
key. On the other hand, in CP-ABE, data are encrypted
using access policies and decryption keys are computed
using attributes. That is, a user can decrypt if and only
if attributes associated with the decryption key satisfy the
access policy associated with the encrypted data. The basic
principles of both KP-ABE and CP-ABE are shown in Figure
11 and Figure 12 respectively.

ABE has already emerged as a promising cryptographic
technology (> 2.7K papers in Scopus). It has been used in
a wide variety of environments such as cloud computing
[148], [149], [150], mobile cloud computing [151], [152],
[153], [144] and in other prominent ways as well. However,
ABE has several practical challenges that are hindering its
wide adaptation in practical applications.

Fig. 11. The basic principle of KP-ABE schemes.

Fig. 12. The basic principle of CP-ABE schemes.

First, revocation is a challenge in ABE systems. Each
user may share the same set of attribute types. As such,
revocation of a user may affect other non-revoked users who
share their attributes with the revoked user. Second, ABE
systems need costly cryptographic operations, e.g., pairing,
elliptic curve multiplication and exponentiation operations
to perform encryption and decryption. As such, ABE may
not be suitable for the environments where devices have
less resources in terms of computing and storage power un-
less computationally expensive operations are outsourced.
Third, ABE systems suffer from the key-escrow problem,
as the AA knows all the master secrets. Hence, they can
decrypt any ciphertexts of their choice. There are several
recent proposals that try to be lightweight or address men-
tioned challenges. For instance, Tan et al. [154] propose an
enhanced lightweight key-policy attribute-based encryption
(KP-ABE) scheme for the Internet of Things (IoT). Cheng
et al. [155] propose a scheme to control traffic light in IoV
while preserving privacy of the users such as location and
direction. Xiong et al. [156] present an efficient ciphertext-
policy attribute-based encryption (CP-ABE) scheme that for
the first time simultaneously achieves partially hidden pol-
icy, direct revocation, and verifiable outsourced decryption.

3.5 Privacy-enhancing Computations and Data Storing

3.5.1 Secure Multi-party Computations
Secure Multi-party Computation (SMC) is a cryptographic
problem in which n parties collaborate to compute a com-
mon value with their private information without disclosing
to others [157]. The first example of SMC was presented
by Yao in 1982 [158], which is referred to as the millionaire
problem. Suppose, Alice and Bob are two millionaires willing
to know who has more wealth than the other. SMC enables
to identify which of them is richer without revealing their
actual wealth. Formally, SMC is defined as follows: for a
number of parties P1, P2 . . . Pn each having initial secret in-
put x1, x2, . . . xn, SMC securely computes function f using
the secret inputs, where f(x1, x2, . . . xn) = (y1, y2, . . . yn).
Each party Pi only receives the output yi. During the
computation process, no party discloses its secret input to
anyone. The process can be illustrated in Figure 13. User A,
User B, and User C are the three parties wishing to compute
a common value S using their secret information X1, X2

and X3 respectively. Each user first divides its secret into
three components. For example, User A divides its secret
X1 as follows: X1 = X1,A +X1,B +X1,C . Each user sends
a share of its secret (message (1) shown in Figure 13) and
intermediate values (message (2) shown in Figure 13) to the
other users. Finally, each user can compute a common value
of S = X1 +X2 +X3 without knowing the actual secrets of
the other users.

Currently, there are many papers dealing with SMC (>
1.9K papers in Scopus) and the schemes [159], [160], [161]
can be considered pioneereering and as the most estab-
lished. Secure Multi-party Computations (SMCs) has al-
ready emerged as a promising and well-established privacy-
enhancing technology. This can be observed from the avail-
able research projects and products. SMC can be suitable for
various IoT/IIoTs use cases where privacy-preserving com-
putation is needed, e.g., smart metering, voting, auctions,
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Fig. 13. A sample illustration of SMC.

etc. Although many works have been published for the use
of SMC in practical applications in IoT/IIs [162], [163], [164],
[165], there is still much work to do in terms of reducing
computation and communication overhead for wider use of
SMC.

3.5.2 Data Splitting
Data splitting (DS), data partitioning or fragmentation
means dividing an original sensitive data set into fragments
and storing each fragment in a different site, in such a way
that the fragment in any site considered in isolation is no
longer sensitive. Data splitting is used mainly in privacy-
friendly cloud computation services for outsourcing user
sensitive data as alternative to fully homomorphic encryp-
tion which is currently considered to be computationally in-
efficient. Queries on split data can often be answered much
more efficiently than queries on encrypted data. In data
splitting, the most challenging step is usually to efficiently
compute on the fragmented data when the computations
involve more than one fragment. Specifically, challenging
tasks in computing on split/distributed data are data min-
ing and data correlation.

Currently, there are various DS schemes using different
methods and processing different types of data, such as
numerical (data being only numerical values), categorical
(data being represented with string values) or files, e.g.,
Li et al. [166], Yang et al. [167], Domingo et al. [168]. The
technology was used for example in the European research
project CLARUS6.

3.6 General Anonymisation Techniques
To support research and policymaking, there is an increas-
ing demand for microdata, which is often collected from
individuals. For service providers, microdata dissemination
increases returns on data collection and helps improve data
quality and credibility. However publishing the microdata
raises the challenge of ensuring individuals’ confidential-
ity/privacy while making microdata files more accessible.
In order to preserve the privacy of individuals as well as
the utility of the data, statistical disclosure control (SDC)
methods need to be applied before releasing data. Other-
wise, an attacker having access to some released microdata

6. http://www.clarussecure.eu/

might attempt to identify or find out more information
about a particular individual. A disclosure attack (aka.
re-identification attack) occurs when the attacker reveals
previously unknown information about an individual based
on the released data. There are three levels of information
disclosure, with degraded seriousness:

• Identity Disclosure: In this case, the attacker as-
sociates a known individual with a released data
record.

• Attribute Disclosure: In this case, the attacker de-
termines some new characteristics of an individual
based on the information available in the released
data. Suppose that a hospital publishes some micro-
data that show all female patients aged 60 to 70 have
cancer. If the attacker knows that a female patient of
age 65 is included in the microdata, then it can infer
that this patient has cancer.

• Inferential Disclosure: In this case, the attacker is
able to determine the value of some attributes of an
individual more accurately with the released data
than otherwise would have been possible. For ex-
ample, regarding the previous knowledge that an
individual’s salary is between 3000 to 6000 euros, the
attacker may infer that this individual’s salary falls
into [5500, 6000] based on the released microdata.

SDC methods have received a lot of attention from both
academia and the organizations which need to deal with
microdata data publication. In academia, researchers have
been active in examining the limitations and improvements
with respect to existing notions, e.g. [169], [170], [171].
Many new notions have been proposed, e.g. the p-sensitive
k-anonymity [170]. SDC methods are typically vulnerable
when the attacker gains unexpected background knowledge
and access to auxiliary data.

Differential privacy [172] is a formal mathematical con-
cept for guaranteeing privacy protection when analyzing
or releasing statistical data. In a book by Dwork and Roth
[173], an example application is illustrated for social science
research: in order to collect statistical information about
embarrassing or illegal behavior (captured by having a
property P ), a randomized process can be implemented and
produce some randomized responses. After the concept of
differential privacy was proposed, the SDC methods have
received more criticisms, due to the fact that these methods
are vulnerable to background knowledge of the attacker
while differential privacy methods normally enable the at-
tacker to have unlimited background knowledge. Clifton
and Tassa [174] gave a good comparison study to SDC
methods and differential privacy. Recently, researchers have
attempted to combine these concepts. For example, Li et al.
[175] showed how to achieve differential privacy and k-
anonymity in the same data release. Holohan et al. [176]
proposed the concept of (k, ε)-anonymity. Domingo-Ferrer
and Soria-Comas [177] compared the privacy guarantees
provided by k-anonymity and ε-differential privacy. They
also provided a mechanism to approximate the equivalent ε
parameter of a t-closeness setting and vice-versa.

When applying differential privacy into real-world ap-
plications, one concern is about the privacy budget, namely
ε. It is often hard to set this value and it is also difficult

http://www.clarussecure.eu/
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to explain the guarantees to non-experts. Besides, another
concern is that adding noise to existing processes or data
is not appealing and can even cause problem in some
application scenarios, e.g. medical research [178], [179]. A
lot of efforts are needed to solve these concerns.

3.7 Summary

In this section, we overview 15 privacy-enhancing technolo-
gies that are divided into 6 privacy-enhancing categories:
digital signatures, user authentication, communication sys-
tems, encryption technologies, computations and data stor-
ing, and general anonymization technologies.

3.7.1 PETs in Literature
PETs have been studied in many research papers and have
reached different maturity levels in different fields of ap-
plication. The ratio of Scopus papers focused on mentioned
PETs is depicted in Fig. 14, according to the following query
syntax example on Scopus for searchable encryption:

TITLE-ABS-KEY (searchable AND encryption ) AND (

LIMIT-TO ( SUBJAREA , "COMP" ) OR LIMIT-TO ( SUBJAREA ,

"ENGI" ) OR LIMIT-TO ( SUBJAREA , "MATH" ) ).

3.7.2 PETs Position in Intelligent Infrastructures
Several technologies such as attribute-based credentials,
group signatures, mixnets have already been considered in
II/IoT. Figure 15 shows the indicative positions of analyzed
privacy-enhancing technologies in the intelligent infrastruc-
ture environment, and potential privacy breaches that are
marked with eye icons. The human interaction with prox-
imity and vicinity IoT smart things (sensors, interfaces) may
lead to several privacy threats and leakages that have to be
mitigated. Nevertheless, only the appropriate combination
of PETs that cover various properties can protect privacy in
more complex systems such as Intelligent Infrastructures.

4 PRIVACY-ENHANCING TECHNOLOGIES IN POST-
QUANTUM ERA

This section presents the current state of Post-Quantum
Cryptography (PQC) and its deployment in IoT/II environ-
ment. Furthermore, it maps and briefly presents quantum-
resistant alternatives for cryptography-based PETs.

4.1 Post-Quantum Cryptography

Post-quantum Cryptography represents a secure alterna-
tive to traditional cryptography. PQC uses hard problems
that cannot be efficiently solved by a quantum computer
that can employ Shor’s and/or Grover’s algorithms. PQC
mainly deals with quantum-resistant asymmetric cryptog-
raphy providing secure Key Encapsulation Mechanisms
(KEM) and digital signatures. PQC is divided into 6 families:

• Lattice-based cryptography (LBC) is based on lattice-
related computational problems, i.e., the Shortest
Vector Problem (SVP) or the Ring Learning With
Errors (RLWE) problem. LBC is very flexible and
provides public key encryption, KEM and digital sig-
natures. Notable examples: the Frodo scheme [180],
NTRU [181], New Hope [182], Kyber [183].

• Multivariate cryptography (MVC) is based on sys-
tems of multivariate polynomial equations over a
finite field F. MVC uses on Hidden Field Equa-
tions (HFE) trapdoor functions [184] such as the
Unbalanced Oil and Vinegar Cryptosystems (UOV)
[185] which provide digital signatures. Other MVC
examples are the Rainbow signature scheme [186]
and Tame Transformation Signatures [187].

• Hash-based cryptography (HBC) is based on the
security of one-way hash functions. In 1989, Merkle
[188] presented the Merkle Signature Scheme (MSS)
based on one-time signatures such as the Lamport
signature scheme [189]) and a binary hash tree (called
Merkle tree).

• Code-based cryptography (CBC) is based on using
error correcting codes for creating one-way func-
tions. CBC schemes are based on the hardness of
decoding a message that contains random errors,
and recovering the code structure. For instance, the
McEliece public key encryption scheme [190] uses
binary Goppa codes with high error correction capa-
bility grouped in matrices. Further, the Niederreiter
cryptosystem [191] as a McEliece variant offers both
encryption and signing. The versions of McEliece
schemes use usually large public keys.

• Isogeny-based cryptography (IBC) is based on super-
singular elliptic curve isogenies that protect against
quantum adversaries. IBC schemes employ the prob-
lem of constructing an isogeny between two super-
singular curves with the same number of points. IBC
schemes are usually KEM protocols such as Super-
singular Isogeny Diffie-Hellman (SIDH) [192] and
Supersingular Isogeny Key Exchange (SIKE) [193].

• Symmetric quantum resistant cryptography (SQRC)
presents current secure symmetric cryptosystems
that use doubling the key size in order to be robust
against PQ attack by the Grover algorithm.
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Quantum-resistant schemes have been around for more
than 40 years (e.g. the McEliece public key encryption
scheme [190]), and, since the first PQC conference in KU
Leuven in 2006, PQC schemes have been intensively studied
in many papers, e.g., [194], [195], [196], [197]. Moreover,
current quantum computing’s rise (e.g. Google’s 53-qubit
Sycamore processor [198]) causes that PQC is even more
popular these days. Recently, several practical projects and
implementations have been realized, e.g., notable H2020
projects PQCRYPTO7 and SAFEcrypto8 were completed in
2018. In addition, the Open Quantum Safe (OQS) project
releases an open source C library for quantum-safe crypto-
graphic algorithms called LIBOQS9 which offers more than
60 key encapsulation mechanisms and 63 signature schemes.
LIBOQS has been recently integrated with OpenSSH and
OpenSSL libraries as separated forks.

4.1.1 Post-quantum Cryptography Standardization

In 2016, NIST started a process to solicit, evaluate, and
standardize PQC schemes. Recently, NIST (NISTIR 8240)10

announced 26 second-round candidates (semifinalists), 17
schemes for quantum resistant KEM and 9 schemes for
quantum resistant digital signatures. These semifinalists
are listed in Fig. 16. The results of the NIST competition
(standardization) will be published between 2022 and 2024.
Nevertheless, it is assumed that NIST will announce a set of
recommended schemes.

7. http://pqcrypto.eu.org/
8. https://www.safecrypto.eu/
9. https://github.com/open-quantum-safe/liboqs
10. https://csrc.nist.gov/Projects/Post-Quantum-Cryptography
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4.1.2 Post-quantum Cryptography in IoT/II environment

PQC schemes can be easily implemented in current IT
infrastructures unlike quantum cryptography and quantum
key distribution schemes which require specific and ex-
pensive equipment and focus only on key establishment.
PQC schemes are usually more memory and computation-

http://pqcrypto.eu.org/
https://www.safecrypto.eu/
https://github.com/open-quantum-safe/liboqs
https://csrc.nist.gov/Projects/Post-Quantum-Cryptography
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ally demanding than traditional cryptography solutions.
Constrained IoT end nodes, i.e. low performance-micro-
controllers with small memory, may have implementation
obstacles even with traditional asymmetric cryptography
such as RSA with 2K bits keys.

Nonetheless, optimized and lightweight-designed PQC
schemes can be implemented in IoT/II environments. For
example, the pqm4 library developed by H2020 PQCRYPTO
is a practical library for the ARM Cortex-M4 family of mi-
crocontrollers. The library contains several implementations
of post-quantum key-encapsulation mechanisms and post-
quantum signature schemes and serves as benchmarking
and testing framework for these microcontrollers. Kannwis-
cher et al. [199] presents this framework and the results of
15 schemes from NIST PQC competition.

There are many studies that dealt with the performance
assessment of PQC on various platforms from smartcards
and constrained devices, e.g., [200], [201], [37], [202], [203].
For example, Nejatollahi et al. in [204] and [33] provide a
survey of various software and hardware implementations
of lattice-based cryptography schemes.

More works focused on the implementations of PQC
schemes on constrained devices and/or in IoT/II services
are presented next.

4.2 Lattice-based cryptography in IoT/II
Poppelmann et al. [205] compare the implementations of
Ring-LWE encryption and the Bimodal Lattice Signature
Scheme (BLISS) on an 8-bit Atmel ATxmega128 micro-
controller. The implemented Ring-LWE encryption takes
27 ms for encryption and 6.7 ms for decryption and the
implemented BLISS signature takes 329 ms and 88 ms
for verification. Saarinen [206] presents the compression
technique of Ring-LWE ciphertexts in order to implement
these PQC schemes on constrained devices in IoT, Smart
Cards, and RFID applications. The ciphertext size can be
reduced by more than 40% at 128-bit security level. Al-
brecht et al. [207] use RSA co-processors on standard smart
cards in order to accelerate lattice-based cryptography. Con-
verted polynomials to big integers can be processed on a
RSA co-processor and obtained results are then converted
back to the polynomials. Furthermore, there are more pa-
pers focused on the implementation of concrete schemes,
for example, the lattice-based Kyber on Cortex-M4 [208],
NewHope on ARM Cortex-M[209], NTRUEncrypt for 8-
bit AVR microcontrollers [210]. The intensive research and
implementations prove that lattice-based PQC schemes can
be deployed in various constrained devices in IoT. Never-
theless, LBC signature schemes require more memory (e.g.
Dilithium signature size is 2.701 kB) than classic signatures,
e.g. ECDSA signature size is only 64 B.

4.3 Multivariate cryptography in IoT/II
Yang et al. [211] provide the enTTS (20,28) scheme imple-
mentation, i.e., the protocol instance has less than 64-bit
level of security, on 16-bit MSP430 chip. The signing phase
takes 71 ms and verification phase about 726 ms. Czypek et
al. [212] present C implementations of UOV, Rainbow and
enTTS schemes for embedded devices. They also provide
benchmark tests on 8-bit ATxMega128a1 microcontroller for

all schemes with 128-bit level of security. The implemen-
tation of UOV requires about 399 ms for signing and 424
ms for signature verification. The enTTS implementation
requires only 66 ms for signing but about 962 ms to verify
signature. The Rainbow scheme provides time of 257 ms
for signing and 288 ms for verifying. Shim et al. [213] pro-
pose their own MQ-signature scheme called HiMQ-3. The
HiMQ-3 (128-bit security level instance) was run on 8-bit
ATxmega384C3 microprocessor and required about 53 ms
for signing and 166 ms for verifying signature. Moya Riera
et al. [214] provide performance analysis of the Rainbow
scheme on ARM Cortex-M4. The best results are produced
by optimized Rainbow scheme in the Ia_Classic param-
eter set. The time for signing takes about 0.015 ms and only
about 0.013 ms for signature verification.

4.4 Isogeny-based cryptography in IoT/II

Seo et al. [215] present high-speed implementations of SIDH
and SIKE schemes for 32-bit ARMv7-A processor family.
Their full key-exchange execution of SIDHp503 takes about
88 ms on a ARM Cortex-A15 and about 45 ms on an ARM
Cortex-A72 (64-bit ARMv8-A). Joppe et al. [215] present
an efficient Montgomery reduction algorithm for IBC on
32-bit embedded devices. They provide implementation of
the modular reduction that is 1.5 times faster on ARM
Cortex-A8. There are actually several publications that focus
on efficient implementation on embedded devices running
ARM Cortex-A family, see [216], [217], [218], [219]. Kopper-
mann et al. [220] provide implementations of SIDH, where
ephemeral key exchange requires more than 18 s on a 32-
bit Cortex-M4 and more than 11 mins on a 16-bit MSP430.
In 2019, Hwajeong et al. [221] presented the first practical
software implementation of SIKE on 32-bit ARM Cortex-
M4 microcontrollers. Their key encapsulation of SIKEp434
takes about 1.94 s and only about 2.73 s for SIKEp503.
Furthermore, authors also compare their work with SIDH
implementation of Costello et al. [217] which is significantly
slower. Costello’s SIDHp503 implementation running on
ARM Cortex-M4 microcontroller required about 28.55 s in
total.

4.5 Hash-based cryptography in IoT/II

Rohde et al. [222] introduce the implementation of the
Merkle signature scheme on an 8-bit smart card micropro-
cessor. Their MSS-128 with H=16 (allowing cca 65k sig-
natures) needs cca 1.2 s for signing and is more efficient
than RSA-1024 signing operation. The size of the signature
is 2350 B and the size of the private key is 848 B (RSA
needs only 128 B for both parameters). Pereira et al. [223]
present the implementation of Merkle with W-OTS scheme
which consumes up to 3000 B (for height H=16) in RAM
on the ATmega128l (@7.37MHz, 4KiB SRAM, 128KiB ROM).
The signing phase requires 0.6 s. Kannwischer et al. [199]
present the results of the SPHINCS+ implementation for 36
variants. The measured signing times are from 22 seconds
to 88 minutes on 32-bit ARM Cortex-M4 microcontroller (24
MHz), thus, the SPHINCS+ scheme is not suitable for these
constrained platforms.
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4.6 Code-based cryptography in IoT/II

Strenzke and Falko [224] implement the McEliece scheme
(100-bits security level) on a microcontroller. Nevertheless,
the key generation algorithm could not be implemented on
the microprocessor for exceeding card’s RAM size. Heyse
et al. [225] deal with QC-MDPC McEliece implementations
on embedded devices (8-bit AVR microcontroller). They
present a compact implementation on the microcontroller
using only 4800 and 9600 bits for the public and secret key
(80-bits security level). Recently, the paper [226] presents
the implementation of code-based BIKE on a Cortex-M4
microcontroller. The implementation employs reduced data
representation and adequate decoding algorithms in order
to achieve 6 million cycles for key generation, 7 million
cycles for encapsulation, and 89 million cycles for decapsu-
lation for BIKE-1. The upper limit of the presented memory
consumption is 66.83 kB (encapsulation) for the BIKE-1
version.

The overview of the 6 PQC families is depicted in Fig.
17. The presented examples for each PQC family include
the performance and memory requirements taken from re-
cent implementations. The green values indicate a potential
suitability for an implementation on constrained devices.
The red parameters indicate potential obstacles in case of
the deployment on constrained devices. Table 5 and Table
6 show state-of-the-art implementations of PQC schemes
on embedded devices using ARM Cortex-M and AVR mi-
crocontroller architectures. This comparison indicates that
IBC and HBC schemes usually require significant amount of
clock cycles per the operation. Furthermore, code-based and
hash-based schemes often use large parameters, large public
keys, large signatures (e.g. > tens kiB), hence, there are only
few practical implementations on embedded devices with
constrained memory, e.g., BIKE and Sphincs+.

4.7 Quantum Resistant Privacy-Enhancing Technolo-
gies

PET schemes are usually based on traditional security as-
sumptions that are not resist to quantum computing attacks.
Nevertheless, there are already several proposals of PETs
that are quantum-resistant.

4.7.1 Quantum Resistant Group Signatures
The one of the first quantum resistant group signatures was
introduced by Gordon et al. [231] in 2010. The authors pre-
sented a group signature scheme from lattice assumptions.
Quantum resistant group signatures are usually based on
lattice-based constructions but there are also schemes using
code-based, hash-based constructions, chosen examples are
listed as follows:

• Better zero-knowledge proofs for lattice encryption
and their application to group signatures. F. Ben-
hamouda, J. Camenisch, S. Krenn, V. Lyubashevsky
and G. Neven. 2014. [232]: This group signature
scheme is a "hybrid" in the sense that privacy features
hold under a lattice-based assumption and security
features are secured under discrete logarithm prob-
lem. To be noted that it is not a pure lattice-based
group signature.

• Simpler Efficient Group Signatures from Lattices.
P. Q. Nguyen, J. Zhang and Z. Zhang. 2015. [233]: A
new lattice-based group signature is provably based
on the hardness of the Small Integer Solutions (SIS)
and Learning with Errors (LWE) problems in the
random oracle model.

• Provably Secure Group Signature Schemes from
Code-Based Assumptions. M.F. Ezerman, H.T. Lee,
S. Ling, K. Nguyen and H. Wang. 2015. [234]:
The paper introduces two provably secure group
signature schemes from code-based assumptions, i.e.,
the hardness of the McEliece problem, the Learning
Parity with Noise problem, and a variant of the
Syndrome Decoding problem. The public key (642
kB) and signature size (1.07 MB) are 2,300 times and
540 times smaller than the lattice-based scheme [233]
for group of 256 users.

• Post-quantum EPID signatures from symmetric
primitives. D. Boneh, S. Eskandarian, B. Fisch.
2019.[235]: This work deals with Enhanced Privacy
ID signature schemes (group signatures) built only
from symmetric primitives, such as hash functions
and pseudo random functions. The scheme produces
the post-quantum signature of size 6.74 MB for
groups of size up to 220.

4.7.2 Quantum Resistant Ring Signatures
The first quantum resistant ring signatures schemes were
proposed in 2007 by Zheng, Li and Chen who proposed
the code-based ring signature scheme producing a signature
size 144 + 126N bits where N is the size of the ring.
Further, Cayrel et al. [236] presents one of the first lattice-
based threshold ring signature scheme in 2010. Besides
lattice-based and code-based RS schemes, there are several
multivariate-based constructions, e.g. [237]. Chosen exam-
ples are listed as follows:

• Zero-knowledge arguments for lattice-based ac-
cumulators: logarithmic-size ring signatures and
group signatures without trapdoors, B. Libert, S.
Ling, K. Nguyen, H. Wang, 2016. [238]: The pa-
per presents lattice-based logarithmic-size ring sig-
natures based on RST scheme [239].

• Towards practical lattice-based one-time linkable
ring signatures. C. Baum, H. Lin, S. Oechsner, 2018.
[240]: The paper presents a linkable ring signature
scheme constructed from a lattice-based collision-
resistant hash function. The signature size is linear
with the size of a ring.

• A multivariate based threshold ring signature
scheme. A. Petzoldt, S. Bulygin, J. Buchmann. 2013.
[237]: This work introduces a threshold ring identifi-
cation and signature scheme that is based on the MQ-
Problem. The scheme produces signatures of sizes
cca 300 or 600 kB.

• Efficient Multivariate Ring Signature Schemes.
M.S.E. Mohamed, A. Petzoldt. 2017. [241]: The work
extends multivariate signature Rainbow scheme to
ring signature scheme and presents public key re-
duction technique. The 6.8 kB public key for 50 users
can be reduced by ca 68% to 2.1 kB and the signature
size is ca 31 kB.
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TABLE 5
Comparison of Chosen Quantum Resistant KEM Implementations for Embedded Devices (timings are reported in terms of clock cycles)

Scheme PQ family Language Hardware Timings (cc ×106)
MCU Architecture KeyGen Encaps Decaps

Ring-LWE [227] LBC C + ASM ATxmega128A1 (32 MHz) 8-bit AVR - 0.671 0.275
NewHope-256bit [209] LBC C + ASM ARM Cortex M0 (32 MHz) 32-bit ARM 1.168 1.738 0.298
NewHope-1024cpa [199] LBC ASM ARM Cortex-M4F (24 MHz) 32-bit ARM 1.034 1.495 0.206
NTRUEnc-256bit [210] LBC C + ASM ATmega1281 (16 MHz) 8-bit AVR - 1.539 2.103
NTRUEnc-256bit [228] LBC C ARM Cortex M0 (32 MHz) 32-bit ARM 71.186 1.411 2.377
Kyber-1024 [199] LBC ASM ARM Cortex-M4F (24 MHz) 32-bit ARM 1.575 1.779 1.709
Frodo-640AES [199] LBC ASM ARM Cortex-M4F (24 MHz) 32-bit ARM 47.050 45.883 45.366
BIKE-1 [226] CBC C ARM Cortex-M4 (168 MHz) 32-bit ARM 6.437 6.867 89.131
SIKEp751 [221] IBC ASM ARM Cortex-M4 (168 MHz) 32-bit ARM 282 455 491
SIKEp751 [221], [217] IBC C ARM Cortex-M4 (168 MHz) 32-bit ARM 3,651 5,918 6,359
SIDHp751 [221] IBC ASM ARM Cortex-M4 (168 MHz) 32-bit ARM - 457 520
SIDHp751 [221], [217] IBC C ARM Cortex-M4 (168 MHz) 32-bit ARM - 5,915 6,763
SIDHp751 [221], [220] IBC ASM ARM Cortex-M4 (168 MHz) 32-bit ARM - 1,992 2,260

TABLE 6
Comparison of Chosen Quantum Resistant Dig. Signature Implementations for Embedded Devices (timings are reported in terms of clock cycles)

Scheme PQ family Language Hardware Timings (cc ×106)
MCU Architecture Sign Verify

BLISS-I [205] LBC C + ASM ATxmega128A1 (32 MHz) 8-bit AVR 10.537 2.814
BLISS-I [229] LBC C + ASM ARM Cortex-M4F (168 MHz) 32-bit ARM 4.648 0.539
Dilithium-III [229] LBC C + ASM ARM Cortex-M4F (168 MHz) 32-bit ARM 8.348 2.342
FALCON-I [230] LBC C ARM Cortex-M4F (24 MHz) 32-bit ARM 80.503 0.530
qTesla-I [199] LBC C ARM Cortex-M4F (24 MHz) 32-bit ARM 5.830 0.787
Sphincs-sha256-128f [199] HBC C ARM Cortex-M4F (24 MHz) 32-bit ARM 952.977 42.386
UOV [212] MVC C ATxMega128a1 (32 MHz) 8-bit AVR 13.314 14.134
Rainbow [212] MVC C ATxMega128a1 (32 MHz) 8-bit AVR 8.227 9.216
enTTS [212] MVC C ATxMega128a1 (32 MHz) 8-bit AVR 2.142 30.789
HiMQ-3big [213] MVC C ATxmega384C3 (32 MHz) 8-bit AVR 0.959 2.219
HiMQ-3small [213] MVC C ATxmega384C3 (32 MHz) 8-bit AVR 1.247 5.328
Rainbow [212] MVC C ARM Cortex-M4 (16 MHz) 32-bit ARM 2.930 1.321

4.7.3 Quantum Resistant Blind Signatures
The first quantum resistant blind signature scheme was pre-
sented by Rückert [242] in 2010. Since this first lattice-based
blind signature scheme, quantum resistant blind signatures
have been constructed by using various post-quantum ap-
proaches, e.g. multivariate-based [243], code-based [93] or
isogeny-based [244]. Chosen examples are listed as follows:

• Isogeny-based Quantum-resistant Undeniable
Blind Signature Scheme. M.S. Srinath, V.
Chandrasekaran. 2016. [244]: The work presents an
Undeniable Blind Signature scheme (UBSS) based
on isogenies between supersingular elliptic curves.

• A round-optimal lattice-based blind signature
scheme for cloud services. H. Zhu et al. 2017. [92]:
The paper presents a round-optimal lattice-based
blind signature scheme based on the closest vector
problem using infinity norm.

• A practical multivariate blind signature scheme.
A. Petzoldt, A. Szepieniec, M.S.E. Mohamed.
2017. [243]: The paper proposes a generic technique
to transform the Rainbow multivariate signature
scheme into a blind signature schemes. The proposed
scheme produces 28.5 kB blind signatures with using
70.2 kB private key and 106.8 kB public key for 128-
bit security level.

• A code-based blind signature. O. Blazy, P. Gaborit,
J. Schrek, N. Sendrier. 2017. [93]: This paper intro-
duces the first blind signature protocol that employs

code-based cryptography and provides quantum re-
sistance.

4.7.4 Quantum Resistant Attribute-Based Credentials
ABC schemes are usually based on group signature prim-
itives and/or attribute based signatures schemes (ABS).
Quantum resistant ABC have been developed from QR GS
schemes. Chosen examples of QR ABC are listed as follows:

• Fully anonymous attribute tokens from lattices.
Camenisch, Neven and Ruckert, 2012. [245]: The
paper presents the lattice-based constructions for
anonymous attribute tokens where users use issued
attribute-containing credentials that revealing only a
subset of their attributes.

• Relaxed lattice-based signatures with short zero-
knowledge proofs. Boschini, Camenisch and
Neven, 2018. [246]: This research presents a lattice-
based anonymous attribute token scheme that offers
the post-quantum security. The size of AA token
from lattices is 17.77 MB.

• Efficient lattice-based zero-knowledge arguments
with standard soundness: construction and appli-
cations. R. Yang et al. 2019. [247]: The paper presents
an argument system and the designs of privacy-
preserving methods based on lattices.

4.7.5 Quantum Resistant Mixnets
Recently, several mixnets solutions using post-quantum
cryptography primitives have been proposed. Quantum re-
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Hash Based Signatures
(Digital Signatures)

Security: relies on well-known security notions
Example: Merkle’s hash-tree signature (1979)

(de Oliveira XMSS 2015 SHA-256 128-b sec. H=60,
performance req.: ca 2M cycles per sig., 

memory req.: ca 21.1kB signature, 32B public key)

Code Based Cryptography
(Encryption, Key Exchange, Signatures)

Security: (presumably) well-known problems 
from code-theory

Example: McEliece’s encryption (1978)
(Bernstein et al. KEM/mceliece8192128 2019, 

performance req.: ca 300k cycles for encapsul., 
memory req.: ca 1.35MB public key)

Lattice Based Cryptography
(Encryption, Key Exchange, Signatures)

Security: (presumably) well-known problems 
from lattices 

Example: NTRU encryption (1998)
(Guillen et al. NTRU 128-b encrypt. 2017, 

performance req.: ca 600k cycles for encrypt.,
memory req.: ca 9kB code size, 6 kB RAM)

    

    

Multivariate Cryptography
(Digital Signatures)

Security: other problems from multivariate
quadratic equations

Example: Patarin’s “HFE v-”signature (1996)
(Gui-127 HVEv- scheme 2015, 

performance req.: 2.3M cycles per sig.,
memory req.: 163b signature, 142kB public key)

Isogeny Based Cryptography
(Key Exchange, Signatures)

Security: other problems problems from 
isogenies of super-singular EC  

Example: S.T.W. signature  (2012)
(Saarinen SIKEp434 2019, 

performance req.: 1091M cycles for encapsul.
memory req.: 330B public key)

    

    

Symmetric Quantum Resistant Cryptography
(Symmetric Encryption)

Security: relies on well-known security notions
Example: AES (1998)

(Kim's FAST AES-CTR 256b 2020, 
performance req.: 3184 cycles per enc.,

memory req.: run up to 2kB RAM)
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Fig. 17. Overview of PQC families with examples.

sistant Mixnets usually substitute public key cryptography
used for key establishment by PQC alternatives. Some ex-
amples of proposed QR mixnet systems are listed as follows:

• Proof of a shuffle for lattice-based cryptography.
N. Costa, R. Martinez, P. Morillo. 2019. [248]: This
paper presents the first proof of a shuffle based on
lattice-based cryptography. The paper shows how
to create a universally verifiable mix-net for mix-
ing votes that are encrypted by a RLWE encryption
scheme.

• A verifiable and practical lattice-based decryption
mix net with external auditing. X. Boyen, T. Haines,
J. Muller. 2020. [249]: The paper presents a verifi-
able decryption mixnet that employs practical lattice-
based primitives with the identification of misbehav-
ing mix servers. The scheme can be used for post-
quantum-secure e-voting. The scheme uses hybrid
encryption that consists of a lattice-based CCA2-
secure public-key KEM and an AES-256, the size of
public key is 93 kB.

4.7.6 Quantum Resistant Homomorphic Encryption

Lattices provide both additive and multiplicative homomor-
phisms and can serve as an ideal mathematical object to
build fully homomorphic encryption. Hence, there are many
proposals of lattice-based FHE schemes e.g. Gentry’s FHE
scheme [133] proposed in 2009. Besides lattice-based HE
schemes, Bogdanov and Lee [250] proposed homomorphic

encryption from codes in 2011. Few examples of quantum
resistant HE schemes are as follows:

• Fully homomorphic encryption using ideal lattices.
Gentry. 2009. [133]: The first proposal of fully homo-
morphic encryption scheme. The scheme uses ideal
lattices and is almost bootstrappable. More details
are described in Gentry’s Ph.D. thesis [251].

• (Leveled) fully homomorphic encryption with-
out bootstrapping. Brakerski, Gentry and Vaikun-
tanathan. 2014. [252]: The scheme is based on LWE
problem. They use batching to parallel computations
on messages and modulus switching technique to
manage noise.

• Efficient fully homomorphic encryption from (stan-
dard) LWE. Brakerski and Vaikuntanathan. 2014.
[253]: The article presents leveled FHE scheme based
on the (standard) learning with errors (LWE) as-
sumption. The scheme generates very short cipher-
texts thanks to new proposal of dimension-modulus
reduction technique. This is the first time where key
and modulus switching techniques are introduced.

• Dynamic fully homomorphic encryption-based
merkle tree for lightweight streaming authenti-
cated data structures. Xu et al. 2018. [254]: The au-
thors present fully homomorphic encryption-based
Merkle Tree (FHMT) as a novel technique for stream-
ing authenticated data structures for streaming veri-
fiable computation.

• Tfhe: Fast fully homomorphic encryption over the



IEEE COMMUNICATIONS SURVEYS & TUTORIALS, VOL. X, NO. X, AUGUST 2020 22

torus. Chillotti, Gama, Georgieva, Izabachene. 2018.
[255]: This work describes a fast FHE scheme over the
torus (TFHE), and revisits, generalizes and enhances
the FHE based on GSW and its ring versions.

4.7.7 Quantum Resistant Searchable Encryption
Many searchable encryption schemes are based on the bilin-
ear maps that may not be secure in the post-quantum era.
Hence, post-quantum secure variants of SE schemes have
been proposed, e.g. Zhang et al.’s lattice based searchable
encryption scheme [256] in 2012. Some examples are listed
as follows:

• Semantic searchable encryption scheme based on
lattice in quantum-era. Y. Yang , M. MA. 2016. [257]:
The work describes a public key encryption with
semantic keyword search using the LBC construction
based on learning with errors (LWE) problem.

• Lattice-based public key searchable encryption
from experimental perspectives. R. Behnia, M.O.
Ozmen, A.A. Yavuz, 2018. [258]: The paper presents
lattice-based Public key Encryption with Keyword
Search (PEKS) that uses NTRU.

4.7.8 Quantum Resistant Attribute-Based Encryption
Many ABE schemes are based on bilinear map over elliptic
curves but these schemes do not provide post-quantum
security. Nevertheless, few ABE schemes based on lattice
have been proposed in order to be quantum resistant. The
first lattice ABE scheme was introduced by Boyen [259] in
2012. Chosen QR ABE examples are presented as follows:

• Functional encryption for threshold functions (or
fuzzy IBE) from lattices. S. Agrawal et al. 2012.
[260]: The work introduces a fuzzy identity-based
encryption (fuzzy IBE) scheme based on lattices that
is among the first realization of quantum resistant
ABE.

• Attribute-based functional encryption on lattices.
X. Boyen. 2013. [259]: The paper presents an efficient
key-policy ABE proposal using LWE problem that is
secured in the standard model.

• Efficient attribute-based encryption from R-LWE.
W. Zhu et al. 2014. [261]: The work proposes an
efficient ABE scheme based on the learning with
errors over rings (R-LWE).

4.7.9 Quantum Resistant Secure Multi-Party Computation
Quantum resistant secure multi-party computation has been
studied in several papers such as [262], [263], [264]. QC
SMC are usually based on quantum resistant encryption
techniques such as QR homomorphic encryption. For exam-
ple, the paper [262] proposes a new notion of secure mul-
tiparty computation based on FHE from NTRU encryption.
Recently, Kim et al. [264] focus on round-efficient and secure
MPC protocols based on LWE assumption. The combination
of secure multi-party and PQC is still ongoing research.

4.7.10 Other PETs
Only cryptography-based PET solutions (named in the pre-
vious subsections) have concerns in the post-quantum era

and should be promoted to post-quantum resistant. Other
privacy-enhancing technologies such as privacy preserving
techniques for wireless access networks, proxies, data split-
ting, statistical disclosure control, differential privacy algo-
rithms and general anonymization techniques are not based
on mathematical hardness assumptions so these techniques
do not have the concerns in the post-quantum era.

4.7.11 Summary
Since 2010, there are many proposals of quantum-resistant
PETs. The most promising PQC family is lattice-based cryp-
tography that is employed in the most of cryptography-
based PETs. Fig. 18 depicts the deployment of PQC families
in PETs that is mainly based on mapped QR PETs in this
survey. To be noted that more quantum resistant PETs
schemes may exist.

Lattice-based
Group Signatures
Ring Signatures
Blind Signatures
Attribute-Based

Credentials
Mixnets

Homomorphic Encryption
Searchable Encryption

Attribute-Based Encryption
Multi-Party computation

Code-based
Group Signatures
Ring Signatures
Blind Signatures

Attribute-Based Credentials
Homomorphic Encryption

Multivariate -
based
Ring Signatures
Blind Signatures

Attribute-Based Credentials

Symmetric/hash-
based
Group Signatures

Mixnets
Homomorphic Encryption

Attribute-Based Encryption

Isogeny-based
Blind Signatures

Fig. 18. Deployment of PQC in PETs.

5 DEPLOYMENT OF PRIVACY-ENHANCING TECH-
NOLOGIES IN INTELLIGENT INFRASTRUCTURES

This section deals with practical deployment of PETs in
II/IoT. Furthermore, the use case and potential usage of
PETs in line with IoT/II services are presented.

5.1 Practical Deployment of PETs
This section contains the identification of the current state,
technology readiness and the presentation of existing signif-
icant pilots, products and projects. The CORDIS search en-
gine is used for the detection of significant research projects
in EU. Table 7 maps the PETs in current or past research
projects. PETs as concrete products or pilots are listed and
shortly described in Tables 8, 9.

5.2 Use Cases of PETs
PETs have various use cases and scenarios that are already
used in current ICT or could be integrated in IoT and
intelligent infrastructure services. The most popular use
cases of each privacy-enhancing technology are listed in the
following text.
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TABLE 7
PETs in Research Projects

PETs Project name and/or acronym Description

Group Signatures
PRISMACLOUD In this H2020 project, group signatures without encryption have been constructed and

integrated into tools providing privacy-preserving cryptography for the cloud.
PERCY The FP7 project focused on cryptographic primitives and protocols that let human users

deal with cryptographic keys and encrypted personal data and also dealt with group
signatures based on lattice problems.

HIPERLATCRYP The FP7 project deals also with the development of a special type of multiuser anonymous
digital signatures.

Ring Signatures PRISMACLOUD This project partly did research in constructing the logarithmic sized ring signatures.
Scalable & Private Voting through Bi-
linear Pairings

This a proposal of ZK Labs Research’s project (submitted to Aragon Nest) that should
enable private and scalable voting and authentication system based on Ethereum and
linkable ring signatures.

Attribute-Based Credential ABC4Trust The goal of ABC4Trust FP7 project is to address the federation and interchangeability of
technologies that support trustworthy yet privacy-preserving Attribute-based Credentials
(ABC).

Mix-networks and Proxies Privacy and Accountability in Net-
works via Optimized Randomized
Mix-nets (PANORAMIX)

This H2020 project focuses on the development of a multipurpose infrastructure for
privacy-preserving communications based on mix-networks (mix-nets) and its integration
into high-value applications exploited by European businesses, such as e-voting. The
project aims at creating a European mix-network open-source codebase and infrastructure.

Homomorphic Encryption
Towards Practical Fully Homomor-
phic Encryption

Research deals with investigation on algorithmic optimizations to speed up LWE-based
schemes, software implementations on CPUs and GPUs and building a LWE-FHE based
homomorphic instruction set.

Homomorphic Encryption for Cloud
Privacy

The project centers on three modules: instruction set development for homomorphic com-
puting, processor-specific optimizations for homomorphic schemes, and the investigation
of new homomorphic schemes.

PROgramming Computation on En-
cryptEd Data (PROCEED)

U.S. Department of Defense program that seeks to make computation on encrypted data
practical.

Searchable Encryption
Project CloudUTrust - Symmetric
Searchable Encryption and Attribute-
Based Encryption for cloud security
and privacy

The goal of this project is to ensure data confidentiality and privacy in a cloud envi-
ronment by combining the concepts of Attribute-Based Encryption and symmetric key
encryption SE.

Practical Searchable Encryption De-
sign through Computation Delegation

This project deals with the research issues of allowing third-party service providers to
search in encrypted data.

Tredisec Trust-aware, REliable and
Distributed Information SEcurity in
the Cloud

The main goal of this project is to provide data confidentiality, integrity and availability
guarantees in cloud by leveraging the cryptographic techniques.

Attribute-Based Encryption
Security In trusted SCADA and smart-
grids (SCISSOR)

This project aims to design a new generation SCADA security monitoring framework
with attribute-based encryption.

Advanced Secure Cloud Encrypted
Platform for Internationally Orches-
trated Solutions in Healthcare

The goal of this project is to ensure security and privacy of the sensitive personal data and
also to ensure the trust of the users on healthcare services in a cloud environment.

Secure Computation on Encrypted
Data

The project focuses on (i) to design pairing and lattice-based encryption that is more
efficient and usable in practice; and (ii) to get a better understanding of expressive
functional encryption schemes and to push the boundaries from encrypting data to
encrypting software.

Secure Multi-party Comp. Better MPC Protocols in Theory and in
Practice

The project proposes the state of the art for SMC protocols.

Implementing Multi-Party Computa-
tion Technology

The goals of this project include the design of methodologies for coping with the
asynchronicity of networks, for realistically measuring and modeling SMC protocols
performance, for utilizing low round complexity protocols in practice, for dealing with
problems with large input sizes, and many more.

Data Splitting CLARUS The CLARUS H2020 project aims to enhance trust in cloud computing by creating a secure
framework for the storage and processing of data outsourced to the cloud. Data splitting
is included in the solution.

Differential Privacy U.S. Census Bureau Census Bureau with the help of academic researchers is designing a differentially private
publication system that can directly address these vulnerabilities while preserving the
fitness for use of the core statistical products. The algorithms under development will be
used for the 2020 Census in US.

5.2.1 Use Cases of Group Signatures

• Public transport: if a user has a valid pre-payed
ticket then he/she can prove it by signing a challenge
from a verifier.

• Privacy-preserving auctions/tenders: users as buy-
ers submit bids/tenders (i.e. signed messages by a
GS scheme) and if preferred tender or highest bid is
selected then a winner can be securely traced by the
authority.

• Office access: a user has access to his/her office or
lab since he/she is in a group of valid employees (by
signing a challenge from a verifier).

• Club membership: a user can prove his/her mem-
bership in a group of members (by signing a chal-
lenge from a verifier).

• Traffic Control Management in Internet of Ve-
hicles: a user driving vehicles can anonymously
share traffic/car status messages (to road infras-
tructure/tolls/to other vehicles) that are signed by
a GS scheme. Malicious users/cars sending bogus
messages could be revoked.

• Parking: a user can enter a city zone and park
his/her car since he/she has the membership in the
zone (by a signing challenge from a verifier).

• Privacy-preserving data collection (e.g.
power consumption from smart meters): a
system/operator/service can collect signed data
from users being members of a group. Malicious
users/cars sending bogus messages could be
revoked.



IEEE COMMUNICATIONS SURVEYS & TUTORIALS, VOL. X, NO. X, AUGUST 2020 24

TABLE 8
PETs in Products and Pilots (I.)

PETs Pilot/Product Description

Group Signatures group-signature-scheme-eval This is a partial ISO20008-2.2 implementation of group signature schemes in order to evaluate
it on mobile devices. Authors: Klaus Potzmader Johannes Winter Daniel Hein Christian Hanser
Peter Teu, Liqun Chen. WWW: https://github.com/klapm/group-signature-scheme-eval

libgroupsig The libgroupsig library is an experimental library with 4 group signature schemes. WWW:
https://bitbucket.org/jdiazvico/libgroupsig/wiki/Architecture

Ring Signatures
Monero Since 2014, Monero is a cryptocurrency technology with a focus on private and censorship-

resistant transactions. Monero employs ring signatures (MLSAG signatures [87]) in order to
provide private transactions. WWW: https://web.getmonero.org/resources/about/

Cryptonote (cryptonotecoin) The website Cryptonote presents the features and description of Cryptonote cryptocur-
rency which uses one time ring signatures. The repository contains a CryptoNote pro-
tocol implementation and instructions for starting a new CryptoNote currency. WWW:
https://cryptonote.org/

TokenPay TokenPay is the altcoin and payment platform based on Proof of Stake algorithm. TokenPay
combines ring signatures, dual-key stealth address and Zero-Knowledge Proof making the
transactions on TokenPay Blockchain completely anonymous and untraceable. The code is
available on GitHub, WWW: https://github.com/tokenpay/tokenpay.

Blind Signature PayCash The Russian electronic payment platform for anonymous payments on the Internet. WWW:
http://www.paycash.com.mx/

Hashcash Hashcash is a proof-of-work algorithm that provides primarily protection against spam
and DoS attacks. Furthermore, the technology promises more privacy-preserving proper-
ties compare with other blockchain based systems such as Bitcoin, Ethereum etc. WWW:
http://www.hashcash.com

Attribute-Based Credential
Identity Mixer (Idemix) Identity Mixer (Idemix) is an anonymous credential system developed at IBM Research

(description in [265], SW release 2007). The system is based on Camenisch-Lysyanskaya
signature [266] that allows the issuer to sign user’s attributes to create a cryptographic
credential. By using the zero-knowledge protocol, the user randomizes and sends the cre-
dential to a verifier in order to anonymously prove his/her possession of attributes. The
specification of the Identity Mixer Cryptographic Library was released in 2010 [267].. WWW:
https://github.com/IBM-Cloud/idemix-issuer-verifier

U-Prove U-Prove is a user-centric cryptographic technology based on Brands techniques [95] that
enables the issuance and presentation of cryptographically protected statements. U-Prove
tokens that encoded user attributes may be on-demand (one time) or long-lived (reusable with
an expiration time). U-Prove cryptographic specification can be found in [268]. More about U-
Prove technology can be found in [269]. Microsoft releases two implementations: U-Prove C#
SDK and U-Prove Extensions SDK that implements extensions to the U-Prove Cryptographic
Specification, 2014. WWW: https://www.microsoft.com/en-us/research/project/u-prove/

IRMA IRMA (I Reveal My Attributes) empowers persons to disclose online, via mobile phones,
certain attributes of them (e.g. over 18), but at the same time hide other attributes (like your
name, or phone number). IRMA is based on Idemix and provides Issuer unlinkability and
Multi-show unlinkability. The IRMA app is available for Android (Google) and for iOS (Apple).
The smart card version was released for MultOS cards in 2014. WWW: https://github.com/
credentials/irmacard

Mix-networks and Proxies

Mixmaster The website Mixmaster presents the type II remailer protocol and the most popular implemen-
tation of it. WWW: https://sourceforge.net/projects/mixmaster/files/

Mixminion: A Type III
Anonymous Remailer

Mixminion is the reference implementation of the Type III Anonymous Remailer protocol.
This project is not under active development. Github code: https://github.com/mixminion/
mixminion/

JonDoNym JonDonym (Java Anon Proxy or JAP) is a proxy system based on several mix cascades
for privacy browsing. The project was developed originally by the Technische Universitat
Dresden, the Universitat Regensburg and Privacy Commissioner of Schleswig-Holstein. JonDo
is a proxy client (SW) that forwards the traffic of internet applications encrypted via the mix
cascade. The website also offers a web browser JonDoFox that is based on Tor Browser. WWW:
https://anonymous-proxy-servers.net

Open Verificatum Verificatum is a mix-based based e-voting system. The code is available on github: https:
//github.com/verificatum

• Privacy-preserving e-voting: users should be able to
cast votes anonymously, where votes are signed by
GS.

• Privacy-preserving e-cash: GS are used for protect-
ing the privacy of users transactions that are signed
by GS.

5.2.2 Use Cases of Ring Signatures

• Privacy-preserving auctions/tenders: users as buy-
ers submit bids/tenders (i.e. signed messages by a
RS scheme) and if preferred tender or highest bid
is selected then a winner can prove his/her signed
bid by the second signature, thus ensuring support
of linkability and claimability features.

• Privacy-preserving e-voting: users should be able to
cast votes anonymously where votes are signed by

RS scheme. All double-votes or multiple-votes can
be detected.

• Privacy-preserving e-cash: RS schemes protect the
privacy of users who perform and sign transactions.
Double spending can be detected.

5.2.3 Use Cases of Blind Signatures

• Parking: BS can be used to blind user’s vehicular
plate number in parking services.

• Payment systems: users can use a payment system
without revealing the full banking information about
what, where, when and to whom they funds are
transferred.

• e-voting: BS can be used to guarantee voter’s privacy
for confidentiality and voter’s digital signature for
voter’s authentication.

https://github.com/klapm/group-signature-scheme-eval
https://bitbucket.org/jdiazvico/libgroupsig/wiki/Architecture
https://web.getmonero.org/resources/about/
https://cryptonote.org/
https://github.com/tokenpay/tokenpay
http://www.paycash.com.mx/
http://www.hashcash.com
https://github.com/IBM-Cloud/idemix-issuer-verifier
https://www.microsoft.com/en-us/research/project/u-prove/
https://github.com/credentials/irma card
https://github.com/credentials/irma card
https://sourceforge.net/projects/mixmaster/files/
https://github.com/mixminion/mixminion/
https://github.com/mixminion/mixminion/
https://anonymous-proxy-servers.net
https://github.com/verificatum
https://github.com/verificatum
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TABLE 9
PETs in Products and Pilots (II.)

PETs Pilot/Product Description

Onion Routing
Tor Tor [121] based on onion routing provides users the privacy-enhancing web browser applica-

tion. WWW: https://www.torproject.org/.
Tribler Tribler is an open source decentralized BitTorrent client which provides anonymous peer-to-

peer communication by onion routing, WWW: https://www.tribler.org/
Tox Tox is a peer-to-peer instant-messaging and video-calling protocol that offers end-to-end

encryption . WWW: https://tox.chat/

Homomorphic Encryption

HEAT: Homomorphic Encryp-
tion Applications and Technol-
ogy

An open source software library that supports applications that wish to use homomorphic
cryptography. WWW: https://heat-project.eu/.

Microsoft SEAL The Microsoft open source library with implementations of BFV and CKKS schemes. The
goal of the library is making homomorphic encryption available in an easy-to-use form both
to experts and to non-experts. WWW: https://www.microsoft.com/en-us/research/project/
homomorphic-encryption/.

PALISADE PALISADE provides efficient implementations of lattice-based cryptography building blocks
and leading homomorphic encryption schemes to the open source library from a consortium
of DARPA. WWW: https://palisade-crypto.org/.

HElib HElib is an open-source (AL v2.0) software library that implements homomorphic encryption
(HE) schemes, i.e., the Brakerski-Gentry-Vaikuntanathan (BGV) scheme with bootstrapping
and the Approximate Number scheme of Cheon-Kim-Kim-Song (CKKS), WWW: https://
github.com/homenc/helib.

Searchable Encryption Search Encrypt The Search Encrypt encrypts users’ search terms between the users’ computer and service
searchencrypt.com. It forces an advanced SSL encryption utilizing perfect forward security
to keep the user protected while searching and also encrypts the users‘ search term locally
before being sent to the servers. WWW: https://www.searchencrypt.com/.

PaaSword - A Holistic Data
Privacy and Security by
Design Platform-as-a-Service
Framework

PaaSword provides a privacy preserving framework for enterprise cloud computing. WWW:
https://paasword.io/.

Attribute-Based Encryption Zeutro LLC: Encryption & Data
Security

Zeutro is a software company which produces the OpenABE library - open source cryp-
tographic library with attribute-based encryption implementations in C/C++ . WWW>
https://github.com/zeutro/openabe.

Entrance jTR-ABE repository The implementation of a Ciphertext Policy Attribute-Based Encryption (CP-ABE) scheme by
Liu and Wong named: Practical Attribute-Based Encryption: Traitor Tracing, Revocation, and
Large Universe. https://entrance.snet.tu-berlin.de/entrance_github/.

Secure Multi-party Comp. Jana: Private-Data-as-a-Service Jana (funded by DARPA’s Brandis program) aims to provide practical private data as a service
to protect subject privacy while retaining data utility to analysts. WWW: https://galois.com/
project/jana-private-data-as-a-service/.

Unbound Unbound uses Secure Multi-party Computation (SMC) to protect secrets such as cryp-
tographic keys by ensuring they never exist in complete form. WWW: https://www.
unboundtech.com/.

Differential Privacy
Privitar Lens Privitar Lens is a solution that sits between data providers and applications, providing a

privacy-preserving API to statistical insights that can power a range of data products such
as interactive visualisations, dashboards or reports. The privacy protection is based on the
differential privacy concepts, and works for high-dimensional datasets such as location or
transaction records. WWW: https://www.privitar.com/lens.

Uber Uber has released an open source project, which contains a query analysis and a rewriting
engine to enforce DP for general-purpose SQL queries. The rewriting engine is able to
transform an input query into an intrinsically private query that embeds a DP mechanism
in the query directly. The transformed query enforces differential privacy on its results and
can be applied on any standard SQL database. Many current differential privacy mechanisms
are used in the approach. At now, the code includes rewriters based on Elastic Sensitivity and
Sample and Aggregate. WWW: https://github.com/uber/sql-differential-privacy.

RAPPOR Google In 2014, three Google researchers proposed a new technology, named Randomized Aggre-
gatable Privacy-Preserving Ordinal Response (RAPPOR) [270], which allows for privacy-
preserving crowdsourcing statistics from end-user client software by applying differential
privacy mechanisms. It allows the forest of client data to be studied, without permitting the
possibility of looking at individual trees. It considered the trade off between differential-
privacy and utility guarantees, and discussed the properties when facing different at-
tack models in practice. Now, RAPPOR has been made an open source project. WWW:
https://github.com/google/rappor.

5.2.4 Use Cases of Attribute-Based Credentials

• Public transport: a user has a valid ticket,
and applies for a discount since she is a
child/student/senior.

• Driving/renting/sharing a car: a user having a valid
driving license of category B can rent/drive a car or
ask for a car-sharing service.

• Office access: a user can request access to her office
or lab as being an employee/student/professor.

• Club membership: a user can prove his membership
and his valid payment for a membership fee.

• Low emission zones: a user is authorized to enter a
city zone as she is driving a diesel car with the Euro

6 emission standard.
• Parking: a user, proving his membership in the park-

ing zone and the valid payment for the parking, is
allowed to enter his car into the parking zone.

• Legal restrictions: a user can prove that he is older
than 18/21 without disclosing his birth date.

• Electronic identification: a User holding her elec-
tronic identity card issued by a competent state
institution, can prove she is provided with a set of
attributes (i.e. age range, EU citizenship etc.) to any
EU officer.

https://www.torproject.org/
https://www.tribler.org/
https://tox.chat/
https://heat-project.eu/
https://www.microsoft.com/en-us/research/project/homomorphic-encryption/
https://www.microsoft.com/en-us/research/project/homomorphic-encryption/
https://palisade-crypto.org/
https://github.com/homenc/helib
https://github.com/homenc/helib
https://www.searchencrypt.com/
https://paasword.io/
https://github.com/zeutro/openabe
https://entrance.snet.tu-berlin.de/entrance_github/
https://galois.com/project/jana-private-data-as-a-service/
https://galois.com/project/jana-private-data-as-a-service/
https://www.unboundtech.com/
https://www.unboundtech.com/
https://www.privitar.com/lens
https://github.com/uber/sql-differential-privacy
https://github.com/google/rappor
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5.2.5 Use Cases of Mixnets and Onion routing
• Privacy-preserving high-latency remailer systems:

these systems are providing an anonymous e-mail
delivery service or message exchange.

• Privacy-preserving low-latency web applications:
these systems are providing anonymous web brows-
ing.

• Privacy-preserving file exchange: Mixnets can pro-
vide general anonymous communication channels
for data and file exchange.

• e-voting: Mixnets can be used for constructing a
secure electronic voting system, by ensuring one
bulletin per recipient.

5.2.6 Use Cases of Homomorphic Encryption
• Genomics: FHE can help human DNA and RNA

sequences - two powerful tools in the study of bi-
ology, medicine and human history - to find genome
sequences in a privacy-friendly way.

• Network security: FHE can help to analyze some
network traffic of critical infrastructure being out-
sourced in a cloud, to detect anomalies and intru-
sions, while hiding the traffic content.

• Smart grid networks: smart building can send en-
crypted energy consumption data without revealing
any information about the true value.

• HealthCare: HE enables a clinic analysis over sensi-
tive data of patients.

• e-voting: HE protects the privacy of voters during an
election event and their decision as well.

• Payment systems: HE enables to provide financial
services to commercial and retail customers while
their profits and expenses remain secret.

• Search engines: users can search for information
without revealing the true query and the received
data to a search engine provider.

5.2.7 Use Cases of Searchable Encryption
• Data Retrieval from untrusted Servers: Users can re-

trieve data based on some keywords without disclos-
ing any sensitive information to unintended entities
including the service provider.

• Energy Auction: Energy sellers can privately inquire
about acceptable bids.

• Secure Email Routing: Emails can be transmitted
to the receiver based on some keywords through
some mail gateways without leaking any sensitive
information.

5.2.8 Use Cases of Attribute-Based Encryption
• Content-Based Access Control in Cloud: ABE is

suitable for providing fine-grained access control to
data in an untrusted cloud storage environment.

• Privacy-aware Data Retrieval: ABE can be used to
enable the users having resource-constrained devices
such as IoT for retrieving their desired data from an
untrusted service provider without disclosing sensi-
tive information about the actual data.

• Traffic Control Management in Internet of Vehicles:
ABE can be used to share sensitive traffic information
among the drivers or vehicle sensors [155].

TABLE 10
PETs in Use Cases

PETs/Use case GS RS BS ABC Mix
/
OR

HE SE ABE MPC

Public transport 3 3
Auctions 3 3 3 3
Access control 3 3
Membership 3 3
IoV communica-
tion

3 3 3

Parking 3 3 3
e-identification 3
e-voting 3 3 3 3 3 3
Payment systems 3 3 3 3
Healthcare
networks

3 3

Smart grid net-
works

3 3 3

Network security 3 3 3 3

5.2.9 Use Cases of Secure Multi-Party Computation

• e-voting: computing the final result of an election
without disclosing any information about the indi-
viduals voting details.

• Electronic Auction: computing the winning bid
without disclosing any information about the other
bidders.

• Smart grid networks: computation over fine-grained
smart metering data without revealing any individ-
uals energy consumption to support energy services.

5.3 Summary

Table 10 summaries the practical deployment of PETs in
various use cases based on current state of the art. Group
signatures are the basic cryptography primitives that can
be applied in the most use cases. Further, ABC and HE
approaches are widely used. To be noted that there may
exist more PET-based systems that can be employed in
various use cases.

6 SELECTED CASE STUDY OF PRIVACY-
ENHANCING TECHNOLOGIES

In order to demonstrate how PETs can improve security
and privacy in practical scenarios, we focus on a Privacy-
Enhancing Vehicle Parking Service (PE-VPS) that is a part of
Internet of Vehicle environment.

6.1 Privacy-Preserving Vehicle Parking Service

Let us consider a case where a vehicular user wants to park
his/her vehicle in the parking terminal lot. Firstly, he/she
needs to register with the parking service provider, receive
the parking permit and then initiate the parking procedure
using associated parking device. Automating this scenario
would benefit with the quicker and reliable parking service,
however it also brings few challenges regarding ensuring
the user’s privacy. In the honest-but-curious case the user’s
name, vehicle plate number, current location and similar
properties should be kept private and processed on by
intended scenario actors.
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6.1.1 System Model of Vehicle Parking Service

The privacy-preserving vehicle parking service consists of
the following entities:

• Vehicle (V): a vehicle with a user parking device
(e.g. smartphone, car multimedia system, navigation
device) that is actively used in the system. In case of
employing autonomous vehicles, it is assumed that
user parking devices are usually integrated as vehicle
electronic systems and controlled via multimedia
system panels.

• Parking Lot Terminal (PLT): an entity that manages
an access of the vehicles to a parking lot, and controls
and releases parking permits.

• Parking Service Provider (PSP): a main system en-
tity that provides an interface between users and
parking lot terminals that are integrated in the sys-
tem. PSP registers/removes users and cooperates on
checking the parking availability based on a user
location and his/her preferences. We assume that
PSP is honest but can be curious.

• Trusted Third Party (TTP): a honest entity (e.g.
government agency, municipality) that manages and
releases users’ TTP credentials and may assist in case
of the revocation of user privacy.

• User (U): A user who uses the vehicle (V) and the
user parking device with a system application. The
user firstly must be registered in TTP and PSP in
order to use PE-VPS and to find available parking
space.

6.1.2 Privacy and Security Requirements

The system has these privacy requirements:

• data privacy: stored and exchanged information do
not expose undesired properties, e.g. user’s vehicle
plate, user parking history, etc.

• pseudonymity: a user is pseudonymous and can be
identified only by certain parties (TTP). The user is
not identifiable during using the system by external
parties or other users.

• unlinkability: parking actions of the same user (ve-
hicle) should not be linked together by PSP or other
users.

• untraceability: user’s credentials and/or parking ac-
tions cannot be traced by PSP.

The system security requirements are as follows:

• accountability: a user has specific responsibilities,
e.g. payment per using the service.

• authentication: parking permits are granted only
to authenticated users. The access to parking lot is
then granted only to the user with the valid parking
permit.

• availability: the connectivity of vehicle, user device
and service/application persists.

• data confidentiality: sensitive and personal data (e.g.
Vehicle Plate Number - VPN) are secured. Data
eavesdropping and exposing is prevented by encryp-
tion and/or blinded signatures.

• data authenticity and integrity: data (e.g. parking
permits, information about locations and free park-
ing slots) are secured against their tampering by the
unauthorized parties.

• non-repudiation: a proof that data are signed by a
certain entity who is not able to repudiate it.

• revocation: the cooperation of TTP and PSP enable
identify and remove a user or its parking permission
from the system.

6.1.3 Phases of Privacy-Preserving Vehicle Parking Ser-
vice

The high-level description of PE-VPS phases is as follows:

• Registration phase: Fig. 19 depicts the basic prin-
ciple of the Registration phase with steps (1) and
(2). In step (1), a user makes a registration with TTP
in order to check his identity and his personal in-
formation such as name, phone, email, vehicle plate
number, vehicle plate number. The user obtains the
signed TTP credential, e.g. Attribute-based Creden-
tial (ABC) with user’s attributes that are issued by
TTP. In step (2), the user makes a registration with
PSP when he/she shows/proves only necessary at-
tributes, e.g. email, VPN by using the ABC technique.
PSP checks TTP-signed attribute-based credentials
and returns to the user the signed PSP credential
(e.g. a parking-service-access attribute, capability-
based token) which is then used by the user for
pseudonymous access to a parking service. In this
step, the anonymous payment can be deployed in
order to prepaid a balance/credit for parking permits
on the certain time period.

• Request phase: Fig. 19 shows the basic principle
of the Request phase with steps (3) and (4) where
the user asks PSP for checking the available parking
space and issuing the parking permit. In step (3), the
user firstly logins to PSP and proves his/her PSP
credential, e.g. by using the parking-service-access
attribute or capability-based token. PSP checks this
user credential (by ABC) in order to anonymously ac-
cess user into the service and create a secure channel
which prevents eavesdropping. Then, the user sends
a request with his/her target location and blinded
VPN by using a Blind Signature (BS) technique. In
step (4), PSP cooperating with PLTs checks an avail-
able parking space and prepares the parking permit.
The parking permit that consists of PLT name, target
location and the signature of blinded VPN (signed
by PLT) is then forwarded to the user via PSP. To be
noted, that PSP is not able to recognize user’s VPN
and track his/her behaviour in the system.

• Parking phase: Fig. 20 depicts the parking phase
with steps (5) and (6). In step (5), the user device
transfers to the vehicle (an on board unit) PLT name
and target location in order to navigate to PLT. In
step (6), the user device asks to enter the PLT with
the parking permit (PLT name, target location and
the signature of unblinded VPN) in order to activate
automatic parking. The access is allowed to the vehi-
cle with the valid parking permit and with valid VPN
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that is taken by a camera and checked as the input of
the unblinded VPN signature (by BS verification).

• Revocation phase - in case that a user breaks rules or
simply leaves the PSP service, his/her PSP credential
is revoked (e.g. added in Blacklist, removed from
Whitelist etc.).

6.1.4 Deployment of PETs in Vehicle Parking Service

In privacy-friendly scenario of Vehicle Parking Service (VPS)
and its related IoV subsystems (e.g. payment, communica-
tion), the following PETs can be applied in order to preserve
user privacy:

• Attribute-based Credentials: ABC can be deployed
for pseudonymous and selected user authentication
to PSP. The user can show and prove his/her selected
attributes such as (email, vehicular plate number or
prepaid parking service access attribute).

• Blind Signatures: BS can be deployed during creat-
ing the parking permit. The user can hide (blind) the
content of a message (e.g. vehicular plate number) to
the signer (PLT) who signs parking permits and to
other observers (PSP, other users). Then, PSP cannot
track users by their VPNs. Blinded VPN are unlikable
to each other.

• Group Signatures: GS can be deployed for increas-
ing privacy during broadcasting notifications from
user devices/vehicles. In IoV, Vehicles may broadcast
or send to infrastructure the notifications (e.g. leav-
ing parking lot/area) that can be signed by group
signatures in order to preserve authenticity, integra-
tion, non-repudiation, and anonymity. The signed
messages are verified by one public key. Only TTP
can open then some malicious signatures and track
and revoke signers.

• Ring Signatures: RS can be deployed in privacy-
preserving payment. Some cryptocurrencies such as
Monero already uses RS. User transactions are then
hidden to observers.

• Searchable Encryption: SE can be deployed for the
own sake of the driver for him to get private statis-
tics, e.g. frequency of the parking service use during
the past month. The transaction history can be pri-
vately parsed to retrieve useful information relative
to the user.

• Homomorphic encryption: HE can be deployed for
the PSP to get general statistics about the parking ser-
vice usage, e.g. frequency per PLT, or to get per user
statistics, e.g. frequency of use, number of paid park-
ing hours, for instance for affording prices/offers to
the biggest customers. Simple operations could be
managed over encrypted content for the PSP to get
the computation results.

• Attribute-based encryption: ABE can be deployed
for a user to share the computed usage statistics with
the employer - the staff resources, the accountancy
service - to get reimbursed for the parking costs.

6.2 Towards Quantum Resistant Privacy-Enhancing
Vehicle Parking Services

There are already several quantum resistant cryptography
schemes and privacy-enhancing technologies that can be
used in II/IoT environment. This subsection deals with
the deployment of PQC and QR-PETs in IoV with the
parking scenario. Besides benefits and/or disadvantages,
some future research problems are presented. The privacy-
friendly vehicular parking scenario can be extended and/or
modified in order to resist quantum attacks as follows:

• Quantum-resistant Communication Security Pro-
tocols: used secure communication channels such
as TLS sessions should choose suitable ciphersuites
that consist of PQC primitives, e.g., NewHope for
KEM, Dilithium for data signing and double-sized
symmetric encryption such as AES-GCM-256. Many
PQC primitives for encryption, KEM and signing
have been already analyzed and tested on real de-
vices (ARMs, FPGAs, PCs). Nevertheless, the con-
crete recommended PQC schemes will be announced
by NIST in 2022 - 2024.

• Quantum-resistant Attribute-based Credentials:
employing lattice-based anonymous attribute tokens,
e.g. [245], [246], may prevent quantum computer at-
tacks but the sizes of tokens/signed attributes will be
quite large, e.g. units-tens MB. Those sizeable tokens
will require more memory space in user devices and
may cause delay during the authentication phases.
Future research should be oriented on reasonable-
sized signed attributes with efficient revocation ap-
proaches.

• Quantum-resistant Blind Signatures: employing
multivariate blind signature schemes, e.g. Petzoldt
et al.’s scheme [243] with 28.5 kB signatures, can
be practical from communication header perspective.
In addition, classic multivariate schemes have been
already tested on various embedded devices, thus,
these schemes can be deployed on user devices and
PLTs.

• Quantum-resistant Group Signatures: current quan-
tum resistant group signatures produce still quite
sizeable signatures, e.g. 6.74 MB in [235]. These
sizes are not very practical for IoV environment
with constrained devices and limited communication
overhead. Future research should be oriented on
reasonable-sized and constant group signatures.

• Quantum-resistant Ring Signatures: employing an
efficient quantum-resistant ring signature scheme
such as multivariate ring signature based on Rain-
bow scheme [241]. The implementations of multi-
variate schemes into cryptocurrencies for secure pay-
ments can be interesting research problem.

• Quantum-resistant Encryption Techniques: several
HE, SE and ABE encryption schemes with privacy
properties already use lattice-based constructions.
These schemes can be deployed into the scenario in
order to be secure in post quantum era.
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7 CONCLUSION

The need for security and privacy in our current world of
IoT/II can be stated with no hesitation. However, finding
strong solutions that can provide secure environments has
been a challenge due to computation and energy constraints
as well as a lack of uniformity across networks. In this
paper, we give an in-depth look at privacy protection ap-
proaches and highlight their current deployment in ICT
products, pilots, projects and in IoT/IIs use cases. There are
a myriad of classical privacy threats that are faced daily in
IoT/II environments. Furthermore, we present 15 privacy-
enhancing technologies to help categorize these threats and
solutions. As an detailed use case, the parking service in the
Internet of Vehicles is presented as an illustrative use case
to demonstrate how several categories of PETs can be em-

ployed for satisfying the various parking service functions
and phases. Additionally, this paper analyzes the state-of-
the-art in post quantum cryptography with emphasis on
privacy-preserving schemes. It is shown that lattice-based
schemes for key establishment and for digital signatures are
more suitable for various constrained IoT platforms than
other PQC families. This is a direct consequence of the trade-
off between memory and computation requirements which
is advocated by lattice-based schemes. Furthermore, this
paper maps recent quantum resistant privacy-preserving
schemes and proposals. We show that lattice-based con-
structions are used in most of the PETs as presented.
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