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Abstract

Many signcryption schemes have been proposed for different privacy-
enhancing purposes, but currently none of them guarantees sender
whole anoninymity. In this paper, we propose a new privacy-enhancing
signeryption scheme which provides as main privacy-enhancing fea-
tures: ciphertext and sender anonymity, traceability and unlinkabil-
ity. To the best of our knowledge, this is the only signcryption scheme
where sender identity is hidden not only to an outsider but also to the
receiver, and sender and receiver identity is hidden to an outsider.

Moreover, security analysis of the scheme is also provided. Our
proposal is proven to be strongly existentially unforgeable under an
adaptive chosen message attack, indistinguishable under adaptive cho-
sen ciphertext attack, and to provide ciphertext anonymity under
adaptive chosen ciphertext attack.

The experimental results show that our scheme is efficient even on
computationally restricted devices and can be therefore used in many
IoT applications. Signcrypt protocol on smart card takes less then
1 s (including communication overhead). Time of Unsigncrypt pro-
tocol on current ARM devices is negligible (less than 40 ms).
Keywords— signcryption protocol, anonymity, privacy-enhancing
technology, group signature, embedded devices, smart cards.



1 Introduction

A signeryption scheme [38] combines a digital signature with a public-key
encryption scheme. Most of the traditional signcryption protocols are based
on Diffie-Hellman problem. These schemes guarantee data confidentiality
and integrity, as well as signature unforgeability. For instance, Mohanty et
al. [27] present a signeryption protocol based on Diffie-Hellman problem.
This scheme is one of the first scheme that try to deal with user’s anonymity.
In particular, the identity of the sender is hidden to the receiver and an
outsider. In order to achieve this kind-of-anonymity, the scheme requires
a really active group manager who is involved in the signcryption phase.
This manager’s involvement can lead to privacy leakage and slow down the
computation, and therefore, it is normally avoided.

In signeryption protocols, users’ privacy is basically achieved by ciphertext
anonymity which means that the ciphertext reveals no information about
who created it nor about whom it is intended to [38]. In other words, the
problem is to hide sender’s and receiver’s identity to an outsider. The use
of bilinear pairing in a signcryption protocol allows to achieve ciphertext
anonymity property at the expense of speed, e.g. see [9, 28, 32]. However,
many schemes require an even stronger anonymity. For instance, in case of
e-voting the voter’s (sender’s) identity has to be hidden also to the receiver
as well as in the case of video streaming applications where anonymous users
(senders) broadcast live video to the Internet.

Observe that if the data are encrypted using standard data encryption
(e.g. plain AES), sender’s anonymity, i.e. sender’s identity is hidden not only
to outsiders but also to receivers, is completely guaranteed. However, this
does not allow to provide data authenticity. In other words, we should be able
to identify malicious users, e.g. users which broadcast a video with prohibited
content, while keeping honest-user identity hidden. Group signature allows to
provide data authenticity without disclosing users’ identity. In particular, a
user can anonymously sign a message on behalf of the group. Our scheme uses
group signature and bilinear maps in order to provide ciphertext anonymity
plus sender anonymity.

Our proposal has a wide range of possible usage. For instance, it can
be applied in smart cities which try to offer to their citiziens always bet-
ter services. In particular, smart cities can refer to: (1) smart mobility
(vehicles sharing, traffic and road conditioning monitoring); (2) smart grid
(energy management, smart metering); (3) public safety (territorial monitor-
ing, smart air quality); and (4) smart healthcare (electronic health records,
remote patients monitoring). In order to provide all these services, smart
cities depend on new technologies as global infrastructure network, sensors



and wireless devices. These interconnected objects are exchanging in real
time data and information which may be sensitive.

Accordingly, this increasing connectivity can expose devices and, there-
fore, citiziens to cybersecurity attacks, i.e. attackers may penetrate on com-
puter networks, disclose and alter the information they contain. For instance,
Popescul and Radu [31] shows that attackers can have access to on-board
computers of cars. Coventry and Branley [10] identify healthcare as one of
the most targeted sectors of cybersecurity attacks. These breaches are not
only about stealing medical health records or denying access to health ser-
vices, but even remotely manipulating devices to alter operation or send fatal
drug doses. In this scenario, the safety, privacy and trust of citiziens must be
maintained by enforcing security and anonymization in the used technologies.

2 State of the art

There is a sizeable body of literature devoted to signcryption protocols as
depicted in Table 1. Observe that in the table two anonymity types are
considered: ciphertext anonymity, i.e. sender’s identity is hidden to an out-
sider as well as receiver’s identity to an outsider, and, sender anonymity, i.e.
sender’s identity is hidden not only to an outsider but also to the receiver.
The level of privacy achieved by the below schemes depends on how many
anonymity types they cover. Another important remark is that the property
“receiver’s identity is hidden to the sender” is not contemplated in the previ-
ous list, because it is normally supposed that the sender knows the identity
of the receveir of its message.

Most of signcryption protocols propose a bilinear pairing strategy in order
to reach stronger anonymity property. In fact, the use of bilinear pairing in
a signcryption protocol allows to achieve ciphertext anonymity property at
the expense of speed. Libert and Quisquater [22, 38] propose a scheme based
on pairing which is only partially anonymous. In fact, an outsider cannot
identify who was the sender but knows who is the receiver and the receiver
needs sender’s public-key to unsignerypt the message. Chaudhari and Das [9]
introduce a pairing-based scheme where the sender and the receivers identi-
ties are protected against an outsider, i.e. the scheme guarantees ciphertext
anonymity. This proposal can be suitable for a multi-receiver environment,
where only authorized receivers can decrypt the ciphertext and verify the sig-
nature. The pay-TV system is an example where multi-receiver signcryption
scheme can be suitable. Here, only authorized receivers can decrypt the TV
program (ciphertext) broadcasted by a service provider (sender) and learn
who was the sender if necessary.



Scheme Problem Senéi_etl;_a;;on. g_ltf; }igte[xtRi?o (ig Multi-rec. # pairing
Mohanty [27] DH v v X X -
Libert [22] pairing X v X X 2R
Chaudhari [9] pairing X 4 v 4 3S+ TR
Pang [29 interp-pairing v v X v 4R
Pang [28 ring-pairing X v v v nS + 3R
Huang [16] ring-pairing v v X X (n+1)S+3R
Saraswat [32] ring-pairing X v v v 15+ 3R
Li [19] pairing X v v X 2R
Bracken [6] EC X v/ v X -
our proposal group-pairing v v v v 2R

Table 1: Main features of related work on anonymous signcryption schemes: scheme,
security assumption, anonymity property, multi-receiver scenario support and number of
bilinear pairings used in the corresponding scheme. “DH” stands for “Diffie-Hellman
problem”, “pairing” for “bilinear Diffie-Hellman problem”, “interp-pairing” for “bilinear
Diffie-Hellman problem combined with Lagrange interpolation polynomial method”, “ring-
pairing” for “bilinear Diffie-Hellman problem combined with ring signature”, “EC” for
“Elliptic curve dicrete logarithm problem”, “group-pairing” for “bilinear Diffie-Hellman
problem combined with group signature”, “S-to-R” for “sender’s identity is hidden to the
receiver”, similarly for “S-to-O” and “R-to-O” where “O” stands for “outsider”. The
number of pairings is given depending on who is computing it. For instance, “3S+7R”

stands for “3 pairings computed by the sender and 7 by the receiver”; “n” is the number

of users in the ring.

Most of the multi-receiver signcryption schemes generate different en-
cryptions of the same message, in particular, one ciphertext for each au-
thorized receiver. These ciphertexts are then concatenated in one, which is
broadcasted. Therefore, if some part of the ciphertext goes wrong during
transmission, only some of the authorized receivers can decrypt the mes-
sage correctly while the rest cannot. This leads to the unfair decryption
problem [29]. Pang et al. [28] present a pairing-based scheme where each
receiver needs the whole ciphertext for decryption. However, the identity of
the sender is disclosed by any authorized receiver after decryption.

In order to hide receivers’ identity to an outsider, the Lagrange interpo-
lation polynomial was also considered [18]. The unique ciphertext can be
decrypted by any authorized receiver who owns a root of the interpolation
polynomial. Later, this method was used in several anonymous multi-receiver
signeryption schemes [21, 29, 36]. Unluckily, Li and Pang [20] pointed out
that any scheme based on Lagrange interpolation polynomial methodology
cannot achieve the receiver’s anonymity and, accordingly, ciphertext ano-
nymity. In fact, every authorized receiver can determine whether the other
is one of the authorized receivers. To our knowledge, no current signcryption
scheme could combine ciphertext anonymity and fair decryption.

Huang et al. [16] propose to combine pairing-based signcryption scheme



with ring signature. In this case, a sender can anonymously signcrypt a mes-
sage on behalf of the group. However, the receiver identity is not hidden
to an outsider. Saraswat et al. [32] also present an anonymous proxy sign-
cryption scheme based on pairing and ring signature. This scheme works in
a different scenario, it is only required ciphertext anonymity. Li et al. [19]
also propose a scheme where sender and receiver’s identity are hidden to an
outsider. Their scheme is designed to be efficient on the sender side and
suitable for wireless body area networks.

Braeken and Touhafi [6] propose a fast signcryption scheme based on
elliptic curve discrete logarithm problem. As in any non-pairing schemes,
the anonymity is only partially achieved, i.e. the sender’s identity is known
by the receiver.

2.1 Contribution and paper structure

In [15], we proposed a novel group signature scheme based on the weak
Boneh-Boyen signature [5] and the efficient proofs of knowledge [8]. This
scheme has fast signature generation and provides all the main privacy-
enhancing signature features, i.e. anonymity, unlinkability and traceability.
The present article is an extension of this work, where the proposed signature
is included in our signcryption scheme. Accordingly, the new signcryption
scheme holds all the properties of the aforementioned group signature scheme.
Our novel signcryption scheme guarantees ciphertext and sender ano-
nymity. As shown in Table 1, our scheme is the only one among the existing
signcryption schemes which provides this combination. This is achieved by
combining the Elliptic Curve Integrated Encryption Scheme (ECIES) [13]
with our group signature [15].
The main properties of the scheme are summarized below.
Privacy-enhancing features:

e ciphertext anonymity, i.e. sender and receiver identity is hidden to an
outsider;

e sender anonymity, i.e. the sender’s identity is hidden not only to an
outsider but also to the receiver. In this way, instead of sender authen-
tication, group authentication is provided to achieve message integrity
and verification of sender;

e traceability, i.e. the manager is able to trace which user issued the
signature. This leads in the possibility to revoke malicious users;

e unlinkability, i.e. two or more signatures cannot be addressed to the
same or different senders;



Other features:

e the Signcrypt algorithm is fast: it requires no bilinear pairing and
only 6 exponentiations;

e the Unsigncrypt algorithm is efficient: it requires only 2 pairings and
O(|rl|) exponentiations, where |rl| is the length of the revocation list;

e the scheme is built by using primitives with formal security proofs;
e it is possible to revoke malicious users;
e the scheme can be adapted to a multi-receiver scenario;

e security analyses of the scheme are provided.

The rest of this article is organized as follows. Section 3 discusses some
preliminaries. Section 4 shows the basic structure of the proposed scheme.
Section 5 presents the proposed scheme. Section 6 shows how the scheme can
be adapt to a multi-receiver scenario. Section 7 provides the security analysis
of the scheme. Section 8 discusses a possible use case for our proposal.
Section 9 reports the experimental results. The final section contains the
conclusions.

3 Preliminaries

JFrom now on, the symbol “” means “such that” and “|z|” is the bitlength
of z. We write a <+ A when a is sampled uniformly at random from A. A
secure hash function is denoted as H. We describe the proof of knowledge
protocols (PK) using the notation introduced by Camenisch and Stadler [7].
The protocol for proving the knowledge of discrete logarithm of ¢ with respect
to g is denoted as PK{« : ¢ = ¢g*}.

3.1 Bilinear Pairing

Let Gy, Go, and G be groups of prime order ¢q. A bilinear map e : G; x Gy —
Gr must satisfy:

e bilinearity: e(¢”, g5) = e(g, g2)™ for all z,y € Z;

e non-degeneracy: for all generators g € Gy and gs € Gy, €(g, g2) gener-
ates Gr;



e computability: there exists an efficient algorithm G(1*) to compute
e(g, go) for all g € Gy and ¢y € Gs.

By definition (q, Gy, Gz, Gr,e€,g,g2) is a bilinear group if it satisfies all
above properties.

3.2 Weak Boneh-Boyen signature

The weak Boneh-Boyen (wBB) signature scheme is a pairing-based short sig-

nature scheme. This signature was proven existentially unforgeable against a

weak (non-adaptive) chosen message attack under the Strong Diffie-Hellman

assumption [5]. The scheme can be used to efficiently sign messages and

can be also integrated with the zero-knowledge proofs [8]. In this way, the

knowledge of signed messages can be proven anonymously, and unlinkably.
The wBB signature is briefly depicted below.

o (pks, sk,par) < KeyGen(1%): on the input of the system security pa-
rameter C, the algorithm generates a bilinear group par = (¢, Gy, Go,
Gr,e, g,92), computes pk, = gs¥ where sk <& Z,, and outputs sk as
private key and (pks, par) as public key.

e (0) < Sign(m,par,sk): on the input of the message m € Z,, the
system security parameters par and the secret key sk, the algorithm
1
outputs the signature of the message o = gsk+m.

e (1/0) < Verify(o,m,pks,par): on the input of the system security
parameters par, the public key pk, a signature ¢ and a message m, the
algorithm returns 1 if and only if e(c, pks) - €(c™, g2) = e(g, g2) holds,
i.e. the signature is valid, and 0 otherwise.

3.3 Hard problems

In this section, we describe some security assumptions used in the proposed
scheme. Let Gy, Gy, and G7 be groups of prime order ¢, g be a generator of
Gy, and g, be a generator of Gy. In the first assumption, G; is taken equal
to Go and, therefore, g = gs.

Decisional Diffie-Hellman (DDH) Problem: Given (g, g% g°, ¢°) for
some a,b, ¢ € Z, determine whether ¢ = ab mod q.

Definition 3.1 (DDH Assumption). Let B be an algorithm with output
in {0,1}, which has advantage AdvEP" = Pr[B(g, g% ¢°, ¢¢,ab) = 1] —



Pr[B(g, 9% ¢°, g% c) = 1] in solving the DDH problem. If for any t-time algo-
rithm the advantage AdvEPH is negligible (< €), we say that the (q,t,¢)-DDH
assumption holds.

Strong Diffie-Hellman (p-SDH) Problem: Given as input a (p + 3)-
tuple of elements

2 p .Z’
(gvgxagm 7"'7gx 7.92792)6@11)+1XG%,
compute a pair (¢, g/@+9) € Z, x G, for some value ¢ € Z, \ {z}.

Definition 3.2 (p-SDH Assumption). Let B be an algorithm with advan-
tage Adv% " = Pr[B(g, g%, 6%, ..., 9", g2, 9%) = (¢, g/ @) in solving the
p-SDH problem. If for any t-time algorithm the advantage AdngDH 1S neg-
ligible (<€), we say that the (p,t,€)-SDH assumption holds.

3.4 Security models

It is generally accepted that the ” correct “ notion of security for a signcryption
protocol combines unforgeability of the signature and indistinguishability of
the encryption scheme [22, 28, 32, 38]. The notion of ciphertext anonymity
[38] is also considered since it is an important privacy-enhancing property
characterizing our proposal.

We briefly refresh the structure of a signcryption protocol. A tradi-
tional signcryption protocol consists of at least four basic algorithms: Setup,
KeyGen, Signcrypt, Unsigncrypt. In particular, for a fixed security param-
eter, these algorithms work as follows:

(pks, par) < Setup(1%): on the input of the security parameter K, the
algorithm outputs the public system security parameters par and the
group public key pks,.

(sks, pk, sk;) < KeyGen(par): on the input of par, generates sender’s
secret key sky and receiver’s key pair (pk,, sk;).

(¢c,0) < Signcrypt(par, sks, pk,, m): on the input of par, sks and pk,
and a message m, outputs a ciphertext ¢ and a signature o.

(1/0,m) < Unsigncrypt(par,c, o, pks, sk.): on the input of par, ¢, o,
pks and sk,., verifies the signature ¢ and decrypts the ciphertext c. It
returns 1 and m iff the signature is valid and 0 otherwise.



3.4.1 Strong Existential Unforgeability (sUF)

We consider the notion of strong existential unforgeability under adaptive
chosen message attack (sUF-CMA) [5, 38], which is defined by using the
following game between a challenger C and an adversary A:

Setup: C runs algorithms Setup and KeyGen to generate the public sys-
tem security parameters par, sender’s key pair (pks, sks) and receiver’s
key pair (pk,, sk,). A is given par, pk, and pks.

Signcryption-Queries: A requests signeryption of at most g, mes-
sages of its choice my, ..., m,, € {0,1}*. C responds to each query with
a ciphertext and a signature (¢;, 0;) <— Signcrypt(par, sks, pk,, m;).

Unsigncryption-Queries: Proceeding adaptively, A requests unsign-
cryption of at most g5 ciphertexts ¢y, ..., ¢y, under pks and pk,. Then,
C responds to each query with 1 and a signed message (1,m;) <
Unsigncrypt (par,c;, oy, pks, sk,) if the obtained signed plaintext is
valid and with 0 otherwise.

Output: A eventually outputs a pair (m, o) and wins the game if:

1. (1,m) < Unsigncrypt (par,c,o, pks, sk,) is a valid signature.

2. ¢ was not the output of a signcryption query Signcrypt (par, sks,
pk,., m;) during the game.

We define Advi?F to be the probability that the adversary A wins in the
above game, taken over the coin tosses made by A and C.

Definition 3.3. A forger A is said to (t,qs, €)-break a signeryption scheme
if A runs in time at most t, A makes at most q, signcryption queries and g,
unsigneryption queries, and Advi{Y is at least €. A signeryption scheme is
(t, gs, €)-secure against strongly existentially unforgeable under adaptive cho-

sen message attack if there exists no forger that (t, qs, €)-breaks it.

3.4.2 Indistinguishability (IND)

We consider the notion of indistinguishability under adaptive chosen cipher-
text attack (IND-CCA2) [34, 38|, which is defined by using the following
game between a challenger C and an adversary A:

Setup: C runs algorithms Setup and KeyGen to generates the public
system security parameters par, sender’s key pair (pks, sks) and re-
ceiver’s key pair (pk,, sk,.). A is given par, pk, and pks.
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Queries-1: A requests signcryption of at most gy messages of its choice
my,...,mg, €{0,1}*. C responds to each query with a ciphertext and
a signature (c¢;,0;) < Signcrypt(par, sks, pk,.,m;). Then, proceed-
ing adaptively, A requests unsigncryption of at most ¢y ciphertexts
C1,...,Cq,, under pky and pk,. C responds to each query with 1 and
a signed message (1,m;) < Unsigncrypt (par,pks,pk,,c;,0;) if the
obtained signed plaintext is valid and with 0 otherwise.

Challenge: A outputs two equal-length messages my(, and m} € {0, 1}*
on which it wishes to be challenged. Then, hidden from A view, C
chooses b < {0,1} and computes the challenge ciphertext (c,,o.) <+
Signcrypt(par, sks, pk,, m})

Queries-2: A may request at most ¢, signcryption and unsigneryption
quieries as in Queries-1 phase but with the restriction that A can not
query for c..

Guess: A produces its guess O’ of b. A is successful if b’ = b, i.e. the
guess is correct.

We define Advl™P to be the probability that the adversary A wins in the
above game, and it is defined as

Adv'MP = |2Pr[ = b] — 1|

Definition 3.4. An adversary A is said to (t, qs, 1, m, €)-break a signcryption
scheme if A runs in time at most t, A makes at most qs = qg + qs» Signcryp-
tion queries and qs unsigneryption queries, the size of the decryption queries
is at most p bits, the size of the challenge messages m{, and m/ is at most m
bits, and Advi{¥P is at least €. A signeryption scheme is (t, gs, u, m, €)-secure
against indistinguishability under adaptive chosen ciphertext attack if there
exists no adversary that (t, qs, 1, m, €)-breaks it.

3.4.3 Ciphertext anonymity (ANON)

We consider the notion of ciphertext anonymity under adaptive chosen ci-
phertext attack (ANON-CCA) [38]. This property is satisfied if ciphertexts
reveal no information about who created them nor about whom they are
intended to. ANON-CCA is defined by using the following game between a
challenger C and an adversary .A:

Setup: C runs algorithms Setup and KeyGen to generates the public
system security parameters par, sender’s key pair (pks, sks), and two

10



distinct receiver’s key pair (pk,,, sk.,) and (pk,,, sk, ). A is given par,
pky, and pk,,.

Queries-1: A requests signcryption of at most gy messages of its choice
my,...,mg, € {0,1}* for the key pairs (pky,, sky,) and (pk,, sk,,). C
responds to each query with a ciphertext and a signature (c;;,0;) <
Signcrypt(par, sks, pk,;, m;), where j = 0,1. Then, proceeding adap-
tively, A requests unsigneryption of at most ¢, ciphertexts cq, ... s Cayrs
under pk, and pk,, with j =0, 1. C responds to each query with 1 and
a signed message (1,m;) < Unsigncrypt (par,pks, pk.;,c;;,0;) if the
obtained signed plaintext is valid and with 0 otherwise.

Challenge: A eventually outputs two sender’s private keys skg, and
sks,, and a a message m € {0, 1}* on which it wishes to be challenged.
Then, hidden from A view, C chooses b, d < {0, 1} and computes the
challenge ciphertext (¢, 0.) < Signcrypt(par, sks,, pk,,, m).

Queries-2: A may request at most g, signcryption and unsigncryption
quieries as in Queries-1 phase but with the restriction that A can not
query for (c, pk,), where j =0,1.

Guess: A produces its guess b’ of b and d’ of d. A is successful if &’ = b
and d = d’, i.e. the guess is correct.

We define Adv4¥ON to be the probability that the adversary A wins in
the above game, and it is defined as

Adv'NP = |4Pr[(V,d) = (b,d)] — 1]

Definition 3.5. An adversary A is said to (t,qs, r, m, €)-break a signcryp-
tion scheme if A runs in time at most t, A makes at most q; = gy + qg»
signeryption queries and qs unsigneryption queries, the size of the decryp-
tion queries is at most p bits, the size of the challenge messages my and
m} is at most m bits, and AdviNON is at least €. A signcryption scheme
is (t, qs, b, m, €)-secure against anonymity under adaptive chosen ciphertext

attack if there exists no adversary that (t, qs, 1, m, €)-breaks it.

4 Architecture

Three types of entities interact in our signcryption scheme: a manager, a
sender and a receiver.

11



(0

Manager

Setup

‘par, pks, skn

L .

\

e
~

)
e
[
Send?L

m e {0,1}*

KeyGen

Sk,'

STkh ; Sk;l —id;jerd
idy € bl

-

Revoke

revoc. of 7 = (sk}, ...

’e)

y

Figure 1: Sketch of our proposal.

Signcrypt

. key generation:
kene = KDF(pkY)
encryption:

¢ = Encsym(m. kenc)
proof of knowledge:
r

e = H(skj,...,m)
x = SPK{(id,,r) : ...}(m
= (sk{,....,e)

/

.

7 QO
o

Receiver

Unsignerypt

key recovery:

kene = KDF(ka

decryption:
m = Decsym(c, kenc)
verifiq,ation:
e=MH(sk],..., m)

e(skig, £2) = e(sk!, pk,)

revgcati,on check:

! —id
Sk,‘ == Sklil jebl

e Manager (or Public Key Generator): the manager generates sys-
tem security parameters and cryptographic keys, enrolls new senders
and revokes invalid ones.

e Sender: the sender signcrypts the data and sends them to the receiver.

e Receiver: the receiver receives the encrypted data, decrypts and checks
the validity of the signature of the plaintext.

The signeryption scheme consists of the following five algorithms (which
are sketched in Figure 1):

o (pks, sk, par) < Setup(1%): on the input of security parameter K, the
algorithm generates and publishes the public system parameters par =
(q,G1,Ga,Gr, e, g, g2, H,SYM), chooses and publishes the public key
shared by all senders pk,, and chooses the manager’s private key sk,,
which is kept secret. In particular, H is a predefined hash function
and SYM is a predefined symmetric encryption scheme. The Setup
algorithm is run by the manager.

o (sk;,rd, (pky,sk,)) < KeyGen(par,id;, sky,):
two phases. At first, on the input of the public system parameters par,

12
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5

the manager’s private key sk,, and the sender identifier ¢d;, this pro-
tocol outputs the sender’s private key sk; and the revocation database
rd. The KeyGen algorithm first phase is run as an interactive protocol
between the manager and the sender. At second, on input of the public
system parameters par, this protocol outputs the receiver’s private key
sk, and publishes the receiver’s public key pk,. This KeyGen algorithm
second phase is run by the receiver.

(7, ¢) < Signcrypt(par, m,id;, sk;, pk,): on the input of the public sys-
tem parameters par, the message m, receiver’s public key pk,., sender’s
identifier id; and its private key sk;, the Signcrypt algorithm outputs
the signature proof of knowledge 7 on the message m, and the cipher-
text ¢ of the message m. This algorithm is run by the sender.

(m,0/1) < Unsigncrypt(par, sk, pks,c,o): on the input of the public
system parameters par, receiver’s private key sk,., the public key pks;,
the ciphertext ¢ and the signature o, the Unsigncryption algorithm
decrypts the ciphertext ¢ and returns the message m, then verifies the
signature o and returns 1 and the message m iff the signature is valid
and 0 otherwise. This algorithm is run by the receiver.

(id;,bl) < Revoke(rd,o): on the input of the manager’s revocation
database rd and a signature o, the algorithm outputs the identifier id;
of the signer and updates the black list bl. The Revoke algorithm is
run by the manager.

Proposed scheme

In this section, the scheme is presented in details. Regarding the group sig-
nature scheme, we follow the proposal of Hajny et al. [15]. In particular,
Weak Boneh-Boyen signature [5] and its efficient proof of knowledge [8] is
used to sign messages. The wBB signatures were proven existentially un-
forgeable against a weak (non-adaptive) chosen message attack under the
p-SDH assumption [5]. For the encryption, we take inspiration from the el-
liptic curve integrated encryption scheme proposed by Gayoso et al. [13].
The full notation specifications of our scheme are depicted in Figure 2.

In our proposal, a key derivation function KDF is needed. In particular,

KDF maps elements of G to the key space of SYM. The concrete algorithms
can be found below.
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Sid, = Pid, = eid;
output: (¢, 7) & =g, sk, skl e s, 5i4) (¢, 1) ——— /
jr _ gr-\'kr
input: (par, sk,, pks,c, ) - .
B kénc = KDF(JI)
g DECSYM’(Ca Kine )s =m
2 Y Fdl r
5 tv= (Skig’)e‘Skjf g
5 7 k o
E E_T ?{(g ,S?kif-, Skht,m
e(Skjg vg?.) = e(Sk:‘v pks)
output: (m,0/1) sk, 2 g it
1

Figure 2: Full notation of KeyGen, Signcrypt and Unsigncrypt algorithms.

5.1 Setup algorithm

The manager performs the five following steps:

1. Let Gy, Gg, and Gp be groups of the same prime order q. Let g be
a generator of G; and g, a generator of G,. Choose a bilinear map

e:GleQ%GT.

2. Define a secure hash funtion H : G; x G; x G; x G x {0,1}I™ — Z,
where |m| is the length of the plaintext message.

3. Choose a symmetric encryption scheme SYM = (Encsym, Decsym).

4. Choose sk, <> Z; as manager’s private key, and set pks = ggkm as
senders’ public key.
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5. Publish the public system security parameters par = (¢, G, Go, Gr, €,
g, 92, H,SYM) and keep sk, secret.

5.2 KeyGen algorithm

First phase. With public system security parameters par, manager’s se-
cret key sk,, and sender’s identifier id; as input, the manager performs the
following steps:

1
1. Compute the sender’s private key sk; = g**=+idi and send it to sender
i.

2. Update the manager’s revocation database rd by storing id;.

Second phase. With public system parameters par, the receiver performs
the following steps:
1. Randomly choose a private key sk, <- Z.

2. Compute and publish its public key pk, = g**.

5.3 Signcrypt algorithm

With public system security parameters par, the message m, receiver’s public
key pk,, sender’s identifier id; and its private key sk;, sender ¢ generates the
ciphertext ¢ and the signature proof of knowledge m on m as follows:

1. Randomly choose randomizers 7, p,, pig; <~ Z;, and compute g’ = g"
and j = pk;.

2. Generate a symmetric key ke, = KDF(j).

3. Encrypt the message ¢ = Encsym(m, kenc) by a symmetric encryption
scheme.

4. Compute the values ski = skj, sky = sk'7 b = skiger e =
H(g', ski, skist,m), s, = pr—er, and siq, = pig, — eid; necessary to gen-
erate the signature proof of knowledge m = {(id;,r) : sk; = sk'; "Ny =
g9}

. . 5/
5. Send (7, ¢) to the receiver, where 7 is (¢, sk;, ski, e, S, Sia, )-
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5.4 Unsigncrypt algorithm

When receiving (7, ¢), the receiver decrypts the message and, then, verifies
the signature:

Decrypt

1. Compute j = ¢"**" and k. . =KDF(j").

enc

2. Recover the message m = Decsym(c, k,.)-
Verify B
The receiver computes ¢ = (skyg')¢sk’s “ g*, and checks if the equations
e = H(g', sk!, sk, t,m) and e(s?cgg’, g2) - e(skl, pks) hold. If yes, the receiver
also performs the revocation check sk; = sk ;Zdj for all id; values stored on

the blacklist bl. If the revocation check equation holds for any value on the
blacklist, the signature is rejected. Otherwise, the signature is accepted.

5.5 Revoke algorithm

With revocation database rd and signature proof of knowledge 7, the man-

ager checks if the equation sk; ~ sk’ "4 holds for all idjs in rd. If there
exists an id; for which this equation holds, id; is put on the public blacklist
bl.

6 Multi-receiver scenario

The proposed signcryption scheme can be easily adapted to a multi-reciever
scenario. A sketch of our protocol is depicted in Figure 3.

In this case, the message m is encrypted using a common key &' which
is sent encrypted to each authorized receiver. In particular, the sender has
to encrypt &’ accordingly to receivers’ public key and, therefore, produce n
different encryptions of &’ in case of n receivers. Setup, KeyGen and Revoke
algorithms remain unchanged, while Signcrypt and Decrypt algorithms are
slightly modified (the modifications are marked in bold).

Let k' <% {0,1}* be our common key for SYM and let us suppose to have
n receivers. Receiver i holds the key pair (pk,,, sk;,).
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Receiver 1
recover k"
r
k' = Decsym(c1, ki)

= decrypt the ciphertext: { —8
Receiver 2

Sender m = Decsym(c, k') recover k*
e ey Kt | verify = , K = Decsym(ea, k)
encrypt the key k* /
¢) = Encsym(k', kloe) S decrypt the ciphertext:
¢2 = Encsym(k', kdnc) Q\\ m = Decsym(c, k')
: —_— & verify z
¢y = Encsym(k', kin)
‘encrypt the message m: e, )
¢ = Encsym(m, k') e
create i : K
= {(Gidi, r) : }(m) |§
N/ eceiver n
recover k"

k' = Decsym(cn, kinc)

decrypt the ciphertext:
m = Decsym(c, k')
verify &

Figure 3: Our multi-receiver signcryption proposal. Observe that the de-
cryption of ¢ and the verification of 7 are equal for all the receivers.

6.1 Signcrypt algorithm

1. For w=1 to n:

D.

1. Randomly choose secret integers r, p,, pia, <~ Z;, and compute
¢ = g" and jy = pk;_ where pk, is the public key of receiver w.
2. Generate a symmetric key k¥ = = KDF(jw), where KDF states

enc
for Key Derivation Function.

2b. encrypt the key c,, = Encgynm(k/, k¥,

enc)

Encrypt the message, ¢ = Encgyn(m, k').

Compute the values ski = skj, sk, = sk/7 t = sk/Migrr e =
H(J, ski, ski,t,m), s, = p, —er, and s;4, = p;q, — eid; necessary to
generate the signature proof of knowledge 7.

. -/
Send (c,0,c¢q,...,¢y), where o is (¢, sk;, skl, e, Sy, Sia,)-

Therefore, if we have n receivers, the scheme requires n additional encryp-
tions of k' compared to the traditional scheme and the sender will publish
(c,o,01, ... Cp).
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6.2 Unsigncrypt algorithm

In Unsigncrypt algorithm, the Verify algorithm remain unchanged, while
the Decrypt protocol needs to be modified. This algorithm is run by each
receiver. In case of receiver w, it works as follows:

Decrypt

1. Compute j' = g’Sk"w and £’y =KDF(j").

2a. Recover the key k' = Decsym(Cw, k%)
2. Recover the message m = Decsym(c, k').

The verification part remains unchanged.

7 Security Analysis

In this section, we prove that the proposed scheme satisfies correctness, confi-
dentiality (IND-CCAZ2), unforgeability (sUF-CMA) and ciphertext anonym-
ity (ANON-CCA) [38]. Moreover, we remark that our signcryption scheme
also guarantees unlinkability, traceability and sender anonymity thanks to
the considered group signature [15].

7.1 Corretness

Theorem 1. The decryption process in Section 5.4 is correct.

Proof. Since a symmetric cryptographic scheme is used to encrypt the mes-
sage, at first we show that the receiver can reconstruct the sender’s key. In
fact,

j/ _ g/skr _ <gr)skr _ pk: _ (gskr)r :j
k. .= KDF(j') = KDF(j) = kene

enc

and, therefore, Decgyy(c, kL,.) = Decsym(¢, kenc) = m. Accordingly, the

’ Yenc

decryption process is correct. O

Theorem 2. The verification process in Section 5.4 is correct.
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Proof. Once the message is correctly decrypted, we need to show that ¢ is
equal to t. This can be proven as follows,

— <Sklg ) k/‘?idigm

:( l{?l id; r)e k?/ Sid; s,n
k/- eid; er k/.zd1 Sp

k/ ezdz ET‘ k{pzd dzgs

lpzd s
skl g

1Pid;
k i

r—er

=g~sk;"g”

— oLPidi pr
= sk',""g =t.

Therefore, e = H(g', ski, sk, t,m) = H(g', skl, sk;,,m). In order to accept
the signature, the receiver also needs that e(sk;g’, g») < e(sk}, pks) holds.
For a valid signature, we have that

e<37€ig/a92 =e€ Sk/7pk )
e(sk; " g", go) = e(ski, g5

—id;T

)
)
e(gFm+idigh, gy)
)
)

skmr+tid;r—id;r
e(g skm+id; , 92

e(ski* " g
e(sk:i, gg)Ska

sk
S 2792 "

'r skm

S 792 )

skmr

(

( )
e(sk], g5')

(sk )

(sk

(

e
e
e

ski, g2)

At last, the receiver needs that sk ~ sk~ does not hold for all 1d; stored
on the blacklist bl. This works if and only if ¢d; &€ bl by definition, i.e. the
sender is a valid one. Therefore, the correctness of message and signature is
proven. 0

7.2 Unforgeability

Boneh and Boyen [5] prove that the wBB signature scheme is strong exis-
tentially unforgeable against an adaptive chosen message attack under the
p-SDH assumption. The sUF-CMA of our scheme follows from the unforge-
ability of wBB signature (see Lemma 9 in [5]) and uses the same proof tech-
nique. We consider an attacker who makes up to ¢, adaptive signcryption
and unsigncryption queries, and reduce the forgery to the resolution of a
random p-SDH instance for p = ¢s.
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Theorem 3. Suppose the (p,t',€)-SDH assumption holds in (G1,G3). Then
the signeryption scheme proposed in Section 5 is (t,qs, €)-secure against ex-
istential forgery under adaptive chosen message attack with

qgs <pandt <t —O(pT)
where T is the mazimum time for an exponentiation in G, Gy and Z,.

Proof. We prove that if A can (¢, gs, €)-break the signcryption scheme, then
there exists an algorithm B such that, by interacting with A, solves the p-
SDH problem in time ¢ with advantage e. Let (g,d1,da, ..., dy, g2, h) be a
random instance of the p-SDH problem in (Gq, G,), where d; = g" € Gy for
t=1,...,pand h = g5 € Gy for some unkown x € Z,. Let g = dy and
x = sk,, for convenience. The goal of B is to compute the pair (c, g"/(*+)) €
Zy x Gy for some value ¢ € Z, \ {x} of its choice.

B interacts with A as follows:

Query: A outputs a list of ¢; < p messages my,...,m,, € Z,. We can
suppose that g, = p for simplicity. If less queries are made, we can always
reduce the value of p to p’ = ¢,.

Response: B responds with p pairs (¢;, 7;) < Signcrypt(par, sks, pk,, m;)

and p “signed” messages (m;,0/1) < Unsigncrypt (par, pks, pk., c;, 0;).

Therefore, A obtains p signature proofs of knowledge on its input messages.
Let f be the univariate polynomial defined as f(X) = X +id;. B chooses

0 € Z; and computes

g1 = gef(m)

Therefore, A receives identity id;, parameters par = (q, G, Ga, Gr, €, g1, g2,
H,SYM) and public key pks = h.

If f(z) =0, then x = —id; and B can easily recover the secret key x and
solve the p-SDH problem. If f(z) # 0, then g; and go are independently and
uniformly distributed random generators for the respective groups due to the
action of ¢. In this case, B has to apply both Signcrypt and Unsigncrypt
algorithms and generate a valid signature proof of knowledge 7; on each
message m;, for j = 1,...,p. To do so, by following Signcrypt algorithm,
B chooses at random 7, p,, pia;, encrypts m; and creates the proof: m; =
(¢, sfk;, skl, e, sy, Siq;) where all the computations are made using g; instead
of g. In fact, if gy is used, then sk; = g}/f(w) = ¢% and B can compute each
other component of the signature easily. This is repeated for each message
m;, where j =1,...,p.
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Observe that 7; is a valide proof for m; under par, since

5 —id;r/f(x) —0id;r f(x x) r0f(x _
e(skig', g2) =e(g, "Wyl go) = e(g VU@ grOI@) g,y =

e(g"U @) g)) = (g7, g2) = e(9”", g2) =

Orx Orz

The fact that e = H(¢/, sk, sk;, t, m;) follows straightforward from the cor-
rectness of our scheme, see Theorem 2. These are exactly the verification
steps performed by B when it applies Unsigncrypt algorithm and, there-
fore, links each message m; to its proof 7;. Since each message admits only
a unique signature proof of knowledge, the output distribution is trivially
correct.

Output: A returns for a user’s identity id, a forgery (m.,m.) such that

7 is a valid proof of m, & {my,...,m,}. The signature proof of knowledge

T, 18 a vector m, = (¢, sfk;,skg,e,sr,sidi) computed using the parameters

par. We suppose that id, # id; since A can choose id, knowing id;. By

construction and unilqueness of the proof, we know that the component sk;
e 0f(x)

is equal to o, := g = gwtid« where f(x) = x +id;. If v = —id,, then B
can easily recover the secret key = and solve the p-SDH problem. Otherwise,
note that the polynomial f can be rewritten as f(x) = = + id, + . where
v« = id; —id, € Z,. Therefore, the ratio f(x)/(x + id.) can be written as

f(x)/(z +id.) = 1+ - and the espression of o™ becomes

—Ux
O, = ge(1+1+:d* )

Taking roots of order # and v, mod ¢, B can compute

W= (0_1/69—6)1/7* _ gl/:c—i—id* c Gl (1)

*

and obtain the pair (id,,w) as solution to the submitted instance of the
p-SDH problem.
The claimed bound is obvious by construction of the reduction. O

7.3 Indistinguishability

Smart [34] analyzes the security of a generic ECIES scheme, in particular, he
focuses on the indistinguishability under adaptive chosen ciphertext attacks.
The IND-CCA2 of our scheme follows the same proof technique of ECIES
indistinguishability (see Section 4 in [34]). We consider an attacker who
makes up to g adaptive signcryption and unsigneryption queries.
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Theorem 4. Suppose the (q,t',€')-DDH and (p,t", €")-SDH assumptions hold
in Gy and (Gy,Gy), respectively. Then the signecryption scheme proposed in
Section 5 is (t, qs, €)-secure against indistinguishability under adaptive chosen
ciphertext attacks with

2 2
4. < pandt < 2" + 1" + 25 — O T)

where T is the mazimum time for an exponentiation in G, Gy and Z,.

Proof. We prove this theorem using Lemma 5 which allows bounding the

2 .
DPH — %, where g is

advantage of winning the IND-CCA2 game. Since Adv
the number of queries that A makes (as proven by Shoup [35], Theorem 4),
the claimed bound is obvious by construction.

]

Lemma 5. For any adversary A running in time t and making at most
s = qs + qs stgneryption and unsigneryption queries, the advantage of
winning the IND-CCA2 game is

AdvﬁlND(t, qs) < 2AdngH(t’, q) + 2AdU§DH(t”,p) + AdvngM(t’", 1K)

where

- AdvEPH (Y q) is the mazimal probability of solving the DDH assump-
tion in time t'.

- AdvgPH(t" . p) is the mazimal probability of solving the SDH assumption
in time t”.

- Advg™(#" |K|) = 2Pr[V = b] — 1 is the mazimal advantage of any
adversary mounting a chosen plaintext attack on SYM in time t"" with
key size |K|.

Proof. We wish to use A to attack the security of DDH problem, the under-
lying SYM and proposed group signature (GS) schemes. During the proof
the bitlength of the messages is bounded by pu.

Game 1. Following the definition of IND-CCA2 game (Section 3.4.2), the
below game is used to break the encryption scheme. C and A do as follows:

Setup: C runs algorithms Setup and KeyGen to generates the public
system security parameters par, senders’ public key pky, manager’s pri-
vate key sk, sender’s i private key sk; and receiver’s key pair (sk,, pk;).
A is given par, pk, and pk,.
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Queries-1: A requests signcryption of at most gy messages of its choice
my,...,mg, € {0,1}*. C responds to each query with a signature and
a ciphertext (c;,m;) < Signcrypt(par, sks, pk.,m;). Then, proceed-
ing adaptively, A requests unsigncryption of at most ¢y ciphertexts
C1,...,Cq,, under pk, and pk,. C responds to each query with 1 and a
message (m;,0/1) < Unsigncrypt (par, pks, pky, ¢;, m;) if the obtained
plaintext is valid and with 0 otherwise.

Challenge: A outputs two equal-length messages m(, and m € {0,1}*
on which it wishes to be challenged. Then, hidden from A view, C
chooses b <— {0,1} and computes the challenge ciphertext (c,, ) <
Signcrypt(sks, pk,, m}).

Queries-2: A may request at most g, signcryption and unsigncryption
quieries as in Queries-1 phase but with the restriction that A can not
query for c,.

Guess: A produces its guess b’ of b. A is successful if &' = b, i.e. the
guess is correct.

Therefore, Advi{MP(t,qs) = 2Pr[b' = b] — 1 represents the probability that A
wins in the above game in time ¢ with at most ¢, signcryption and unsign-
cryption queries.

Since A is not allowed querying the unsigneryption protocol for the target

cipher ¢, namely Type Q. query, A cannot have access to Decgyy for the
key ke corresponding to ¢,. In case a Type Q| query is made, Decgyy will
output v € {0,1}. Let Type Q, be any valid query different from Type
Q..
Game 2. In this game, we prove that if A can (¢,qs, 1, m, €)-break the
signcryption scheme, then there exists an algorithm B such that, by inter-
acting with A, solves the DDH problem in time ¢’ with advantage €. Let
{g,9% ", g°) be a random instance of DDH problem in G,, where a, b, c € Zy.
The goal is to determine whether ¢ = ab mod gq.

Therefore, Game 2is the same as Game 1 but B has as input the following
values: (sk, = b,pk, = ¢°), r = a, i.e. ¢ = g%, and j = g° (see Figure 2 for
more details on the protocol). In this way, ke, and £, are equal if and only
if c = ab mod ¢. In other words, A believes that ¢ is equal to ab mod ¢ if
A is successful in the game, i.e. b =10

We have three different situations depending on chosen DDH problem
instance and query type.

1. When a valid DDH problem instance is given as input, A runs B as
if one wants to mount an attack against the proposed signcryption
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protocol. Therefore,

1+ AdviND(t, qs)
N 2

AdvgP™ (', q) (2)
2. If a non-valid DDH problem instance is given as input and .4 makes a

Type Q. query, A runs B as if one wants to mount an attack against
SYM. Therefore,

. 1—|—AdUSYM t”/, K
A q) A Type Q] < LT AME IRIED )

where the inequality appears since B makes 0 signcryption queries in
order to break SYM.

3. If a non-valid DDH problem instance is given as input and .4 makes a
Type Q. query, the game is the same of breaking GS and, therefore,
breaking the p-SDH problem. The proof follows straightforward from
the sUF-CMA (Theorem 3) of the signcryption scheme. Indeed, the
fact that ken. # k., does not affect the computation of ¢/, and Verify
phase of Unsigncrypt algorithm since my and m/ are known.

Therefore, we have
AdvpPP((t',q) A Type Q] < Advg”" (1", p) (4)

where the inequality appears since B only requires one round of sign-
cryption and unsigncryption queries, i.e. ¢, < g, signeryption and
unsigncryption queries in order to break GS.

Finally, combining Equations 2, 3 and 4, we obtain

14+ AdvIMP(t,q,) 1+ Ado™ (", |K|)
2 2

and the claimed bound directly follows from the last inequality. O

AdvPR(t, q) > — AdvgP" (1", p)

7.4 Ciphertext anononymity

Ciphertext anonymity property is satisfied if ciphertexts reveal no informa-
tion about who created them nor about whom they are intended to [38].
In particular, this exactly covers that sender’s and receiver’s identities are
hidden to outsiders.

We consider an attacker who makes up to ¢, adaptive signcryption and
unsigncryption queries.
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Theorem 6. Suppose the (q,t',€')-DDH and (p,t", €")-SDH assumptions hold
in Gy and (Gy,Gy), respectively. Then the signecryption scheme proposed in
Section 5 is (t, qs, €)-secure against anonymity under adaptive chosen cipher-
text attacks with

4¢2 1
¢ < p and t < 4" +2t" + % + 7~ Ol T)

where T is the mazximum time for an exponentiation in Gy, Gy and Z,.

Proof. We prove this theorem using Lemma 7 which allows bounding the
advantage of winning the ANON-CCA game. Since AdvgPH = %, where g,
is the number of queries that A makes (as proven by Shoup [35], Theorem
4), the claimed bound is obvious by construction.

[]

Lemma 7. For any adversary A running in time t and making at most
s = (s + qs Stgneryption and unsigncryption queries, the advantage of
winning the ANON-CCA game is

1
AdvaNON(t, q,) < AAdvEPHE(H | q) + 4AdvgPH (" p) + 2Adv™ (1" |K) + 1

where AdvEPH (Y q), AdvgPH (" p) and Advg™ (" |K|) are defined as in
Lemma 5.

Proof. The proof of this lemma follows the same structure of Lemma 5. Since
it would be redundant to rewrite the same proof two times, we just sketch it
emphasizing the main difference.

As in Lemma 5, we wish to use A to attack the security of DDH problem,
the underlying SYM and the proposed GS schemes. During the proof the
bitlength of the messages is bounded by p.

Game 1. In this case, we consider ANON-CCA game (Section 3.4.3), where

AdvyVON = [4Pr[(V,d) = (b,d)] — 1] (5)

is the probability that the adversary A wins the ANON-CCA game for our
proposed signcryption scheme.

As above, A can do two different queries: Type Q. query, which is A
querying for (c.,0,), and Type Q. query, that is any valid query.
Game 2. As above, if A can (t, s, pt, m, €)-break the signcryption scheme,
then there exists an algorithm B such that, by interacting with A, solves the
DDH problem in time ¢ with advantage €. Let (g, g% ¢°, ¢°) be a random
instance of DDH problem in Gy, where a, b, c € Z;,. The goal is to determine
whether ¢ = ab mod ¢. As in Lemma 5, we have three different situations,
where only the first one is slightly different from the previous proof:
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1. When a valid DDH problem instance is given as input, A runs B as
if one wants to mount an attack against the proposed signcryption
protocol, therefore,

1+ AdvaNON(t, q,)
= Lo Adv ©)

Observe that the denominator is 4, since this equality is derived from
Equation 5.

Advg™(t', q)

2. If a non-valid DDH problem instance is given as input and .4 makes a
Type Q. query, we have Equation 3.

3. If a non-valid DDH problem instance is given as input and 4 makes a
Type Q. query, the game is the same of breaking GS and, therefore,
we have Equation 4.

Finally, combining Equations 3, 4 and 6, we obtain the claimed bound.
m

7.5 Unlinkability, traceability and sender anonymity

It is important to notice that unlinkability, traceability and sender’s ano-
nymity are privacy-enhancing features achieved thanks to the usage of our
previously proposed group signature [15].

This group signature is integrated with the zero-knowledge proofs, i.e.
the sender proves the knowledge of messages and signatures themselves. In
particular, without the knowledge of witnesses id; and randomizers r, these
proofs are provably unlinkable. Moreover, since the manager knows the wit-
nesses id;, it is able to efficiently link all the proofs (traceability). Regarding
sender anonymity, any sender can sign message on behalf of a group, there-
fore, its identity is hidden inside the group. See [8] for more details.

8 Example of possible use case

In this section, a possible use case suitable for our proposal is presented. As
mentioned before, smart cities depend on new technologies as global infras-
tructure network, sensors and wireless devices which exchange data which
may be sensitive in real time. For instance, this is the case of sharing vehi-
cles.

Sharing vehicles is a kind of rental where cars, bycicles or scooters are
rented out for short periods of time in localized areas. These vehicles are con-
nected to central cloud servers which identify, authenticate and autorize the
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usage of all these means of transport. In particular, this cloud provider stores
all the information related to the vehicle such as acceleration data, GPS co-
ordinates and speed information. Observe that modern cars are equipped
with up to 70 embedded electronic sensors which are connected via vari-
ous communication buses. This connectivity can expose smart vehicles and,
therefore, citiziens to security and privacy threats such as location tracking
or remote hijacking of the vehicle [4]. It is the case of Miller and Valasek [25]
that could hack a car while a journalist was driving it.

Moreover, most of the current secure communication architectures do
not consider user privacy [4, 24, 37]. In fact, the vehicle data are normally
exchanged without the owner’s permission. Conversely, Dorri et al. [11]
propose a blockchain-based architecture to protect user privacy in vehicular
environment. In their proposal, user’s identity is hidden to anyone but the
block manager who needs to know the connection between user’s and their
public keys. In this way, the block managers can reconstruct all the move-
ments done by each user. Unluckily, even a sparse set of geolocated data,
when coupled with user identifiers, can reveal personal user information to
potentially untrusted third parties [30].

Our proposal guarantees an encrypted communication to securely ex-
change data as vehicle location, keys to unlock the vehicle, and payment
details of the user. Moreover, the user’s privacy is guaranteed due to the
group signature usage. In fact, the user (sender) anonymously signes a mes-
sage in behalf of the group and, therefore, hides its identity even to the cloud
service provider (receiver). However, if a user refuses a payment or has other
malicious behaviour, the provider of the services (receiver) in collaboration
with the manager can retrieve the malicious user’s identity.

9 Experimental results

This section provides the whole protocol implementation and the implemen-
tation aspects discussion. Current IoT networks consist of many resource-
constrained devices with limited computational and storage capabilities. In
order to cover the vast majority of possible use cases, we decide to employ
these devices to our testing scenario. The main purpose is to demonstrate
the efficiency and the practical potential of our scheme. In particular, we
consider ARM-platform (Raspberry Pi) and smart card platforms (JavaCard
& MultOS). Their specifications are described in Sections 9.1 and 9.2, while
testing scenario and evaluations are presented in Section 9.3.
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9.1 Smart Card Selection

Smart cards (SCs) are a closed platform. This means that is not usually
possible to upgrade cryptographic libraries on the card. SC cryptographic
support differs according to: 1) the SC platform (e.g. Java Card, MultOS
and Basic Card), 2) the version of the operating system, and 3) the SC
implementation itself.

Table 2: Technical specification of tested smart cards.

] | J3D081 | Sm@rtCafe6 | ZC7.6 | ML4 | ML3 |
MCU P5CD081 P5CD081 - SC237018 | SLE78CLXPM
(ON) Java Card Java Card Basic Card MultOS MultOS
Version 3.0.1 3.0.1 7C7 4.3.1 4.3.1
ROM 264KB 264KB - 252KB 280KB
EEPROM 80KB 80KB 72KB 18KB 96KB
RAM 6KB 6KB 4.3KB 1.75KB 2KB

For our tests, the newest cards in the market (for each card platform one
representative) were selected and their HW /SW properties and cryptographic
support were compared. The technical specification of tested SCs is shown
in Table 2. Current SCs usually have only 8-bit, 16-bit (or 32-bit in really
special cases) processors, and small RAM and EEPROM memories. These
limited resources make the development of novel cryptographic protocols
very difficult. On the other hand, SCs are equipped with a co-processor,
which allows developers to accelerate specific cryptographic operations and
algorithms.

Note that our proposal requires 1) a symmetric encryption algorithm to
encrypt data, and 2) algebraic operations over finite field and a secure hash
algorithm to generate a signature. These simple requests are not of easy
support for current SCs. The cryptographic support in accordance with our
signcryption scheme requirements is shown in Table 3. It is important to note
that nowadays there is no one smart card platform that supports bilinear
pairing operations. In particular, MultOS and Basic Cards are the only
platforms which allow the access to modular and elliptic curve operations.

EC support and speed are crucial for our implementation, and therefore
we compared the speed of individual SC platforms. Figure 4 depicts the EC
scalar multiplication ecMul (which is the most computationally demanding
operation of Signcrypt protocol) cost for Brainpool curves for different el-
liptic curve sizes. MultOS card is 75% faster than Basic card (ZC7.6) and
35% faster than the fastest Java card (J3D081). Sm@rtCafe implementation
shows a bit worse results than JCOP SC implementation.
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Table 3: Cryptographic support on tested smart cards.

’ ‘ Algorithm ‘ J3D081 ‘ Sm@rtCafe6 ‘ 7CT7.6 ‘ ML4 ‘ ML3 ‘
SHA1 v v v v v
Crypto SHA256 v v v v v
3DES v v v v v
AES256 v v v X v
mod X X v v v
MAO | modMul X X v v v
modExp v v v v v
ecAdd v X v v X
ECC | ecMul v X v v X
Pair X X X X X

Note: v— algorithm is supported, v'— algorithm is supported through a special API (e.g.
NXP JCOP) or another function (e.g. RSA encryption), X— algorithm is not supported,
MAO — Modular Arithmetic Operations, ECC — Elliptic Curve Cryptography.

ol | | =160-bit ||
=9192-bit
- T1224-bit
5 J3D081 l B 256-bit | |
e . 384-bit
= .
£ Sma@rtCaf6 Bl molzbit |

[ I

0 50 100 150 200 250 300 350 400 450 500
Time [ms]

Figure 4: Efficiency of ecMul operation on different smart card platforms.

Furthermore, we also provided benchmarks of the employed cryptographic
algorithms. SHA-1 algorithm is used in order to create non-interactive proof
of knowledge (signing part) and as a part of key derivation function KDF for
key establishment (encryption part). We use 3DES encryption algorithm to
provide data confidentiality. The reason of this choice is a missing support
of more secure AES algorithms on MultOS cards. Figure 5 shows the speed
of SHA-1 and 3DES algorithms across platforms. The Java Card reports a
bit better results than MultOS cards. However, we can assume that our data
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will not exceed 200 B, and therefore the difference between SCs is minimal
(with the exception of the ML3 card, which reports much worse results in
encryption), i.e. around 20 ms for SHA-1 and 40 ms for 3DES.

SHA-1 3DES
200 -
100 [{ —o— Sm@rtCafé6 —o— Sm@QrtCafé6
-=—  J3D081 —=— J3D081
80—  ML4 DO~ M14
—o— ML3 ML3
g or £ 100
2 a0f :
= 550
20 |
| L | I | 0 1 | | | |
100 200 300 400 500 50 100 150 200 250
Input size [byte] Input size [byte]

Figure 5: Message digest based on hash function SHA-1 and 3DES encryption
on different smart card platforms.

9.2 ARM platform and software selection

ARM processors are widely used in smartphone, tablet, smartwatch and other
IoT mobile devices. Raspberry Pi is an ARM-based single-board computer
that runs Linux and has various communication interfaces, e.g. GPIO (Gen-
eral Purpose Input/Output) pins, Ethernet, HDMI, USB ports and bluetooth
and WIFT adapters. These features allows Raspberry Pi to be part of many
services in the IoT ecosystems. The technical specification of tested Rasp-
berry Pi devices is shown in Table 4.

In public repositories, e.g. GitHub, there are several libraries with pairing-
based cryptography support. The choice of the cryptographic library is
crucial during the application development on resource-constrained devices.
Since we are interested on the best performance, and therefore, the fastest
pairing calculation, we focused on libraries implemented in C/C++ program-
ming language. The selected libraries (Pairing Based Cryptography (PBC)
[23], Multiprecision Integer and Rational Arithmetic Cryptographic Library
(MIRACL) [26], University of Tsukuba Elliptic Curve and Pairing Library
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Table 4: Technical specification of tested Raspberry Pi devices.

ISA CPU SDRAM OS
(32-bit)
Raspberry Pi ARMv6Z | 1xARMI1176JZF-S | 512 MB | Raspbian
Model B+ (32-bit) 700 MHz 9.3
Raspberry Pi ARMv6Z 1 ARM1176JZF-S 512 MB | Raspbian
Zero W (32-bit) 1 GHz 9.3
Raspberry Pi 3 | ARMv8-A 4 Cortex-A53 1 GB Raspbian
Model B+ (64/32-bit) 1.4 GHz 9.3
Raspberry Pi 4 | ARMv8-A 4 Cortex-A72 2 GB Raspbian
Model B (64/32-bit) 1.5 GHz 9.3

Note: ISA — Instruction Set Architecture, CPU — central processing unit, SDRAM —
Synchronous Dynamic Random Access Memory, OS — operating system, N/A — Not
Available

(TEPLA) [17], Efficient Llbrary for Cryptography (RELIC) [1] and MCL
[33]) were installed on an embedded device, i.e. ARM-based microcomputer
(Raspberry Pi 3 Model B). The benchmarks were run by using the 256-bit
BN (paring-friendly) curve and averaged over 10-run. The results are pre-
sented in Figure 6. We choose the MCL library, since it has support for
ARM architecture (32 and also 64-bit version) and has the best computa-
tional speed results among the compared libraries.

Furthermore, Table 5 shows the comparison of the most time consuming
operations for our protocol which are performed on the tested ARM devices.

Table 5: Computational capability of tested ARM devices for most demand-
ing operations of our scheme.

ecMul G1 | ecMul G2 | expGT | Pairing

[ms] [ms] [ms] [ms]
Raspberry Pi 6,2 12,9 19,0 38,7
Model B+
Raspberry Pi 42 8,9 13,1 26,4
Zero W
Raspberry Pi 3 2.2 5,1 7,6 11,9
Model B+
Raspberry Pi 4 0,8 1,6 2,5 5,1
Model B
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Figure 6: The comparison of different cryptographic libraries from the point
of view of bilinear pairing performance over BN 256-bit elliptic curve on the
ARMVS processor (the Raspberry Pi 3, 32-bit and 64-bit OS).

9.3 Testing scenario and system parameters

In our testing scenario, receivers are represented by Raspberry Pi devices,
and senders by SCs or Raspberry Pi devices. Normally, senders are repre-
sented by very resource-restricted devices (i.e., with processing and memory
restrictions). For instance, a sender can be an user who owns a smartphone,
a smart meter, an on-board unit built in cars (each of this device can by
represented by Raspberry Pi which is using same ARM processors) or an
access card (which is a SC). Accordingly, we choose a smart card platform
that follows these constrained assumptions. Furthermore, the SC is a tamper-
resistant device which securely allows the storage and the process of sensitive
data such as cryptographic keys. In case of SC application development, we
use only standard MultOS API and free public development environment
(Eclipse IDE for C/C++ Developers, SmartDeck 3.0.1, MUtil 2.8). The
application is written in MULTOS assembly code and C language.
Conversely, receivers can be a server, a PC or an embedded device which
are less constrained and, therefore, they can be represented by a more power-
ful device. Tested SCs and Raspberry Pi hardware and software specifications
are depicted in Tables 2 and 4, respectively. The Raspberries run Raspbian
9.0.3 operating system and C/C++ application. The application provides the
communication with sender’s smart card through PC/SC (Personal Com-
puter/Smart Card) interface and executes Unsigncrypt (and Signcrypt)

32



protocols. We use OpenSSL 1.1.1c library to perform cryptographic opera-
tions (i.e., hash and cipher), and MCL [33] library to perform operations over
elliptic curves (i.e., EC point addition, EC scalar multiplication and bilinear
pairing). The application for Raspberry Pi was developed in NetBeans IDE
8.2 development environment. The code was remotely built and executed on
the targeted devices, i.e. Raspberry Pi B+/ZeroW/3B+/4B.

The signcryption scheme implementation follows the restrictions of cur-
rent smart cards (see Table 3), and the most recent security requirements
defined by National Institute of Standards and Technology (NIST), see [2]
and [3] for more details. The security level of our implementation is 112
bits. This restriction is due to the use of 3DES cipher algorithm since the
more secure AES-128 algorithm is not supported by our MultOS smart card.
However, by replacing 3DES with AES-128 algorithm directly increase the
scheme security to 128 bit, since our signcryption scheme already uses 256-
bit elliptic curves with embedding degree 12 (i.e. Barreto-Naehrig EC) and
SHA-1 hash algorithm. Table 6 shows the system parameters set in details.

Table 6: Cryptographic algorithms and elliptic curve domain parameters.

’ \ Algorithm \ Size [Byte] \ Description ‘
C | 3DES-CBC 8 (block) Data encryption
R 24 (Key)

Y | SHA-1 20 (output) KDF and FS
P | BN-curve 32 SPK
T

] | Parameter | Size [Bites] | Hexadecimal Value |
E | p (characteristic) 254/[256]* 0x2523648240000001ba344d8000000008
C 6121000000000013a700000000000013

a (constant) 0/[256]* 0x00000000000000000000000000000000

D 00000000000000000000000000000000
O | b (constant) 2/[256]* 0x00000000000000000000000000000000
M 00000000000000000000000000000002
A | GIx,y] (generator) 255/[513]* 0x042523648240000001BA344D8000000008
I 6121000000000013A700000000000012
N 00000000000000000000000000000000
00000000000000000000000000000001

P | q (order of G) 254/[256]* 0x2523648240000001ba344d8000000007
A £9£800000000010a10000000000000d
R | h (cofactor) 1/[8]* 0x01

Note: KDF — Key Derivation Function, FS — Fiat—Shamir heuristic, SPK — Signature
Proof of Knowledge, [Size]* — real allocated space on smart card.

Our implementation considers only single-receiver scenario with 8-byte
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message, where MultOS card acts as a sender and Raspberry Pi acts as both
a sender and a receiver. A sketch of our implementation with involved smart
card is depicted in Figure 7. MultOS ML4 smart card supports only T=0
transport protocol. Since we need to transfer 299 bytes in total and T=0 pro-
tocol allows us to transfer data payload of maximum 255 bytes, we need to use
two APDU commands (GET SIGNCRYPT 1 and GET SIGNCRYPT 2). While
GET SIGNCRYPT 1 performs group signature generation, GET SIGNCRYPT 2
derives encryption key and encrypts data.

USB - ISO/IEC 7816
0 O
i

Receiver Sender

Raspb Pi
(Raspberry Pi) e SELECTAID sressssunnunn ) (MultOS Card)
skr idi, me{0,1)*
( .......... OK  Pesssssssssssss
A
$
T's Prs Pid; < Zq
g/ = gr
skj = sk
s_k; = sk’,ﬂd'
5 t= Sk/iﬂ«d, gp,v
= — ! o
é ------------ GET SIGNCRYPT 1 sssssss ) e =SHA-1(g', ski, ski,1,m)
7] _ Sp=pr—er
( .......... & sk sk 195 Byte|" = Sid, = pia, — eid;
J=pk
llllllllllll GET SIGNCRYPT PRLLLELY] B
il > kenc = SHA-1())
.......... e s Sig ¢ 104 Byte " = )
< — e ¢ = EncpEs-cac (iv, m, k3pes)
A j = g,xk,

klne = SHA-1(j)
m = Decspgs.cc(iv, ¢, kypgs)

; - (s_k,,g’)“xk'f”” g

Unsigncrypt

e = SHA-1(g', skl ski.1.m)

e(skgg2) Z e(sk!, pks)
Figure 7: Implementation of Signcrypt and Unsigncrypt algorithms.

Figures 8 and 9 show the final computational times for Signcrypt and
Unsigncrypt algoritms performed on Raspberries and MultOS card. In
case of Raspberries, the times are negligible and under 200 ms for both
Signcrypt and Unsigncrypt protocols. In case of Raspberry Pi 4, the
whole Signcryption process takes less than 60 ms (without communica-
tion overhead). Generally, SCs are much more slower to process Signcrypt
algorithm with respect to Raspberries. However, in our implementation the
SC is enough fast (under 1 s including communication overhead) to be used
in a real scenario.
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Figure 8: The performance comparison of Signcrypt algorithm performed
on devices with different computing power.
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Figure 9: The performance comparison of Unsigncrypt algorithm performed
on devices with different computing power.

In a multi-receiver scenario, additional n-(ecMul+SHA1+43DES) operations
are required, where n represents the number of added receivers to the system,
ecMul the EC-256 scalar multiplication, SHA1 the hash of 65 bytes (KDF from
EC point j = pkl), and 3DES the encryption of 24 bytes (3DES master key
encrypting message). Therefore, the time complexity on the sender’s side
grows linearly in n. Assuming that the cost of ecMul is 61 ms, SHA1 is 19
ms and 3DES is 15 ms, we can predict that the complexity of the protocol is
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969.54+n-95 ms. For instance, the time required to run Signcrypt algorithm
is 1 919.5 ms in case of 10 receivers.

Moreover, the blacklist check requires r - (ecMul operations, where 7 de-
notes the number of blacklisted users. Let Raspberry Pi 4 Model B be the
receiver, then the blacklist check takes r - 0,8 ms. For instance, it requires
only 800 ms for 100 revoked users in the worst case.

10 Conclusions

In this article, we presented a new privacy-enhancing signcryption scheme
which provides as main privacy-enhancing features: ciphertext and sender
anonymity, traceability and unlinkability. To the best of our knowledge, this
is the only signcryption scheme that holds both sender anoninymity, i.e. the
sender’s identity is hidden not only to an outsider but also to the receiver,
and ciphertext anonymity, i.e. sender and receiver identity is hidden to an
outsider. This is achieved by using our group signature scheme combined
with an elliptic curve integrated encryption scheme.

Moreover, the security analysis of the scheme is also provided. Our pro-
posal is proven to be strongly existentially unforgeable under an adaptive
chosen message attack, indistinguishable under adaptive chosen ciphertext
attack, and to provide ciphertext anonymity under adaptive chosen cipher-
text attack. The used signature has also anonymity, traceability and unlink-
ability privacy features. At last, the scheme can be slightly modified in order
to work in a multi-receiver scenario.

Our scheme has a wide range of possible usage in a smart cities, where
the increasing connectivity can expose devices and, therefore, citiziens to
cybersecurity attacks. This attack can be held not only by an outsider but
also by a receiver. Therefore, users identity needs to be hidden even to
the receiver of the message. For instance, we exploited the vehicles sharing
uses case. Our proposal guarantees an encrypted communication to securely
exchange data as vehicle location, keys to unlock the vehicle, and payment
details of the user. Moreover, the user’s privacy is guaranteed due to the
group signature usage.

The experimental results show that our scheme is efficient even on com-
putationally restricted devices and can be therefore used in many IoT appli-
cations. Signcrypt protocol on SCs takes less then 1 s (including commu-
nication overhead). Unsigncrypt protocol complexity time on current ARM
devices is negligible (less than 40 ms).
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