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For better data availability and accessibility while ensuring data secrecy, organizations often tend to out-
source their encrypted data to the cloud storage servers, thus bringing the challenge of keyword search over
encrypted data. In this paper, we propose a novel authorized keyword search scheme using Role-Based En-
cryption (RBE) technique in a cloud environment. The contributions of this paper are multi-fold. First, it
presents a keyword search scheme which enables only the authorized users, having proper assigned roles,
to delegate keyword-based data search capabilities over encrypted data to the cloud providers without dis-
closing any sensitive information. Second, it supports a multi-organization cloud environment, where the
users can be associated with more than one organization. Third, the proposed scheme provides efficient
efficient decryption, conjunctive keyword search and revocation mechanisms. Fourth, the proposed scheme
outsources expensive cryptographic operations in decryption to the cloud in a secure manner. Fifth, we have
provided a formal security analysis to prove that the proposed scheme is semantically secure against Chosen
Plaintext and Chosen Keyword Attacks. Finally, our performance analysis shows that the proposed scheme
is suitable for practical applications.
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of encrypted data;

Additional Key Words and Phrases: Role-based encryption, role-based access control, searchable encryption,
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1. INTRODUCTION

With the ever-increasing amount of digital information, individuals and organizations
are now storing/outsourcing their data in the cloud to make use of features such as
better accessibility, high availability, reduction of maintenance and initial investment
costs [Ferrer et al. 2019]. However, with sensitive data stored in the cloud (e.g. see
McAfee report [McAfee 2018]) and legal concerns (such as compliance to the Euro-
pean General Data Protection Regulation - GDPRE]), security and privacy have become
major issues in cloud data storageﬂ To preserve privacy and confidentiality of out-
sourced data in the cloud, a preferred technique that is often used is encryption-before-
outsourcing. The encryption-before-outsourcing technique enables the data owners (i.e.

Thttps://ec.europa.eu/commission/priorities/justice-and-fundamental-rights/data-protection/

2In this paper, cloud represents the public cloud that provides storage facilities to the general public (i.e.,
individuals and organizations). In general, the public cloud is maintained by a third-party entity referred to
as Cloud Service Provider [Mell and Grance |.
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entities owning the data) to outsource their sensitive data in the cloud in an encrypted
form. As such, no entity including the cloud service provider can access the sensitive
plaintext data without having access to proper decryption key. This, however, restricts
data retrieval/search over encrypted data [Bosch et al. 2014]. A trivial solution is to
download the whole encrypted database, and then perform the search operation lo-
cally after decryption. It is clear that this is not practical. An alternative approach is
to allow the service provider to decrypt all the encrypted data so that it can perform
search operation over the plaintext data. However, this violates data privacy.

Searchable Encryption (SE) has gained a considerable amount of interest from the
research community to address the issue of searching over encrypted data [Han et al.
2016]. In SE, users delegate data search capabilities for some keywords over the en-
crypted data to a service provider without disclosing any useful information about the
searched keywords and the actual content of the encrypted data. This process is also
referred to as keyword search. Typically, in keyword search, data owners outsource
their data in an encrypted form along with an encrypted index of keywords. When-
ever a user wants to access data, the user sends the desired keywords in the form of
trapdoors to the service provider. In return, the service provider uses the trapdoors to
perform search over the encrypted indexes and sends the associated encrypted data,
if there is a match between the keywords associated with the trapdoor and encrypted
indexes.

Many works have been done in the area of keyword search, achieving search autho-
rization in a coarse-grained way. That is, the users can search all the keywords using
their secret keys [Hu et al. 2017]. However, this kind of authorization may disclose
sensitive information. For example, Organization A outsources its data files to the
cloud so that its employees can easily access them. Assume Organization A is a partic-
ipant in a consortium with another Organization B and other organizations. Suppose,
some files are associated with the keywords “Organization B” and “Project X” which
are only allowed to be accessed by the Managers in the Organization A. In this case,
if an adversary can search for the keywords “Organization B” and “Project X” and gets
all the encrypted files associated with these two keywords. This will eventually re-
veal, without knowing the actual content, that Organization A and Organization B are
collaborating on Project X, which may not be desirable.

To address this problem, several authorized keyword search schemes have been pro-
posed for multi-user settings using different cryptographic techniques, e.g. Pairing-
Based Encryption [Bao et al. 2008, Predicate Encryption [[Li et al. 2011]] and Attribute-
Based Encryption [Sun et al. 2016], [Hu et al. 2017]l, where multiple users are able to
perform keyword search operations based on some access policies. However, none of
these techniques efficiently support hierarchies in an organization, where higher level
authorities can inherit access rights of their subordinates. As such, all these schemes
[Bao et al. 2008], [Li et al. 2011]], [Sun et al. 2016[, [Hu et al. 2017] are not able to
reflect efficiently organization’s policies and structuref] [Marn Prez et al. 2017].

Role-Based Encryption (RBE) [Zhou et al. 2011]], [Zhou et al. 2013]l, [Zhu et al. 2013]
is an emerging cryptographic technique, which combines both properties of the tra-
ditional Role-Based Access Control (RBAC) [Sandhu et al. 1996]] and cryptographic
encryption methods, to achieve data access control over encrypted data. In RBE, the
data owner encrypts data using a RBAC access policy defined over some roleﬂ and
any user having proper roles can derive the secret keys for decryption. Unlike the
traditional RBAC method, RBE enables the data owners to define and enforce RBAC

3In an organization, typically employees are organized in a hierarchical way based on their responsibilities
and qualification [Zhou et al. 2013].
4In an organization, roles are typically created based on job functions.
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access policies on the encrypted data itself. This, in turn, reduces the dependency of
the data owners on untrusted service provider for defining and enforcing access poli-
cies while sharing data with other authorized users. Moreover, similar to the RBAC, in
RBE, roles can inherit access permissions from other roles [Zhou et al. 2013]. Hence,
the roles can be organized in a hierarchical structure. This is one of the main advan-
tages of RBE over other encryption mechanisms such as Attribute-Based Encryption
[Bethencourt et al. 2007], [Goyal et al. 2006]], as it can reflect closely a real-world or-
ganisation’s policies and structure. The inheritance property of the RBE makes it more
suitable for large scale organizations such as enterprises with a complex hierarchical
structures [Zhou et al. 2013|. Therefore, RBE is a more suitable cryptographic tech-
nique for designing a keyword search mechanism compared with other cryptographic
techniques such as the ABE.

RBE has been used to provide data access control in cloud environments over en-
crypted data [[Zhou et al. 2013], [Zhu et al. 2013]l, [Marn Prez et al. 2017|]. However,
they mainly focus on a single organization cloud environment scenario, where users
can have roles only in a single organization and hence can access data associated with
only that organization. In many practical scenarios in a cloud environment, a data
owner may want to share his/her data with users in several organizations having dif-
ferent roles. For example, a user may work as a researcher and doctor in a clinical
research laboratory and hospital respectively. As such, the same user will hold roles in
the clinical research laboratory and the hospital. The data owner can specify a RBAC
access policy in such a way that only the users having the access privileges for the
roles “Researcher” and “Doctor” can gain access to the actual content corresponding to
the encrypted data.

This paper further investigates the aforementioned research gaps and proposes a
novel keyword search scheme using the RBE technique where organizations outsource
their data to a public cloud. The proposed scheme supports a multi-organization en-
vironment, where users can possess roles from more than one organization. It also
enables the data owners to define and enforce RBAC access policies on encrypted data,
thereby allowing any a user having authorized roles to perform a keyword search along
with the ability to decrypt. The salient features of the proposed scheme are as follows:

(1) An authorized keyword search mechanism is proposed using RBE technique so
that only the users possessing authorized roles can delegate keyword search capa-
bilities over encrypted data to the public cloud.

(2) The proposed scheme supports multi-organization cloud environment, where a
user can be associated with more than one organization, having one or more roles
in different organizations.

(3) Conjunctive keyword searc}ﬂ functionality is supported without any significant
overhead in the system.

(4) A user revocation mechanism has been introduced to revoke unintended users.

(5) An outsourced decryption mechanism is combined with the proposed scheme en-
abling the users to delegate most of the computationally expensive cryptographic
operations to the public cloud, thereby reducing the overhead on the user-side.

(6) A formal security analysis of the proposed scheme has been given demonstrating
that the scheme is secure against the Chosen Plaintext Attacks and the Chosen
Keyword Attacks.

5In conjunctive keyword search, a user can search for multiple keywords in a single request [Ferrer et al.
2019).
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(7) A performance analysis of the proposed scheme has been provided which shows
that the proposed scheme is sufficiently efficient to be used in practical applica-
tions.

The organization of this paper is as follows: Section [2| presents a brief overview of
some existing works related to the proposed scheme. Section |3| outlines the problem
statement, where the system model, threat model, design and security goals, frame-
works and security model of the proposed scheme are presented. Section [4| gives a
brief overview of the role hierarchy, bilinear pairing properties, a group key distribu-
tion technique, and some mathematical assumptions, which will be used throughout
this paper. Section [5|details the proposed scheme including an overview followed by its
main construction. Section [6| presents a detailed security and performance analyses of
the proposed scheme, and finally section [7| concludes this paper.

2. RELATED WORKS

This section presents a brief overview of some notable works in the keyword search
area, including some cryptographic RBAC based data access control schemes.

2.1. Keyword Search over Encrypted Data

Data search over encrypted data has been extensively studied since the past decade.
Song et al. presented the first practical symmetric key cryptography based searchable
encryption scheme that can search full text over encrypted data [D. X. Song et al.
2000]]. Leter, several searchable encryption schemes have been proposed, for various
functionalities and security requirements, based on either symmetric key cryptogra-
phy (SKC) [Curtmola et al. 2006], [Kamara et al. 2012], [Li et al. 20191, [Hoang et al.
2019], [Liu et al. 2018] or public-key cryptography (PKC) [Boneh et al. 2004], [Boneh
and Waters 2007], [Sun et al. 2016[, [Hu et al. 2017[], [Miao et al. 2017], [Chaudhari
and Das 2019]|.

In [[Curtmola et al. 2006[], Curtmola et al. proposed a SKC based keyword search
scheme for multi-user settingﬂ which can perform single keyword search. In [Ka-
mara et al. 2012], Kamara et al. proposed a dynamic version of the scheme [Curtmola
et al. 2006] that can add and delete files at any time efficiently. However, the scheme
[Kamara et al. 2012] leaks significant information while performing update operation
[Hoang et al. 2019].. In [[Li et al. 2019]], Li et al. proposed a SKC based forward search
privacy scheme, which prevents any leakage of information about the past queries.
Later on, in [Liu et al. 2018]], Liu et al. proposed a keyword search scheme which en-
ables the users to verify the search results against the dishonest servers. Although the
SKC based keyword search schemes provides better efficiency in terms computation
cost, PKC based keyword search schemes provide more flexible and expressive search
queries [Sun et al. 2016].

Recently, many PKC based authorized keyword search schemes have been proposed
based on Attribute-Based Encryption (ABE) [Sun et al. 2016[, [Hu et al. 2017], [Miao
et al. 2017]], [Chaudhari and Das 2019]], where any user having a qualified set of at-
tributes that satisfy an access policy can perform search operation using some key-
words. That is, these schemes provide authorized keyword search, which allows only
intended users to do the search in multi-user settings. In [Sun et al. 2016], Sun et al.
proposed a keyword search scheme using ABE technique. The scheme provides both
single and conjunctive keyword search without introducing any additional overhead
in the system. In [Hu et al. 2017], Hu et al. proposed another ABE based keyword

SMulti-user settings enable the data owners to authorize any number of users to perform keyword search
operations.
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search scheme for dynamic policy update, where the data owners can securely update
the access policies using proxy re-encryption and secret sharing techniques. In [Miao
et al. 2017, Miao et al. proposed an ABE based keyword search scheme for hierar-
chical data, which also supports conjunctive keyword search. Recently, in [Chaudhari
and Das 2019], Chaudhari et al. proposed an authorized keyword search scheme using
ABE, which hides the access policy from all the intended entities including the public
cloud. However, all the aforementioned schemes do not support role hierarchy property
and inheritance property.

2.2. Cryptographic RBAC based Data Access Control

A cryptographic RBAC based data access control mechanism integrates the traditional
RBAC model with cryptographic encryption method to enforce RBAC access policy on
encrypted data. It enables the data to be encrypted using RBAC access policy defined
over some role(s). Any user, possessing the required role(s) satisfying the associated
RBAC access policy is allowed to decrypt the data. Some notable works in this area
are Akl and Taylor 1983], [Lin and Hsu 2011]], [Tang et al. 2016[, [Chen and Tzeng
2017, [Pareek and Purushothama 2018], [Zhou et al. 2013], [Zhu et al. 2013]], [Marn
Prez et al. 2017|], where [Akl and Taylor 1983|], [Lin and Hsu 2011], [Tang et al. 2016]],
[[Chen and Tzeng 2017[], [Pareek and Purushothama 2018] are based on Hierarchical
Key Assignment (HKA) method and [Zhou et al. 2013]l, [Zhu et al. 2013|], [Marn Prez
et al. 2017] are based on RBE method.

Access control using HKA method has been studied in the early 1980s. In [Akl and
Taylor 1983, Akl et al. presented the first cryptographic hierarchical access control
technique to solve the hierarchical multi-level security problem, where authorized
users are allowed to possess different access privileges. The users are grouped into
disjoint sets (or classes) and form a hierarchical structure of classes. Each class is as-
signed with a unique encryption key and a public parameter in such a way that a
higher-level class can derive encryption keys of any lower-level classes using its own
encryption key and some public parameters. Later on, several other hierarchical ac-
cess control schemes have been proposed using different techniques, e.g. [Lin and Hsu
2011], [Tang et al. 2016]], [Chen and Tzeng 2017]], [Pareek and Purushothama 2018]|.
However, the main drawback of the HKA schemes is the high complexity in setting up
the encryption keys for a large set of users [Zhou et al. 2013]]. Also, the user revocation
is a challenging task, as all the encryption keys that are known to the revoked users,
and their related public parameters need to update per user revocation which may
incur a high overhead on the system.

In [Zhou et al. 2013]], Zhou et al. proposed the first RBE scheme for data sharing
in an untrusted hybrid cloud environment. In [Zhou et al. 2013]], the ciphertexts and
secret keys of the users are constant in size. This scheme also offers user revocation ca-
pability. In [Zhu et al. 2013]], Zhu et al. proposed another RBE scheme. In this scheme,
the ciphertext size linearly increases with the number of roles. Recently, in [Marn Prez
et al. 2017]], Perez et al. proposed a data-centric RBAC based data access control mech-
anism for cloud storage systems using the concept of proxy re-encryption and identity-
based encryption techniques. To share data with the authorized users, the data owner
generates proxy re-encryption keys based on some RBAC access policies and keeps the
re-encryption keys along with the ciphertexts in the cloud storage servers. When an
authorized user accesses the ciphertext, the service provider re-encrypts the ciphertext
using the proxy re-encryption keys based on a RBAC access policy. However, none of
[Zhou et al. 2013]], [Zhu et al. 2013], [Marn Prez et al. 2017]] support multi-organization
cloud storage systems, where a user can possess roles from more than one organiza-
tion. Moreover, [Zhou et al. 2013, [Zhu et al. 2013[, [Marn Prez et al. 2017] do not
address keyword search functionality.
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Fig. 1: Proposed System Model

3. PROBLEM STATEMENT

This section presents the System Model, Threat Model, Design and Security Goals,
Framework, and Security Models of the proposed scheme.

3.1. System Model

Figure|l| shows the proposed system model, where the doted and dark lines represent
public channel and secure-channel such as SSL (Secure Sockets Layer) respectively.
It comprises five entities, namely, System Authorities, Role-Managers, Data Owners,
Users, and Public Cloud having the following responsibilities:

— System Authority (SA): Each organization has one SA, which maintains the role
hierarchy of that organization. It generates system public parameters and master
secrets for the organization. SA also maintains all the role-managers that are as-
sociated with the organization, and it issues secret keys for each role-manager. In
addition, SA issues private and public keys for all the registered users. Further, it
issues private, public and proxy re-encryption keys to the public cloud. Moreover,
SA is responsible for revoking users from the system when needed.

— Role-Manager (RM): 1t is an entity of an organization which manages the role(s).
Note that, the roles are assigned by the SA. In addition, it also issues and manages
role-keys for the users.

— Data Owners (owners): It is an entity who owns the data and wants to outsource
his/her data to the public cloud. An owner first encrypts data using a RBAC access
policy before outsourcing to the public cloud. The owner first encrypts a plaintext
data using a random secret key by following any secure symmetric key encryption
algorithm, e.g., Advanced Encryption Standard (AES). Afterward, the owner chooses
a set of keywords associated with the plaintext data and encrypts those keywords
along with the random key using the chosen RBAC access policy. The owner then
combines all the ciphertexts into one archive and outsources it to the cloud storage
servers.

— Users: It is an entity who wants to access the outsourced data. Each user must regis-
ter with SA(s) to receive private and public keys associated with the organization(s)
from which he/she wants to access data. Also, a user receives a unique role-key for
each role he/she possesses from the respective role-manager. When a user wants to
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access data, the user computes a trapdoor using his/her private keys, role-keys, the
desired keyword(s) and sends it to the public cloud.

— Public Cloud: 1t is a third-party entity which manages the cloud storage servers. The
main responsibility of the public cloud is to store owners’ encrypted data. Moreover,
it is also responsible for performing keyword search operation over the encrypted
data. It is assumed that the public cloud correctly performs search operations using
the received trapdoors if and only if the requested user has proper roles. It is also as-
sumed that it partially decrypts all the ciphertexts that have a matching keyword(s)
with the trapdoors.

3.2. Threat Model

Public cloud is considered as an honest-but-curious entity. That is, public cloud hon-
estly performs all the assigned tasks, but it may try to gain additional privacy infor-
mation from the data available to it. The users may be malicious, and they may try
to collude among themselves to gain access to the data beyond their access privileges.
The users, having insufficient access rights, may also try to collude with the public
cloud for gaining access to the data beyond their access rights. It is assumed that all
the SAs and RMs are fully trusted entities. The threat model is supplemented by a
Security Model in Section [3.5]

3.3. Design and Security Goals

The proposed scheme aims to achieve the following functionality and security goals.
Functionality Goals: The proposed scheme should provide the following function-
alities.

(1) Authorized Keyword Search: Only the users, having proper roles according to the
defined RBAC access policy, are authorized to perform keyword search operations
over the encrypted data. That is, any unintended users should not get access to the
encrypted (outsourced) data.

(2) Role-Based Data Sharing: Only the users, possessing the proper roles according to
the defined RBAC access policy, can have access to the plaintext data through the
decryption operation.

(3) Role Management by Multiple organizations: The roles assigned to users can be
managed by more than one organization and can be simultaneously used for data
sharing and keyword search operations.

(4) Conjunctive Keyword Search: Users can search for multiple keywords using a sin-
gle search request.

(5) Outsourced Decryption: Users can delegate most of the computationally expensive
operation to the public cloud without disclosing any sensitive information.

(6) Prior Authentication: The public cloud can authenticate a user before performing
the costly keyword search and outsourced decryption operations for the user.

(7) Revocation: Revocation is supported in two following ways:

— Complete user revocation: SA can prevent unintended users from accessing its
data.

— Role-level user revocation: SA can revoke one or more roles of a user. The idea
is that the revoked user can no longer use the revoked roles for accessing data,
while the same user should be able to access data using his/her non-revoked
roles if they are qualified enough according to the RBAC access policy.

Security Goals: The proposed scheme should fulfil the following security require-
ments:
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Table I: NOTATIONS

Notation Description

q a large prime number

G1,Gr two cyclic multiplicative groups of order ¢

H,(.),Ha(.) hash functions H, : {0,1}* — Z7 and Hy : Gy — Z;

P set of system authorities in the system

m total number of system authorities in the system

Uy, set of roles associated with a role hierarchy of the
k" system authority

T set of all roles associated with a ciphertext

Ts system authorities associated with a ciphertext

Stp, set of roles associated with the user ID,

Thi i'" role managed by k*" system authority

Ry the set of ancestor roles of r, ;

ID, unique identity of the u'" user

ID, unique identity of the public cloud

RMqx role-manager which manages role r*

ts current timestamp

(1) Data Confidentiality: Any entity, including the public cloud should not be able to ac-
cess the plaintext data unless they have proper roles satisfying the defined RBAC
access policy. This security notion can be captured by Semantic Security. This se-
curity notion is also referred to as Indistinguishability against Chosen Plaintext
Attack (IND-CPA).

(2) Keyword Secrecy: Using unqualified search requests or trapdoors, any entity in-
cluding the public cloud should not be able to learn any useful information about
the plaintext keywords associated with the encrypted data. Similarly, any outsider
(neither the requesting user nor the public cloud) should be able to learn any useful
information about the keywords from the trapdoors. These two security notions can
be captured by Keyword Semantic Security. This security notion is also referred to
as Indistinguishability against Chosen Keyword Attack (IND-CKA).

(3) Forward and Backward Secrecy: Forward secrecy represents that any new user
having qualified roles should be able to decrypt the ciphertexts which are encrypted
before he/she joined the system. Backward secrecy represents that a revoked user
should not be able to decrypt the ciphertexts which are published after his/her
revocation using the revoked roles.

(4) Resistance against Replay Attacks: If one or more valid trapdoor is exposed to an
adversary, the adversary should not be able to launch replay attacks. Many recent
keyword search schemes, e.g., [Sun et al. 2016[, [Hu et al. 2017] are susceptible
to replay attacks if the trapdoors are exposed, as the adversary can re-use the
exposed trapdoors using a fresh random number each time she/he wants to perform
a keyword search.

3.4. Framework

Broadly the proposed scheme is divided into nine main phases, namely, System Setup,
Management of Roles, Public Cloud Key Generation, New User Enrolment, Role Assign-
ment, Data Encryption, Trapdoor Generation, Data Search, and Decryption. SAs initi-
ate the System Setup phase to generate mutually agreed public parameters and master
secret through the SYSTEMSETUP algorithm. SA performs the Manage of Role phase
to initialize its role hierarchy and generates role related parameters (both public and
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secret parameters). It also generates proxy re-encryption keys for the public cloud. It
consists of the MANAGEROLE algorithm. SA generates private and public keys for the
public cloud in the Public Cloud Key Generation phase using the PUBCLOUDKEYGEN
algorithm. In the New User Enrolment phase, SA mainly issues private and public keys
for each registered users through the USERPRIVKEYGEN algorithm. Role-managers
perform Role Assignment phase, where they assign roles in the form of role-keys to
the users based on their responsibilities and profile in the organization. It consists
of the USERROLEKEYGEN algorithm. In the Data Encryption phase, the owner en-
crypts data and associated keywords using a RBAC access policy. It consists of the
ENc algorithm. To perform keyword search as well as outsourced decryption, the users
generate trapdoors in the Trapdoor Generation phase using the TRAPGEN algorithm.
The public cloud performs the Data Search phase, which consists of AUTHENTICATION,
KEYSEARCH, and PARTIALDEC algorithms. In the AUTHENTICATION, the public cloud
authenticates the requesting user and checks freshness of the keyword search request
(i.e., trapdoor) to prevent any replay attacks. In the KEYSEARCH, the public cloud per-
forms keyword search operation on the encrypted data using the received trapdoor.
In the PARTIALDEC, the public cloud performs outsourced decryption operations. In
this algorithm, the public cloud partially decrypts the ciphertexts which are returned
by the KEYSEARCH algorithm. Finally, the user performs Decryption phase to decrypt
all the partially decrypted ciphertexts received from the public cloud. This phase com-
prises DEC algorithm. A brief overview of the different algorithms of these phases are
explained next. The notations used in this paper are shown in Table

— SYSTEMSETUP ((PP, {MS}vkes) < 1*): It takes a security parameter A as input. It
outputs public parameter PP and master secret MS, for each SA in the system.

— MANAGEROLE ((RPy, {PK, by cu, - {RSux burscu,

{PKeyIE} ) — (’H, PP)): It takes a role hierarchy H and public
Ti vrk eR p \{rF} N

i Vri €Wy
parameter PP as input. It outputs role secret parameter RPy, and for each role r* ¢

Wy, it outputs the role public key PK, «, role secret RS« and proxy re-encryption keys
PKeylrE.

— PUBCLOUDKEYGEN ( (Priv¥, Pubt¥, Pub?) « (PP,MSy, ID.) ): It takes public param-
eter PP, master secret MS, and identity ID. of the public cloud as input. It outputs a
private key Privk and two public keys (Publ¥, Pub?) for the public cloud.

— USERPRIVKEYGEN ( (SK¥, ,Pub%, ,USyp,) < (MSg,PP,ID,)): It takes master secret

MSy, public parameter PP, and unique identity of a user ID, as input. It outputs a
secret key SK¥; , a public key Pubf, and a user secret USyp, for the user ID,.

— USERROLEKEYGEN ((RK}",RK") « (PP, US1p,, RSy, t,x)): It takes public parameter

Tk
PP, user secret USyp,, and role secret RSy, role related secret ¢, € Z; of r* as input.

1
k 9
rx

It outputs two role-keys (RK};",RK>") associated with the role r* for the user ID,.

—ENC ((C’]I‘ < (PP,Publ¥ PubZ M, W, T, I‘q>)>: It takes public parameter PP, both the

public keys (Publ¥, Pub?*) of the public cloud, actual plaintext message M, keyword
set W (associated with the actual plaintext message M), a RBAC access policy I', and
a set I'g of SAs which are associated with I" as input. It outputs a ciphertext CT.

— TRAPGEN ((Trap,v) < ({RKi;“,RKi;“}WQeSmu,SK‘I‘D“,SIDH, w)): It takes both the role-
keys (RK;",RK;"), secret key SK¥, , user role set S, of a user ID,, and keyword w as

input. It outputs a trapdoor Trap and a random number v € Z.
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— AUTHENTICATION ((1/31 /L) ({Privg}\,keerrap,Pub‘I‘Du,IDu,ts’)): It takes pri-

vate keys of the public cloud Priv¥ issues by all the system authorities in the set 'y,
trapdoor Trap, public key Pub%, of a user ID,, identity ID, of the user, and current
timestamp t¢s’ as input. If the user ID, is legitimate and the trapdoor was not previ-
ously issued, it outputs V3 for a successful authentication. Otherwise, it outputs L
which represents either an unsuccessful authentication or an invalid trapdoor.

— KEYSEARCH ((CT/ 1) + (CT, Trap, V}?)): It takes trapdoor Trap, V;* and a cipher-
text CT as input. It outputs the ciphertext CT if and only if for all 7¥ € T there is
rk € Sip, such that 7¥ € R » and the keyword w associated with the trapdoor has a

match with a keyword associated with the ciphertext CT. Otherwise, it outputs L,
which represents an unsuccessful search operation.

—PARTIALDEC (CT’ + (CT, Trap, {Priv&}vier,,Sm,)): It takes the ciphertext CT,
trapdoor Trap, private keys PrivE of the public cloud associated with the system
authorities in I'y, and user role set Sip, as input. It outputs a partially decrypted
ciphertext CT’.

—FULLDEC(M <« (CT',Privyp,,v)): It takes the partially decrypted ciphertext CT’,
user private key Privyp , and v as input and outputs the actual plaintext message M.

3.5. Security Model

The two games, namely, Semantic Security against Chosen Plaintext Attack (IND-CPA)
and Semantic Security against Chosen Keyword Attack (IND-CKA) are used to define
the security model of the proposed scheme. These two games are defined next.

3.5.1. Semantic Security against Chosen Plaintext Attack. The semantic security of the pro-
posed scheme defined on Chosen Plaintext Attack (CPA) security under Selective-ID
Modelﬂ The CPA security can be illustrated using the following security game IND-
CPA between a challenger C and an adversary A;.

INIT Adversary A; sends a challenged role set I'*, a keyword w and two identities
ID}, ID} to the challenger C.

SETUP Challenger runs the SYSTEMSETUP algorithm to generate public param-
eters and master secrets. Challenger C generates role public keys, role secrets and
proxy re-encryption keys using the MANAGEROLE algorithm. It also generates public
and private keys using the PUBCLOUDKEYGEN and USERPRIVKEYGEN algorithms.
Challenger C sends the public parameter, role public keys, proxy re-encryption keys,
public and private keys to the adversary A;. It keeps the master secret and role secrets
in a secure place.

PHASE 1 Adversary A; submits a role set S* to the challenger C for role-keys so that
there exits at least one role v} € S* such that r; ¢ R,s, where r} € I'*. Challenger
C runs the USERROLEKEYGEN algorithm to generate role-keys for the adversary A;.
Adversary A; can send queries for the role-keys to the challenger C by polynomially
many times.

CHALLENGE When adversary .A; decides that PHASE 1 is over, it submits two equal
length messages Ko and K, which were not challenged before, to the challenger C.
Challenger C flips a random binary coin w and encrypts message X, using the ENC
algorithm for the challenged role set I'*. Challenger C sends the encrypted message of
K, to adversary A;.

PHASE 2 Same as PHASE 1.

7In the Selective-ID security model, the adversary must submit a set of challenged roles before starting the
security game. This is essential in our security proof to set up the role public key (please refer Section [6.1
for more details).
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Fig. 2: Sample Role Hierarchy (RH)

GUESS Adversary A; outputs a guess w’ of w. The advantage of winning this game

for adversary A, is Adv\ "~ = |Priv’ = w] - 3.

Definition 3.1. The proposed scheme is secure against chosen plaintext attack if

Advi{f D=CPA s negligible for any polynomial time adversary A;.

3.5.2. Semantic Security against Chosen Keyword Attack. The semantic security of the pro-
posed keyword search scheme defined on Chosen Keyword Attack (CKA) security un-
der the same Selective ID Model as described in Section The CKA security can
be demonstrated using the following security game IND-CKA between a challenger C
and an adversary As.

INIT Adversary A, sends a set of challenged roles I'* and two identities ID}, ID} to
the challenger C.

SETUP Challenger runs the SYSTEMSETUP algorithm to generate public param-
eters and master secrets. Challenger C generates role public keys, role secrets and
proxy re-encryption keys using the MANAGEROLE algorithm. It also generates public
and private keys using PUBCLOUDKEYGEN algorithm and a public key using USER-
PRIVKEYGEN algorithm. Challenger C sends the public parameter, role public keys,
proxy re-encryption keys, public and private keys to the adversary A,. It keeps the
master secret and role secrets in a secure place.

PHASE 1 Adversary A, submits a set of roles S* and a keyword w to the challenger
C so that there exits at least one role r* € S* such that 7% ¢ R,«, where r¥ € T*. Chal-

lenger initiates the TRAPGEN algorithm to generate a trapdoor for the adversary A,.
Finally, challenger C sends the generated trapdoor to the adversary A,. Afterwards,
adversary A, can send queries for the trapdoor to the challenger C by polynomially
many times.

CHALLENGE When adversary A, decides that PHASE 1 is completed, it submits two
equal length keywords wy and w;, which were not challenged before, to the challenger
C. Challenger C flips a binary coin w and encrypts keyword w,, using the ENC algorithm
for the challenged role set I'*. Challenger C sends the encrypted ciphertext of w,, to the
adversary As,.

PHASE 2 Same as PHASE 1.
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GUESS Adversary A, outputs a guess w’ of w. The advantage of winning this game

for adversary Aj is Adv'P~“"4 = |Priw’ = w] - 1|.

Definition 3.2. The proposed scheme is secure against the chosen keyword attack if
Advig D-CKA i5 negligible for any polynomial time adversary As.

4. PRELIMINARIES

This section presents an overview of a role hierarchy and bilinear pairing. It also
presents an overview of a group key distribution mechanism and a mathematical as-
sumption which is used in this paper.

4.1. Role Hierarchy notations

In the proposed scheme, roles are organized in a hierarchy where ancestor roles can
inherit access privileges of its descendant roles. Figure [2| shows two sample role hi-
erarchies, namely Role Hierarchy 1 (Figure and Role Hierarchy 2 (Figure [2b). We
consider Role Hierarchy 1 (Figure as an example to define the following notations
of a role hierarchy.

—rF: root role of a role hierarchy. We assume that in any role hierarchy there can be

only one root role.
—WU,: set of all roles in the role hierarchy. For example, Y, =
{7"7,,’/“1,TQ,TB,T4,T5,T6,T7,Tg}k

—R,.»: ancestor set of the role 7} kork rk
k3

_ k .k o ok .k Kk _
. For example, erg = {TT,rl,7"2,7’4,7'5,1"6,7'7,7’8},er5 =
k .k .k .k _ k .k .k .k ..k
{Tr7’l"1,7’2,7‘5}anderg—{7’7,,7"177"2,7’4,7’6}.

4.2. Bilinear Pairing

Let G; and Gt be two cyclic multiplicative groups of order ¢. Let g be a generator of
G1. The bilinear map ¢é : G; x G; — Gt has the following properties:

— Bilinear: é (¢g*,¢") = ¢ (9,9)", Vg € Gy and V(a,b) € Z;
— Non-degenerate: ¢ (g,g) # 1
— Computable: é(g, g) is efficiently computable for all g € G,

4.3. Group Key Distribution

In [Burmester and Desmedt 2005]], Burmester et al. proposed a two round group key
distribution scheme using the concept of Diffie-Hellman assumption. Their scheme
works as follows:

Let U = {IDy, ID,,...,ID,} be the group of n users. Suppose the users are arranged
into a cycle. To compute a group key among the users, each user ID; € U selects a
random secret number «; € Z; and broadcasts x; = g% where g is a generator of group

G1. Afterward, it publishes X; = (—1)“ Finally, each user ID; in the group computes

a common key CK = g‘“"12+a2"1¢"+"'+‘;"'“1 without knowing others’ secrets and without
disclosing the common key to any other unintended entities.

4.4. Decisional Bilinear Diffie-Hellman (DBDH)

Let G; and G be two cyclic multiplicative groups of order ¢. Let g be a generator
of G; and ¢ : G; x G; — Gt be an efficiently computable non-degenerate bilinear
map. The Decisional Bilinear Diffie-Hellman (DBDH) Assumption is defined as fol-
lows: No probabilistic polynomial time adversary is able to distinguish the tuples
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Fig. 3: Sample Role Key H1erarchy (RKH)

<g,g“,gb,gc, 7 = é(g7g)abc> and (g,9% ¢°,9° Z = é(g,9)") with non-negligible advan-
tage, where (a, b, c, z) € Z; are randomly chosen.

5. PROPOSED SCHEME

This section presents the proposed scheme in details. First, a brief overview of the
proposed scheme is presented, followed by its main construction.

5.1. Overview

The main goal of the proposed scheme is to enable the owners to enforce RBAC access
policies on the encrypted data so that only the users with the authorized roles can
perform the keyword search along with efficient data decryption. To achieve this, the
proposed scheme devises a novel RBE technique that enables only the users having
authorized roles satisfying the specified RBAC access policy to delegate the keyword
search capability to the public cloud without disclosing any sensitive information. To
reduce decryption cost at the user side, the devised RBE technique also enables the
authorized users to delegate computationally expensive cryptographic operations to
the public cloud.

In the proposed scheme, each organization is allowed to maintain its own role hi-
erarchy, and each role hierarchy is associated with a Role-Key Hierarchy (RKH). In
Figure 3] a sample RKH is shown Each node in a RKH represents a role, and each
role (except the root role), say r¥, is associated with a role public key, say PK, «. In addi-
tion, each role (except the root role) is associated with a set of users who have that role
and the users are assigned with a unique pair of role-keys for each role they posses
The role-keys are generated in such a way that the user can use them to compute trap-

81In our proposed scheme, the root role, i.e., 7¥ is not assigned to any users, and it is internally managed by

the SA. As such, we do not consider any user set with the root role in the Figure
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doors to perform a keyword search over the ciphertexts, which are encrypted using a
role public key of any descendent role. The same trapdoor can also be used to perform
the outsourced decryption operation. This in turn enables the users to gain access to
the actual plaintext data. This process is illustrated as follows. Let us assume that the
owner wants to authorize all the users having access privileges for the role r¥ to have
access to data. The owner encrypts the data and the associated keywords us1ng the role
public key PK.x. Any user who possesses any one of the roles in R, = = {rk r¥ rk vk rk}
can search and decrypt the encrypted data using their respectlve role-keys. That is,
the user possesses a qualified role for accessing the ciphertext. Similarly, if the owner
encrypts data and associated keywords using the role public keys PK.x and PK.x, then
any user who possesses roles in R,x = {r,7{} and R.x = {rf,rj,r5,7}} respectively
can perform keyword search and data decryption using their respective role-keys.

To support multi-organization data sharing, the proposed scheme takes advantage of
an existing group key distribution protocol to generate a common master secret for all
the participating organizations. This master secret is used for generating the system
parameters, including public parameters and master secrets of each organizations.
This allows a user to possess more than one role from different organizations. More
details are given in the following subsection.

5.2. Construction
A detailed description of all the phases of the proposed scheme is presented as follows.

5.2.1. System Setup. In this phase, the system authority of each organization mutually
publishes the system public parameter, and they generate their own master secrets.
This phase consists of the SYSTEMSETUP algorithm which is defined next.

SYSTEMSETUP ((PP, {MSy}vkes) < 1%). It chooses two cyclic multiplicative bilinear
groups G; and Gr of order ¢, where ¢ is a large prime number. It also chooses a
generator g € Gi, random numbers {7, jix, Xk }viee € Z; and two hash functions
Hy - {0,1}* — Z3, Hy : Gy — Z;. Afterward, all the system authorities follow a group
key generation protocol, as described in Section to compute a shared secret ¢¥,
where y = y1 - yo + Y2 - Y3 + ... + Ym - y1 and m is the total number of system authorities.
Afterward, it computes Y = é(g, g)¥ and h} = ¢"*, and then publishes the system pub-
lic parameter PP = (G1,Gr, g,é, Hy, Ha, Y, {h{}vieco ). Each system authority, say k"
system authority SA,, keeps master secret MSy, = (¢¥, i, ik, Xx) In a secure place.

Remark 5.1. All the system authorities can check validity of Y by comparing
é(g¥,9) Ly, Also, any number of new system authorities can be added in the system
at any time by sharing the existing group secret key, i.e., g¥.

5.2.2. Management of Roles. In this phase, a system authority generates the role re-
lated parameters. Suppose the system authority SA, wants to initialize a role hier-
archy H. The system authority SA, generates role secrets RS« and role public keys

PK, for each role r¥ associated with . It also computes proxy re-encryption keys
{PKey }rk €R 1\ (7)) for each role r¥ (except the root role) associated with the role hi-

erarchy #. Tt stores the role public keys in its public bulletin board and keeps the
role secrets in a secure place. It also shares each role secret to its corresponding role-
manager. That is, the role secret associated with r¥, i.e., RS« is shared with the role-
manager which manages 7%, i.e., RM,. «. Moreover, the proxy re-encryption keys are sent

to the proxy-server (i.e. pubhc cloud) using secure-channels. This phase consists of the
MANAGEROLE algorlthm which is defined next.
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MANAGEROLE ( (RPk, {PK,» byrb e, s {RSI»; ok ew,

{{PKey k}v beR o\ k}} ) — (H,PP)). It selects random numbers
" k " k e

Vri €Wy
{t,x bvrrcw, € Z;. It computes role secrets RS, role public key PK,» = <PK e R k>

i 70

and proxy re-encryption key {PKeyf;(}v,.k cr .\ () for each role rf € (U}, \ {rf}), where

RSy = H tT;_c

VrEeR i
Il kep , bk
rher ;. Lok
PKyp=g ' %"
PKeys — t
Vi = o

vrk eR,k\{ri}

R, is the set of ancestor roles of r* and role secret parameter RP, = <{trlp}we\pk>.

The system authority sends each secret role parameter and role secret associated with
arole to the role-manager which is responsible of its management. For example, secret
role parameter ¢, K and role secret RS« are shared with the role-manager RM,«. Note
that the root role is internally managed by the system authority. As such, no proxy
re-encryption key, role secret key, role public key are generated for the root role.

5.2.3. Public Cloud Key Generation. In this phase, a system authority generates keys for
the public cloud. Let the system authority SA; wants to issue keys for the public cloud.
It computes a private key Priv¥, two public keys (Publ¥, Pub®*) and sends the private
key Privt to the public cloud us1ng a secure-channel. It stores both the public keys
(Publk Pubgk) in its public bulletin board. This phase consists of the PUBCLOUDKEY-
GEN algorithm which is defined next.

PUBCLOUDKEYGEN ( (Privk, Publ*, Pub?) <« (PP,MSy,ID.)). It computes a private
key Privk and two public keys (Publ*, Pub?*) for the public cloud as follows:

H; (Idc) y-H; (IDc)

PI‘iVﬁ :HQ( (gU)T ) = HQ(QT)
Publk :g#kprivﬁ
C

2k ___x-Privk
Publ™ =g °

5.2.4. New User Enrolment. A system authority initiates this phase when a new legit-
imate user, say ID,, wants to join an organization, say k" organization The system
authority SA, generates a secret key SK¥, and public key Pub¥, for the user ID,. It also
generates a user secret USyp, which is shared with all the role managers under its con-
trol. SA, sends the secret key SKf;, to the user ID, using a secure-channel and keeps the
public key Pubf, in its public bulletin board. This phase comprises the USERPRIVKEY-
GEN algorithm which is defined next.
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USERPRIVKEYGEN ( (SK%, , Pub¥, ,USp, ) < (MSk,PP,ID,) ). It issues a pair of secret
key SK%, = (Privyp,,Priv¥y ), public key Pub¥, , and a user secret USy, as follows:

PriVIDu :H2 ((gy)Hl(IDu)) — H2 (gy'Hl(IDu))
Privip, Xy y-Privip +xk
PrivlfDu =(¢¥) % -gm =g ™

Ho (PrivlfDu)
ko Pri
Pubk, =g

USIDu :<gy)Privmu . ng — gy'PriVIDqu/J«k

Note that all the system authorities compute the same private key Privyp, for the user
ID,. Hence, the user ID, needs to keep only one copy of it.

5.2.5. Role Assignment. In this phase, a role-manager assigns roles to a legitimate user.

Suppose the role-manager RM.« wants to assign a role r¥ to the user ID,. To do so, RM,x
computes two role-keys (RK};",RK>") for the user ID, and sends the role-keys to the user

rk >

ID, using a secure-channel. Th1s phase comprises the USERROLEKEYGEN algorithm
which is described next.

USERROLEKEYGEN ((RK}",RK%") < (PP, USrp,, RSy, t,+)). Let’s say, user ID, is as-
signed with the role r* - RMpx computes the role-keys RKlku and RK " as follows:

rk’

Y Privip, +pg
1 IT % t ok

RKi&u = (USIDu)R = g "5 €K, rk "

1 y-Privip, +Hp

RK' = (USp,) ™% =g

5.2.6. Data Encryption. In this phase, the owner encrypts the plaintext data and then
outsources the encrypted data to the cloud storage servers. The owner first encrypts
the plaintext data using a random symmetric key by following a secure symmetric key
encryption algorithm (e.g., Advanced Encryption Standards). The owner then chooses
a set of keywords associated with the actual plaintext data and encrypts the chosen
keywords along with the symmetric key using our proposed ENC algorithm. Finally,
the owner combines both ciphertexts (i.e., symmetric key and actual plaintext data
components) into one archive and outsources the archive file to the public cloud. The
ENC algorithm is defined as follows:

ENC ((CT <+ (PP, Publ¥, PubZ M, WJ‘,F@)). Let an owner of the k" organization

wants to share a plaintext message M with the users who possess access rights for
the roles in I'. Let w be a keyword from the keyword space W. First, the owner chooses
a random number K € Gr and encrypts the plaintext message M using K by follow-
ing a symmetric key encryption algorithm. Afterward, the owner encrypts the random
number K along with the keyword w using the role public parameters of the roles in T".

The owner chooses random numbers ({d,«, ’,\}W er) € Z;, where d; = rier ks
dj = rer d,x and d = d; + d;. The owner also computes {d; = > wrkerny,) & k}VkeI‘(?

and {d;, = ZW rernuy) @ k}VkEFq» Finally, the owner generates a ciphertext CT =

<EncK( ), C1, C2, C3, {Cur, Cyy bvrers, {Crr, O }Vr?eF,F,I‘¢> for the plaintext message
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M, where:
C,=K-Y?=K. é(g7g)y~d
& :(h]f)dj = g"k'dj
C3 =(Pub®)% = gxk'Privlé-dj
Cyp = (Pubik)d"‘ — ghePrivid

d’ Dok, 7
C:Lk _ (Pubik) ko guk Privi-dy

o dHi(w) Hl(w)‘drf’ Hr;?ekrk trf
= (Pg) T =g 1
d - Hi(w) Hl(w)'d;?’ HT’;’CG’R k tr?‘"
i — v b i

Cre = (PRy)

Note that the data owner embeds the hashed value of the keyword, i.e, H; (w) for some
roles in I" only (this fixed position can be seen as part of the public parameter).

5.2.7. Trapdoor Generation. In this phase, a user generates trapdoor Trap using his/her
secret keys and the keywords of his/her choice for delegating keyword search capabil-
ities to the public cloud. The user sends the trapdoor Trap along with the associated
roles to the public cloud using a secure-channel. This phase comprises the TRAPGEN
algorithm which is described next.

TRAPGEN ((Trap,v) + ({RKL", RKi,’(u}W;; €Sm, » SKip, » St,, w)). Suppose the user ID,
who possesses roles Sip, wants to access the ciphertexts associated with the keyword
w of the k" organization. User ID, chooses a random secret v € Zy, current timestamp

ts, and then he computes a trapdoor Trap = <t7“17 try, trs, tra, {L‘r;;g , trfz Fork €Sm, » Sto, ts>,
where:

[Privyp, + ts]v

H, (PriVII‘Du)

[y~PrivIDu+xk]~v
_ P —
tro = (PrleD“) =g Tk

Privyp, +1s
t’l“l =
H, (Privip)

v
t7”3 =g Privip,

[y-Privip, +pp]v

"~ Hq(w)- t
i ) i (@) p 1 (w) Hv'}ceﬂ‘irk ’f
= x

v [y-Privip, +up]v
2,u) Hi1(w) Hy(w)-t g
) =g rk

The user ID, keeps the random secret v in a secure place for decryption of the cipher-
texts in Section

5.2.8. Data Search. In this phase, the public cloud performs a keyword search oper-
ation on the ciphertexts using the trapdoor received from the requested user ID,.
This phase consists of the AUTHENTICATION, KEYSEARCH and PARTIALDEC algo-
rithms. In the AUTHENTICATION algorithm, the public cloud authenticates the user
and checks freshness of the keyword search request. In the KEYSEARCH algorithm,
the public cloud performs all the search related operation for finding the ciphertexts
which have a matching keyword with the trapdoor received from the user ID,. This will
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be done if and only if the user is legitimate and the keyword search request is valid.
In the PARTIALDEC algorithm, the public cloud partially decrypts the ciphertexts and
finally sends the partially decrypted ciphertexts to the user ID,. The details of these
algorithms are given next.

AUTHENTICATION ((V;/ 1) « ({PrivE}Vkeré,Trap,PubLI‘Du,IDu,ts’)>. Before per-

forming computationally expensive operations, the public cloud first authenticates the
requesting user. During the authentication process, the public cloud also checks the
freshness of search request by comparing the timestamp ¢s associated with the trap-
door to its own current timestamp ts’ for preventing replay attacks. If the authenti-
cation fails or if the timestamp associated with the trapdoor represents a past time,
the public cloud aborts the connection, i.e., returns L. Otherwise, it performs keyword
search operations defined in the KEYSEARCH algorithm. To authenticate the user and
check the freshness of the request, the public cloud computes U’, V!, Vi and V3, based
on its known {Priv¥}yicr,) keys, where:

v= 1 =

Vkels

1
_ H (gukPrivi»d;)Pri"lg

Vkels

:gEVkqu, e d,
Vi = ((Publy )™ )

[Privip, +ts]v

ok -
Hy (P.nvmu ) Ho (pmlfDu ) > o
—=¢ g Privip, . g Vkelg Mk Ok

/! v-ts A
—é (gv’ gZVkeI‘(I, Wv'dk) .é (gPriVID“ 7gZVkeI‘(I) Mk dk)

’
vts Yvkelg Mk Ik

)v ZV}CGF(I) ey, .6 (97 g) Privip,

=e (9,9
Vi =é ((trs)"*,U)

v-ts ’
—é (gPriVID“ 7ngker¢ #k'dk)

vits Nykerg Hk d

=é(g,9) ™
(

N -d,
—=e gv) gzvker‘b Hrle G k)

—é (97 g)” ZVA:qu) ps-dy,

Now, the public cloud checks whether V}! = V2 - V3. If the equation holds, the public
cloud performs the operations defined in the KEYSEARCH algorithm. Otherwise, it
aborts the connection.

Proof of consistency:

’
vts Yvkelg Mk dy

Vll —¢ (g’ g)v >vkery prdy, 6 (g’ g) v, — V13 . V12
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KEYSEARCH ((CT/ 1) <« (CT,Trap,V;?)). Suppose the user ID, possesses a
role set Sy, and wants to access the k!'* organization’s data. Suppose CT =

<EnCK(M)a Clv CQ» 037 {C4k’ C:Lk}VkGFw {Crf y C;f }Vrfel“’ T,
Fq>> is the ciphertext of the k" organizatioh on which the public cloud wants to per-
form the keyword search operation, where for all 7* € T, there is at least one r* € Syp,
such that r¥ € R «.

The public cloud computes Vrl;; and V,. While computing Vrl;g , two cases are considered

which are as follows:
Case 1:if ¥ == 7, then

1 _ 4 1 ’
‘/;1; =€ (t’l"rlg,CT?>

[U'PTiVIDu+Mk]U ,
A Mokeg , fok H1(w)d g Tlkeg | tor
:é ik Ty i i~k J

g g

[y'PTiVIDqu#k]'U'd;k

iy (as Rr’; = Rr’,‘”)

i

=é(9,9)

R [y-Priv “]v‘dlr R uk‘vd;
=é(g,9)" " -élg,9) :

Otherwise, Case 2: if r* € (R,,.{c \ {rf}) (let v = [y - Privp, + ux))
PKeyrE
(o)™

) 1
" A T 1 H .d’ .
10Ty Toker vioky ok (W) dp Tl ke t@)

=e <g , g

=elyg ' g
R yv-d

=é(g,9)
~ [y'PTiVIDu"er]U'd/Tk

=¢é(9,9) :
R [y-Priv u]v»diﬂ R p,k-'u-dlr

=é(g,9) v -élg.9) g

v -TI v

R [y-Privip,Jv-> d;‘ R vy /J,k-d;‘ X

= ( ) ) . Pee (g’g) :
. Privi,Jv-d; 4 v 30 peed! g

=é (g, g)V Pl h g (g, g) :

Now, the public cloud computes V3, where
R .Pri di . v prd
Ve _ Eg.g)"T e (g,9)" = ¢ (g,g)V TR
N é(g,g)" =r 9

Note that é (g, 9)" Lmdik _ g (g,9)" = "9 (Please refer Section .
Afterward, the public cloud computes Vy, V5 and Vi, where
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V4 :é (t’l‘g, CQ)

[y~Ptiv1Du +xk] ‘v
=élg g™

y-Privip, +xk]~v'(ij

=é(g.9)"
—é (g, g)! T g (g g)Re D
1 N ' |
Vs =é ((”'4) Prive | 03) =é (g"ri"‘é , gxk'PHVﬁ'dj) —¢ (g,g)xk-vda
5 -Pri vedi A Xe-v-d
Vi _Vl . e(g)g)y Privip, v-d; .e(g’g) kv d; . y Privad;-o
¢ _V N 5 XU dj =e€ (979)
2 é(9,9)

Finally, the public cloud compares V5 and V;. If both are equal then it performs the op-
erations defined in the PARTIALDEC algorithm (described in Section[5.2.8). Otherwise,
it aborts all the operations and outputs |, which means that the ciphertext does not
have the desired keyword.

PARTIALDEC (CT’ + (CT, Trap, {Priv&}viery,Sim,)). In this algorithm, the public
cloud partially decrypts all the ciphertexts returned by the KEYSEARCH algorithm.
Suppose ciphertext CT = <EDCK(M)701,CQ,03,{C4k704/1k}v1€6[‘(1),{CTE,O;k}va:EF7F,F@>
has a matching keyword with the trapdoor Trap. To partially decrypt the ciphertext
CT, the public cloud first computes V;,C and V7. Similar to V#, the computation proce-
dure considers the two following cases to compute V:k

Case 1:if r* == rF, then

~ 1
Vi =é (tri k
rt O
[y-Privip, +1g]v H d
Hi (w1l g - t g w)- . t i
1 (w) H7,?€RT§ '; 1(w) rk Hr;?ewrf 7‘}”

elyg

T

=i (g,g) T (as Ry = R 1)

. ly-Priv u]v-dr, . prvd g
=é(g,9)" T -e(g,9)
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Otherwise, Case 2: if ¥ € (R,,.éc \ {rf}) (let v = [y - Privp, + ux))

ok
PKey ¥
T _ 2 rf
‘/71; =€ <(t7‘71;) 5 CT?)

v 1
Hy(w)t t H -d t
(g 1(w) rk HvT}“emrf\{r’;} rj? 1(w) vk H’"J,%R,f rf)

:é s

Y-
t o
o Toker , Gk duIlbcn , tor
—¢ 3k T i P
=elg y 9

)V'U'drlc

=¢ (9,9 :
. [y-Privip, +prlv-d
=é(9,9) :

[y-Privip,Jv-d i prv-d g

(
(
(979) i é(g’g) :

~ -Privyp, |v- d . v d
V7 = HV;"E 26(979)[91’ } Z Tf .e(g’g) Z#k Tf

[y-Privip,|v-d; vy Hk'd7,i_«

=¢é(9,9) -€(9,9)

The public cloud knowing its private key {Priv¥}yicr, computes U and Vg, as follows:

1
1 - N
U= H (C4k)1>riv§ — H (guk-Priv'Cde)P“"lé _ ngkerq, H-dr
Vkel s Vkel's

Vs =é (trg,U) = ¢ (g”,gzwer@ “k'dk) = & (g, g)" Zvwers it

Now, the public cloud computes Vy, where:

[y-Privip,Jv-d; P (g) g)v Eﬂk'drf

Vi _e(9,9)
Vs é(g,g)vzﬂk'dk

)y-Privmu di-v

Vo= =é(9,9

Note that é (g, ¢9)" Lomkdek _ g (g,9)" ="+ (Please refer Section .
The public cloud computes V;, where:

Vio =V6 - Vo
=é(9,9)
=é(g,9)
=é(9,9)

y-Privip, -d;-v y-Privip, -d;-v

-¢(9,9)
y-Privip, -v[d;+d;]

y-Privip,-v-d

Finally, the public cloud sends the partially decrypted ciphertext CT' =
(Encg(M), C1, Vip) to the user ID,.

5.2.9. Decryption. In this phase, the user ID, decrypts the received partially decrypted

ciphertext CT’ using his/her private key Privyp, and random secret v. This phase com-
prises the FULLDEC algorithm which is described next.
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FULLDEC(M < (CT',Privp,,v)). It computes K from the ciphertext CT’ using
his/her secret keys, privy, and v.

N d . d
o G K-é(9,9)" _K-é(g,9)"
(‘/'10)"“"1113\1‘“ (é (g g)y'PriVIDu'U'd) PrivIID“.v é (g7g)yd

Finally, user ID, gets the actual plaintext data by decrypting Encg(M) using K and re-
moves the random secret v from his/her database.

5.3. Conjunctive Keyword Search

Many times a user wants to perform multiple keyword search using a single search
request instead of sending multiple single keyword search requests. This property
is called the Conjunctive Keyword Search. The proposed scheme can provide con-
junctive keyword search with the following modifications. The owner computes mod-
. . d k- TTHi(wsi) e THHL (i) Tk, tor
ified ciphertext components C,x = (PKy) =g LA

d' . T] Hi(w; d;z,-, [TH1(wi) T, % tk L.
. = (PKy) oy THHL () _ g’ 75 "9 Similarly, a user computes trapdoor

i

and

components tr}, = (RKi;“) D and tr2, = (RKf;“) ) 1t can be observed that,

our conjunctive keyword search mechanism does not introduce any additional over-
head in the system.

5.4. Revocation

In the proposed scheme, a SA can revoke a user in two ways, namely complete user
revocation and role-level revocation. The former revocation method means that the
user can no longer access any data belonging to that organization. The later revocation
method represents that if one or more roles of a user is revoked, the user can still access
data with his/her non-revoked roles if they are qualified enough according to the RBAC
access policy.

The complete user revocation is achieved by revoking the public key Pubf, of the
user, so that the public cloud do not use it during the authentication process in the
AUTHENTICATION algorithm defined in Section[5.2.8] To do that, SA removes the pubic
key Pubj, of the revoked user ID, from its public bulletin board, which can be done
easily.

For the role-level revocation, the SA updates all the parameters related with the
revoked role. Suppose the SA wants to revoke a role 7* from one or more users. To do
that, the SA first chooses a fresh random number t/, € Z; and updates all the parame-

+

T

oo

ters related with the revoked role 7. The SA computes updated public keys (PerJ;) o
t' kot

role secrets <RSI1J; . k ) and proxy re-encryption keys (PKeyi;’ L ) related with the
£

tok tok

revoked role r; (i.e., for all r¥ such that r} € R,:), where ¢, is the previously cho-
J i

k

. to the public cloud

-k

t/
sen random number associated with r?. The SA then sends the -

for re-encryption of the stored ciphertexts associated with the revoked role rF. It also

bk

sends ; = to the corresponding role-managers for updating the role-keys associated

with the revoked role k.
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’ ’

t t
ok ok
2

t K

The public cloud re-encrypts the ciphertext components (CT;_C) “* and (Of» k) i for
all ré? such that r¥ € R,.. This is essential to prevent the revoked users from accessing

the data using the revoked role (i.e., Backward Secrecy).
Moreover, to enable the other non-revoked users for accessing the re-encrypted ci-
phertexts, the concerned role-managers need to send updated role-keys to the non-

revoked users (i.e., Forward Secrecy). The updated role-keys are computed as follows:

t t
vk ok
A

t7 '_ f’77
i) (RKL’(“) "¢ for all the non-revoked users who possess 'rf and ii) (RK?;“) ¥ for all the
i j

non-revoked users who possess 7%, such that rj € R ;.
J

6. ANALYSIS

This section first presents security analysis of the proposed scheme, followed by its per-
formance analysis. In the security analysis, we demonstrate that the proposed scheme
is secure against chosen plaintext and chosen keyword attacks. In the performance
analysis, we present a comprehensive performance analysis of the proposed scheme
along with its experimental results.

6.1. Security Analysis

6.1.1. Security against Chosen Plaintext Attack. CPA security of the proposed scheme can
be defined by the following theorem and proof.

THEOREM 6.1. Ifa probabilistic-polynomial time (PPT) adversary A; wins the CPA
security game as defined in Section[3.5.1|with a non-negligible advantage ¢, then a PPT
simulator B can be constructed to break the DBDH assumption with non-negligible
advantage 5.

PRrROOF. In this proof, we show that a simulator 55 can be constructed to help an
adversary A; to gain advantage § against our proposed scheme.
The DBDH challenger C chooses random numbers (a,b, ¢, z) € Z; and flips a binary

random coin I. It sets Z = é(g,9)*"° if | = 0 and Z = é(g,g)* otherwise. Afterwards,
challenger C sends A = ¢*, B = ¢*,C = ¢° and Z to the simulator B, and it asks the
simulator B to output /. Now simulator B acts as a challenger in the rest of the security
game.

In the following game, simulator B interacts with the adversary A; as follows:

INIT Adversary A; sends a challenged role set I'*, a keyword w and two identities
(IDg, ID}) to the simulator B.

SETUP Simulator B chooses random numbers {Cx, 9, ok }vkco € Zy. It also chooses
random numbers {a,:}vicv, vkes € Z;. Simulator B computes Y = e(g,9)" =

bl % ok
ViR T

é¢(A,B),{hf = g"%* = B%}yireq. Simulator B also computes PK,x = g

[yker @
vrier

ke
B 7 for all r* € W, where 1 < k < m. Moreover, simulator B computes

r
{PKeyrl; = Hvrf €R o \{rh) arf} k . where 1 < k < m.
: vrk eR j
wER {777} vrkew,

ACM Transactions on Embedded Computing Systems, Vol. V, No. N, Article A, Publication date: January YYYY.



A:24 N. H. Sultan et al.

Simulator B also chooses a random number sp- € Zy and computes h;q: = H;(ID}).
It then computes {Priv, Publ®, PubZ*, Priv¥y , Pub%, }viece and Privyp,, where
abehgs higs
Privlc‘ :H2 (g breg ) = H2 (A?)

hiax

Pubk :gb.ﬁk.privﬁ _ pUkH: (Ao

hiax

.o -Priv® . ok
Pubgk :gb ok -Prive _ B2k Hoy (A

i abs?€+b@k s?)‘T o
PrleDu =g k =A% . gk
oy
Hyola Sk g%k
Ho (Privlfbu) 2
ko s1p* _ S1p*
Puby, =g u =4 u

PriVID“ :SID":

Finally, simulator B sends the following parameters to the adversary A;:
(4,G1,Gr, &, Hi, Ha, Y, {hf }vrea, {{PKet byrtcu, Jvkea,

{{PKey k} } ). Simulator B also sends
vrk eR k\{’fk} Vrrew, Vked

{Priv¥, Publk, Pub2k ,Priviy ,Pubf, }viee and Privip, to the adversary .A. Note that
s&mulator B sends a random number s as Privy, to the adversary A. As the
simulator B chooses sip: in the SETUP and ‘sends it to the adversary A, the simulated
game remains the same as the original scheme.

PHASE 1 Adversary sends a challenged role set S* to the simulator B for role-keys.

Simulator B computes {RKiku, RKrk borkes+ as follows:
For all 7* € S*, simulator B computes

hyg*
a-b-Privip b9y HylA w Yy
1,u HV’V‘ Rk Sk Mg ker , @k My kcp , %k
RK L =g I = A Tk g 3J
I
x
By g
a-b-Privyp b9 Ho\A "Tu 9
b g a5 a5
Ty — Ty . Ty
RKrk = x = A T g x

Finally, simulator B sends {RKik“, RK u}vﬂ;eg* to the adversary A;. Note that distribu-
tion of the role-keys for S* is identical to the original scheme.

CHALLENGE When adversary A; decides that PHASE 1 is over, it submits two equal
length messages K, and X; to the simulator B. Simulator B flips a random binary coin
w and encrypts K, with the challenged role set I"*.

Simulator B first computes h, = H;(w) and chooses five polynomials
q1(z), ¢2(z), ¢3(x), qa(x) and ¢s(x) of degree 2, |I'} |, |T'% |, |T*| and |I'*| respectively, where
I'; represents the set of system authorities associated with I'*, as follows:

— q1(x): Simulator B implicitly sets ¢1(0) = ¢ and randomly chooses the rest of the
points to define the polynomial ¢;(x) completely. Note that ¢;(1) and ¢;(2) values
implicitly represent d; and d; of our original scheme respectively.

— g2(x): Simulator B sets ¢2(0) = ¢1(1) and randomly chooses the rest of the points to
define ¢2(x) completely.

— g3(x): Simulator B sets ¢3(0) = ¢1(2) and randomly chooses the rest of the points to
defined g3(x) completely.
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— qa(x): Simulator B sets ¢4(0) = ¢1(1) and randomly chooses the rest of the points to
define ¢4(z) completely.

— g¢5(x): Simulator B sets ¢5(0) = ¢1(2) and randomly chooses the rest of the points to
define ¢5(x) completely.

Now, simulator B computes a challenged ciphertext CT, =
<Cl, CQ, 03, {C4k, Cflk}v/ger;, {CT? s Cfl‘f }Vrfel“* >, where
Ci =K, - Z
Co :gb'Ck'lh(?) — BSea(2)
h’id*
Oy —gborPrivEa(2) _ por-tz (A7 )ear(2)
hiax
Cup =g> P Prvean®) = powta(47 ) | < < |1y
hiax

C:Lk :gb.ﬂk.Privg-qg(i) — Bﬁk.Hg(A ok )~q3(i)’ 1§ i S I]_—\(>¢i>|

hawb-qa (D) Ty ke er i Yk haw-qa (@) [y, i cp i Sk
J T J T J

Cp =g Si<i<=B
hw-bas () [y ken , @k how-as () [y ken |, @k
C,;I_c:g 35k J’1S7§‘1“* — B 7k T

Note that ¢ (implicitly) can be recovered using the Lagrange’s polynomial interpola-
tion from the values ¢;(1) and ¢;(2), and ¢;(1), ¢1(2) can be recovered from the polyno-
mials ¢4(x) and ¢5(z) if and only if the entity (i.e., adversary .4;) possesses a qualified
set of roles. Hence, the distribution of the ciphertext CT, for I'* is identical to the
original scheme.

PHASE 2 Same as PHASE 1

GUESS The adversary A; guesses a bit w’ which is sent to simulator B. If ' = w then
the adversary 4; wins CPA game; otherwise it fails. If ' = w, simulator B answers
“DBDH?” in the game (i.e. outputs / = 0); otherwise B answers “random” (i.e. outputs
[=1).

If Z = é(g,9)%; then C is completely random from the view of the adversary A;.
So, the received ciphertext CT,, is not compliant to the game (i.e. invalid ciphertext).
Therefore, the adversary A; chooses w’ randomly. Hence, the probability of the adver-
sary A, for outputting v’ = w is 3.

If Z = é(g,9)*°, then adversary A; receives a valid ciphertext. The adversary A;
wins the CPA game with non-negligible advantage ¢ (according to Theorem [6.1). As

such, the probability of outputting w’ = w for the adversary A; is % + €, where prob-
ability e is for guessing that the received ciphertext is valid and probability % is for
guessing whether the valid encrypted message C; is related to X, or K;.

Therefore, the overall advantage Advi{f D=CPA of the simulator B is 1i+e+d)-1=
<o
6.1.2. Security against Chosen Keyword Attack. Chosen keyword attack (CKA) security of
the proposed scheme can be defined by the following theorem and proof.

THEOREM 6.2. If a PPT adversary As; wins the CKA security game defined in Sec-
tion3.5.2|with a non-negligible advantage €, then a PPT simulator B can be constructed
to break DBDH assumption with non-negligible advantage 5.

PROOF. In this proof, we show that a simulator B can be constructed to help an
adversary A, to gain advantage 5 against our proposed scheme.
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The DBDH challenger C chooses random numbers (a,b,¢c,2) € Z; and flips a binary

random coin I. It sets Z = é(g,9)*“ if I = 0 and Z = é(g,g)° otherwise. Afterwards,
challenger C sends A = g%, B = ¢*,C = ¢¢ and Z to the simulator B, and it asks the
simulator B to output /. Now simulator B acts as a challenger in the rest of the security
game.

In the following game simulator B interacts with the adversary A, as follows:

INIT Adversary A; sends a challenged role set I'* and two identities (IDZ, ID}) to the
simulator B.

SETUP Simulator B chooses random numbers {(j, ¥, 0x }vica. It also chooses

random numbers {a,t}vicy, vice € Z;. Simulator B computes Y = e(g,9)" =
bHvT??em p Yk
e(A,B),{hf = ¢"* = B%}lyco. It also computes PKx = g 7 7 =

.«
HvT}‘ El\r;c

ok
B 7 for all rf € WUy, where 1 < k < m. Moreover, simulator B computes

Ky Ok where 1 < k < m.

w J

T
{PKeyrli{ = HVT‘;GRT{C\{T } .
i Vrﬁ,GRr;c\{ri } —
- .

Moreover, simulator B chooses a random number sp: € Z; and computes hiq: =
H,(ID}). It then computes {Privf, Publ¥, PubZ®, Pub¥, }vice, Where

ab-h;gx hiax

Privt :Hg(gﬁkc) = HQ(A 2k )

sk
Pub(ijk :gb"ﬁk‘Perc — Bﬂk-Hz (A

Piax
2k ___b-op-Privi _ pox-Ha(A @k
PubZ® =g c=DB (

a'b'SID":+b'9k Sip o
— y %k
Ha|g bCk Hoy (A Ck ,QCk)

ko Ea . P
Puby, =g u =49 u

Simulator B sends the following parameters to the adversary A,:
<q7 (Gh GT7 é7 H17 H27 Y7 {hlf}VquM {{PKI’}; }Vrfelllk }Vk€<1>a

k
PKe r"} } Publk Pub2t
{{ T vrkeR \{r¥} wfepk,wce@’{ ¢ ey

PublfDu}Vk@). Simulator B also sends private keys {Priv¥}yice and Privy, = s to
the adversary A.,.

PHASE 1 Adversary A, sends a set of roles S* and a keyword w to the simulator B
for the trapdoor. Simulator B chooses random numbers (v, ts) € Z;. It computes h,, =

Hy(w). Simulator B computes the trapdoor Trap = (tr1,try, trs, tra, {tr}, tr2 byress ),
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where

SID: + t$ I:SID;‘ + ﬁ3$] v

absppx +bog ’ 1Dy ok
Hsy (g b-Cke Hy | A - g Sk

“'b'SID";+b'9k v Sy v oV
trg = g b-Cp = A & g [

v

try =

trs =g R — gsm?f

v
trqy =g
For all r¥ € S*
orallr; €57,
v
a-b-sppx +b- Vg Ry Sk Y 9V
1 Uy, ker , ok hollyhep , @k Pwlly ey ok
tro, = g JTorr = A A A JiTorE
T
x
v
avb~sm;< +b-9p, Tow sm‘:« v g v
2 boo g, _ phwa hw o |
tTT‘!; = g T = A T . g x

Finally, simulator B sends trapdoor Trap to the adversary As.

CHALLENGE When adversary A; decides that PHASE 1 is over, it submits two equal
length keywords wy and w, to the simulator B. Simulator B flips a random binary coin
w and encrypts w,, with the challenged role set I'*.

Simulator B first computes h,,, = H;(w,,). It then chooses a random element K € G
and five polynomials ¢;(z), ¢2(x), ¢3(x), qa(z) and gs(z) of degree 2,|I';|,|T'5|, |T*| and
|T*| respectively as follows:

—q1(z): Simulator B implicitly sets ¢1(0) = ¢ and randomly chooses the rest of the
points to define the polynomial ¢; (z) completely. Note that ¢;(1) and ¢;(2) implicitly
represent d; and d; of our original scheme respectively.

— g2(x): Simulator B sets ¢2(0) = ¢1(1) and randomly chooses the rest of the points to
define ¢2(z) completely.

— g¢3(x): Simulator B sets ¢3(0)
defined ¢3(x) completely.

— qq(x): Simulator B sets ¢4(0)

)

¢1(2) and randomly chooses the rest of the points to

define g4(x) completely.
—g5(x): Simulator B sets ¢5(0) = ¢1(2) and randomly chooses the rest of the points to
define ¢5(z) completely.

(
¢1(1) and randomly chooses the rest of the points to
(
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Table II: NOTATIONS

Notation Description

T Total number of roles associated with a ciphertext

1y Total number of SAs associated with I' (i.e., ciphertext)
[S1p, | Total number of roles associated with a trapdoor

N Total number of ciphertext associated with a revoked role
T, Total number users associated with a revoked role

T Total number SA associated with a user

Now, simulator B computes a challenged ciphertext CT, =
(C1, Cy, Cs,{Cur, Cly vkers , {Crr, Cli by er- ), where

Ci=K-Z
O, :gb-<k-q1(2) — BSka(2)

’lbhzd* hax

Oy =gt H2(o 7% )a@) _ porHa(4 ) au(2)

abhygs hid*
Cip { by - H2 S ben ) q2(1) _ Bﬁk H2 A ek tIZ( } |
abhigs hid*
/ LT Y- H: A Ten q 4
Cur, { Jnl) = et SO 1<i < T
b-qa(d) Ty, x a g P, -qa(i) [Ty, .k a
B, vrker rk w vrker ok
.. { Y =B & }1<z<|r*\
huwy,b.gs(3) Ty, kcp , @k hawg, -q5(3) Ty, % ok
, w rk ok w rheRr y Tk . «
Crf :{g ’ d P = ’ 4 ]}71§7’§|F‘

Similar with CPA proof] the distribution of the ciphertext CT,, for I'* is identical
to the original scheme.

PHASE 2 Same as PHASE 1

GUESS The adversary A, guesses a bit w’ and sends to the simulator B. If ' =
w then the adversary A, wins CPA game; otherwise it fails. If ' = w, simulator B
answers “DBDH” in the game (i.e. outputs | = 0); otherwise B answers “random” (i.e.
outputs [ = 1).

If Z = é(g,9)%; then C; is completely random from the view of the adversary A,.
So, the received ciphertext CT,, is not compliant to the game (i.e. invalid ciphertext).
Therefore, the adversary A, chooses w’ randomly. Hence, the probability of the adver-
sary A, for outputting v’ = w is 1.

If Z = ¢é(g,9)°*, then adversary A, receives a valid ciphertext. The adversary A,
wins the CPA game with non-negligible advantage ¢ (according to the Theorem [6.2).
As such, the probability of outputting w’ = w for the adversary A, is % + ¢, where
probability ¢ is for guessing that the received ciphertext is valid and probability % is
for guessing whether the valid encrypted message C; is related to wy or wy.

Therefore, the overall advantage AdvI ND-CEA of the simulator B is 1(3+e+3)—3=
5. O

6.2. Performance Analysis

This section evaluates functionality, computation, storage and communication over-
head of our proposed scheme. The computational overhead is shown in terms of num-
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Table III: Functionality Comparison

Authorized o Conjunctive . . .
Keyword Search Authentication istp;:lz Keyword Search Revocation| Decryption| Technique

| ISun et al|]| v X X v v X ABE
2016]

| THu et all| v X X X X X ABE
2017]

| [Miaoetal.| v X X v v v ABE
2017]

| [Chaudhari | v X X X X X ABE
and _ Das
2019]

| Proposed v v v v v v RBE
scheme

Table IV: Evaluation of the Computation Overhead

Operations Computation Complexity
Data Encryption 4+ ||+ Ts|)Expg, + Ezpg,
Trapdoor Generation (3 + 2[Smw,|) Ezpe,
Authentication | (2 + |I's|)Expg, + 37T,
Data Search | KeySearch < (T4 1)Ezpg, + 2+ I)T,
PartialDec < (TT+ Ts])Expg, + 1 +1T)T,
Decryption Ezpe,
Revocation < (1+ 2n. + 2n,)Expg,

Table V: Evaluation of the Storage and Communication Overhead

Items Overhead
Ciphertext | (4 4 2|['))|G4| + |Gr
Secret key | (1 +n)|Z;[ + 2[Sm,
Trapdoor | [Z7] + (3 + 2[T'()[G4]

G|

Table VI: Computation Time (in Milliseconds) of Elementary Cryptographic Opera-
tions

Exponentiation .. Group multiplication
G, Gr Pairing Gy Gr Hash
Commodity | 60 | 96 1.292 0.008 0.002 0.003
Laptop
Workstation | 1.153 | 0.091 0.645 0.005 0.001 0.002

ber of pairing (7},) and group exponentiation operations (Ezpg, and Ezpg,). We do not
consider the other cryptographic operations such as hash and group element multipli-
cation operations, as these operations take much less computation time compared with
the pairing and group exponentiation operations (details can be seen in the Table [VI).
The storage and communication overheads are shown in terms of group element size
|Z3],|G1| and [Gr|. We use PBC library [pbc | which runs over GMP library [gmp || for
the implementation purpose. Type A elliptic curve of 160-bit group order embedding
degree 2 is used for the implementation. The chosen curve provides an equivalent of
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Fig. 5: Computation Time of AUTHENTICATION and PARTIALDEC Algorithms

1024-bit discrete log security. The elementary cryptographic operations that are per-
formed by the owners and users are implemented using a commodity laptop Computer
with Ubuntu 17.10 (64-bit) operating system and having 2.4GHz Core i3 processor
with 4GB memory. The elementary cryptographic operations that are performed by
public cloud is implemented using a workstation with Ubuntu 17.10 (64-bit) operating
system and having 3.5 GHz Intel(R) Xeon(R) CPU E5-2637 v4 processor with 16 GB
memory. Table [VI| shows the time required to perform each cryptographic operations.
During the implementation, we consider that the number of SAs associated with a
RBAC access policy is equal to the number of roles associated with a ciphertext, i.e.,
ITy| = |I'|. It is to be noted that all the implementation results are the mean of 50
trials. The notations used in the rest of this paper are shown in Table
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Fig. 6: Computation Time of KEYSEARCH Algorithm for 1000 Ciphertexts

Table shows the functionality comparison of some notable ABE based keyword
search schemes [Sun et al. 2016], [Hu et al. 2017, [Miao et al. 2017]], [Chaudhari and
Das 2019]] with our proposed scheme. From the Table it can be observed that all
the ABE based schemes [Sun et al. 2016[, [Hu et al. 2017]], [Miao et al. 2017], [Chaud-
hari and Das 2019] including our proposed scheme provide authorized keyword search
functionality, as the owner can embed access policies of his/her choice on the encrypted
data itself. However, unlike our proposed scheme, none of the schemes in [Sun et al.
2016[, [Hu et al. 2017]], [Miao et al. 2017], [Chaudhari and Das 2019]] address the user
authentication problem, which allows the public cloud to authenticate the user be-
fore performing computationally expensive keyword search operations. As such, [Sun
et al. 2016], [Hu et al. 2017]], [Miao et al. 2017|], [Chaudhari and Das 2019] rely on
some existing authentication mechanisms. Also, unlike [Sun et al. 2016[, [Hu et al.
2017], [Miao et al. 2017]], [Chaudhari and Das 2019], our proposed scheme can pre-
vent the replay attacks even if the trapdoors are exposed to the adversaries. In [Sun
et al. 2016[, [Hu et al. 2017]], [Miao et al. 2017]], [Chaudhari and Das 2019], if an ad-
versary gains access to a valid trapdoor, the adversary can re-use the trapdoor using
a fresh random number. Further, our proposed scheme and [Sun et al. 2016], [Miao
et al. 2017] support conjunctive keyword search and user revocation, while [Hu et al.
2017]], [Chaudhari and Das 2019] do not support. Moreover, our proposed scheme and
[Miao et al. 2017] support both the keyword search and decryption functionalities;
while [Sun et al. 2016, [Hu et al. 2017]], [Chaudhari and Das 2019] support only the
keyword search functionality. Furthermore, [Sun et al. 2016[, [Hu et al. 2017], [Miao
et al. 2017]l, [Chaudhari and Das 2019] are designed using ABE technique; while our
proposed scheme is designed using RBE technique, which enables it to support the
role hierarchy property. Thus, it makes our proposed scheme more suitable for the
real world organizations/enterprises. Therefore, it can be observed that our proposed
scheme supports more functionalities compared with the other notable works [Sun
et al. 2016], [Hu et al. 2017]], [Miao et al. 2017]], [Chaudhar: and Das 2019].
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Table shows the computation overhead of our proposed schemeﬂ The computation
cost is shown in asymptotic upper bound in the worst cases. In Table we consider
the most frequently operated phases, e.g., Data Encryption, Trapdoor Generation, Data
Search, Decryption, and Revocation.

Data Encryption. Owner encrypts the plaintext data and the associated keywords in
the Data Encryption phase, which requires (4 + 2|T'|) group exponentiation operations
on G; and one exponentiation operation on Gr. It can be observed that the encryption
cost mainly depends on the number of roles associated with a ciphertext (i.e., associ-
ated with the chosen RBAC access policy). This can also be seen from the Figure [4] It
can be observed that approximately 31 milliseconds are required to generate a cipher-
text associated with 5 roles and 5 SAs. It is to be noted that, the encryption operation
is performed by the owner only once for a particular data.

Trapdoor Generation. A user needs to perform (342|Sp, |) group exponentiation oper-
ations on G; to compute a trapdoor. It can be observed that the cost for the generation
of a trapdoor depends on the number of roles associated with the user (i.e., associated
with the trapdoor). Figure |4, shows the experimental results of the Trapdoor Gener-
ation phase, which demonstrates that our proposed scheme incurs less computation
overhead on the user side. It takes approximately 29 milliseconds to generate a trap-
door having 5 roles.

Data Search. In the Data Search phase, the public cloud first authenticates the user
which requires 2 + |T's| group exponentiation operations on G; and three pairing oper-
ations. It can be observed that the cost of the user authentication operation (i.e., AU-
THENTICATION algorithm) depends on the number of SAs associated with the RBAC
access policy of a ciphertext. Figure [5| shows the computation time of AUTHENTICA-
TION algorithm with respect to the number of SAs. It is to be noted that the AUTHEN-
TICATION algorithm is performed only once per user request. After successful authen-
tication of the user, the public cloud computes at most |I'| + 1 group exponentiation
operations on Gi, and 2 + |T'| pairing operations to complete the KEYSEARCH algo-
rithm for the keyword search. It can be observed that the cost of the KEYSEARCH al-
gorithm depends on the number of roles associated with the ciphertext, which can also
be seen from the Figure[6] Finally, the public cloud computes at most || + [I's| group
exponentiation operations and 1 + |I'| pairing operations to compute the PARTIALDEC
algorithm. It can be observed that the cost to perform the PARTIALDEC algorithm de-
pends on the number of roles and the number of SAs associated with the RBAC access
policy. The computation time of PARTIALDEC algorithm is shown in the Figure[5| It is
to be noted that the PARTTIALDEC algorithm is performed for each ciphertext received
from the KEYSEARCH algorithm.

Decryption. As most of the computationally expensive cryptographic operations are
outsourced to the public cloud, a user requires only one group exponentiation operation
on Gt to decrypt a ciphertext. It is to be noted that the time required to perform
one group exponentiation operation on G is 0.126 milliseconds in a commodity laptop
Computer. Hence, the decryption cost in our proposed scheme is considerably less.
Thus, our proposed scheme is also suitable for an environment such as IoT, where the
end-users have limited computing resources.

Revocation. The complete user revocation operation takes a minimal overhead in
the system, as the SA can revoke the user simply by revoking (or removing) his/her

9We do not consider [[Sun et al. 2016], [Hu et al. 2017]l, [Miao et al. 2017|l, [Chaudhari and Das 2019] for
further comparison, as they are based on ABE; whereas our proposed scheme is based on RBE.
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public key (from the public bulletin board). On the other hand, the SA requires at
most 1 + 2n. + 2n,, group exponentiation operations on G; to revoke a role from a user.
As the SA needs to re-encrypt all the ciphertexts and update role-keys of all the users
related with the revoked roles, the cost of the role-level revocation depends mainly on
the number of ciphertext and users associated with the revoked roles.

6.2.1. Storage and Communication Overhead Comparison. Table [V] shows the storage and
communication overhead of our proposed scheme. For the evaluation purpose, the ci-
phertext size, size of the secret keys possessed by a user, and the trapdoor size are
considered. From Table[V] it can be observed that the ciphertext size mainly depends
on the number of roles associated with the ciphertext. For each role ¥, the owner
computes two ciphertext components C,.f and C’,. Hence, the ciphertext size linearly
increases with the roles associated with a ciphertext.

A user keeps a private key Priv}, for each organization, and the user also keeps
a common private key Privy, for all the organizations. Moreover, the user keeps two
role-keys for each role he/she possessed. Thus, the size of the secret key possessed by
a user mainly depends on the number of SAs (i.e., number of organizations) and the
number of roles associated with that user. Similarly, trapdoor size linearly increases
with the roles associated with the trapdoor. The user computes two trapdoor compo-
nents trik and trfk for each role r* associated with the trapdoor.

7. CONCLUSION

This paper has proposed a novel authorized keyword search mechanism with efficient
decryption using the RBE technique for a cloud environment, where multiple organi-
zations can outsource their sensitive data. The proposed scheme enables the owners
to define and enforce RBAC access policies on the encrypted data, thereby avoiding
reducing the dependency on the service provider. It also enables the public cloud to
authenticate the users first before performing computationally expensive search oper-
ations, which reduces overhead on the system. In addition, the proposed scheme helps
to prevent replay attacks. Conjunctive keyword search is supported without introduc-
ing any significant overhead into the system. Further, the complete and role-level user
revocation mechanisms are supported for revoking access privileges of the users in
both organization level and role level respectively. Moreover, an outsourced decryption
mechanism is introduced in the proposed scheme to reduce decryption processing cost
at the end-user side, which makes it suitable for resource constrained environment.
Furthermore, we have formally proved that the proposed scheme provides provable se-
curity against Chosen Plaintext and Chosen Keyword Attacks. Our performance anal-
ysis shows that the proposed scheme is suitable for real-world applications in terms of
computation, communication and storage overhead.

This paper has introduced a new direction in designing a searchable encryption
mechanism using the RBE technique. Further works include improving the efficiency
of role-level revocation of RBE based keyword search schemes as well as for dynamic
addition (removal) of roles into (from) a role hierarchy.
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